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QUESTION 1

Due to security policies, a restriction was implemented that forbids direct access to the database server. The junior
administrator needs to connect using SSH tunneling. Which of the following commands allows the junior administrator to
connect from a desktop? 

A. ssh -L dbserver.local:5432:localhost:95432 postgres@dbserver.local 

B. ssh -L 5432:localhost dbserver.local:5432 postgres 

C. ssh -L 95432:localhost postgres@dbserver.local 

D. ssh -L 9432:localhost:5432 postgres@dbserver.local 

Correct Answer: D 

 

QUESTION 2

An administrator clones a Git repository onto a local laptop. While inspecting the code, the administrator notices a bug
and wants to fix it. Which of the following is the BEST command for the administrator to use to test a patch for the script
prior to updating the version saved in master? 

A. init 

B. branch 

C. stash 

D. commit 

E. merge 

Correct Answer: D 

Reference: https://towardsdatascience.com/15-git-commands-you-should-learn-before-your-very-first-project-
f8eebb8dc6e9 

 

QUESTION 3

Joe, a user, creates a short shell script, shortscript.sh, and saves it in his home directory with default permissions and
paths. He then attempts to run the script by typing ./shortscript.sh, but the command fails to execute. 

Which of the following commands would have allowed the script to run? 

A. chmod u+x shortscript.sh 

B. source ./shortscript.sh 

C. chmod 155 ~/shortscript.sh 

D. chgrp shortscript.sh Joe 
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Correct Answer: A 

 

QUESTION 4

A systems administrator wants to know the current status of a series of dd jobs that were started in the background
three hours ago. Which of the following commands will achieve this task? 

A. sudo killall -HUP dd 

B. sudo killall dd 

C. sudo killall -TERM dd 

D. sudo killall -USR1 dd 

Correct Answer: D 

Reference: https://askubuntu.com/questions/215505/how-do-you-monitor-the-progress-of-dd 

 

QUESTION 5

A systems administrator is troubleshooting an intermittent network connection at the IP address 192.168.1.23. The
administrator wishes to monitor the connection at five-minute intervals for one hour. Which of the following commands
will accomplish this task? 

A. ping -i 5 192.168.1.23 

B. ping -c 12 192.168.1.23 

C. ping -c 12 -i 300 192.168.1.23 

D. ping -c 60 -i 100 192.168.1.23 

Correct Answer: B 

Reference: https://linuxize.com/post/linux-ping-command/ 

 

QUESTION 6

An administrator is logged into a server remotely and wants to determine if the system is a VM. Which of the following
commands would assist with this? 

A. dmesg 

B. ps 

C. top 

D. vmstat 

Correct Answer: D 
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Reference: https://ostechnix.com/check-linux-system-physical-virtual-machine/ 

 

QUESTION 7

Which of the following is a file that can define how to build deploy, and install various components for a Linux application
hosted in a cloud environment? 

A. OVF 

B. YAML 

C. Virsh 

D. VMM 

Correct Answer: A 

File that can define how to build deploy, and install various components for a Linux application hosted in a cloud
environment 

 

QUESTION 8

A Linux administrator is adding a static IP address to a network interface on a Linux system. The administrator modifies
the ifcfg- eth0 configuration file with the following settings: 

After the administrator restarts the Linux server, the system is not connected to the network. Which of the following
configuration settings needs to be changed? 

A. Set BOOTPROTO to BOOTP and USERCTL to yes. 

B. Set BOOTPROTO to NONE and ONBOOT to yes. 

C. Set USERCTL to yes and ONBOOT to no. 

D. Set NETMASK to 255.255.0.0 and ONBOOT to yes. 

Correct Answer: D 

Reference: https://www.tecmint.com/set-add-static-ip-address-in-linux/ 
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QUESTION 9

Which of the following boot methods can a Linux administrator use to boot a Linux server remotely via a network
interface card instead of a local disk? 

A. NTP 

B. PXE 

C. NFS 

D. Kickstart 

Correct Answer: B 

Reference: https://en.wikipedia.org/wiki/Diskless_Remote_Boot_in_Linux 

 

QUESTION 10

A networked has been crashing intermittently. A Linux administrator would like to write a shell script that will attempt to
ping the server and email an alert if the server fails to respond. The script will later be scheduled via cron job. 
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Which of the following scripts would BEST accomplish this task? 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: D 

 

 

QUESTION 11
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A directory called /employee is shared with many employees in a company. New hardware was acquired, and the
systems administrator needs to back up all files in /employee before the server is replaced. Which of the following
commands should be used to back up all the files and compress them to use little space in the filesystem? 

A. tar -zcvf backup.tar.gz /employee 

B. tar -zxvf backup.tar.gz /employee 

C. tar -Cvf backup.tar.gz /employee 

D. tar -Tpf backup.tar.gz /employee 

Correct Answer: A 

 

 

QUESTION 12

A Linux administrator needs to remotely update the contents of the www.comptia.org/contacts URL. 

Which of the following commands would allow the administrator to download the current contents of the URL before
updating? 

A. curl www.comptia.org/contacts 

B. dig www.comptia.org/contacts 

C. apt-get www.comptia.org/contacts 

D. yum list www.comptia.org/contacts 

Correct Answer: A 

Reference: https://www.thegeekstuff.com/2012/04/curl-examples/ 

 

QUESTION 13

A systems administrator notices a large number of autoloaded device modules are no longer needed and decides to do
a cleanup of them. Which of the following commands will accomplish this task? 

A. rmmod -c 

B. depmod -r 

C. insmod -c 

D. modprobe -r 

Correct Answer: D 

Reference: http://ccrma.stanford.edu/planetccrma/man/man8/modprobe.8.html 
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QUESTION 14

A technician suspects a company\\'s border firewall is down, thus blocking Internet access. The technician executes the
following commands: 

#ping -c 1 firewall.company.com 64 bytes from firewall.company.com (192.168.1.1): icmp_seq=1 ttl=64 time=0.061ms
#ping -c 16 www.comptia.com 16 packets transmitted, 0 received, 100% packet loss, time 14999ms 

Which of the following commands should the technician use to BEST determine the source of this outage? 

A. tcpdump 

B. nmap 

C. dig 

D. traceroute 

Correct Answer: D 

 

QUESTION 15

Which of the following server roles is MOST appropriate to route files to multifunction devices? 

A. Proxy 

B. Router 

C. Print server 

D. Web server 

Correct Answer: C 
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