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QUESTION 1

A user has logged into the Vault user interface but cannot browse to a secret located at kv/applications/ 

app3, however, the policy the user is bound by permits read permission to the secret. 

Because of the read permission, the user should be able to read the secret in the Vault UI. 

A. False 

B. True 

Correct Answer: A 

To browse Vault paths in the UI, the user must have list permissions on the mount and the paths leading up to the
secret. 

 

QUESTION 2

After logging into the Vault UI, a user complains that they cannot enable Replication. Why would the replication
configuration be missing? 

A. replication wasn\\'t configured in the Vault configuration file 

B. replication hasn\\'t been enabled 

C. Vault is running an open-source version 

D. replication configuration isn\\'t available in the UI 

Correct Answer: C 

Replication is not available in open-source versions of Vault. It is an enterprise feature. 

 

QUESTION 3

Which TCP port does Vault use, by default, for its API and UI? 

A. 8600 

B. 8201 

C. 8500 

D. 8301 

E. 8300 

F. 8200 

Correct Answer: F 
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By default, Vault uses port 8200 for its API and UI. 

8201 is used for the cluster to cluster communication, 8300 is used for Consul Server RPC, 

8500 is used for the Consul interface, 

8600 is used for Consul DNS, 

and 8301 is used for its LAN gossip protocol. 

 

QUESTION 4

When multiple arguments with single-line values appear on consecutive lines at the same nesting level, HashiCorp
recommends that you: 

A. place a space in between each line type = "A" ttl = "300" zone_id = aws_route53_zone.primary.zone_id 

B. align their equals signs ami = "abc123" instance_type = "t2.micro" 

C. place all arguments using a variable at the top ami = var.aws_ami instance_type = var.instance_size subnet_id =
"subnet-0bb1c79de3EXAMPLE" tags = { Name = "HelloWorld" } 

D. put arguments in alphabetical order name = "www.pythonfanclub.com" records = [aws_eip.lb.public_ip] type = "A" ttl
= "300" zone_id = aws_route53_zone.primary.zone_id 

Correct Answer: B 

HashiCorp style conventions suggest you that align the equals sign for consecutive arguments for easing 

readability for configurations 

ami = "abc123" 

instance_type = "t2.micro" 

 

QUESTION 5

True or False: 

State is a requirement for Terraform to function. 

A. True 

B. False 

Correct Answer: A 

Terraform requires some sort of database to map Terraform config to the real world. When you have a resource in your
configuration, Terraform uses this map to know how that resource is represented. Therefore, to map configuration to
resources in the real world, Terraform uses its own state structure. 
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QUESTION 6

When using constraint expressions to signify a version of a provider, which of the following are valid provider versions
that satisfy the expression found in the following code snippet: (select two) 

1.

 terraform { 

2.

 required_providers { 

3.

 aws = "~> 1.2.0" 

4.

 } 

5.

 } 

A. 1.2.9 

B. 1.3.1 

C. 1.3.0 

D. 1.2.3 

Correct Answer: AD 

~> 1.2.0 will match any non-beta version of the provider between >= 1.2.0 and 

 

QUESTION 7

True or False: You can migrate the Terraform backend but only if there are no resources currently being managed. 

A. False 

B. True 

Correct Answer: A 

If you are already using Terraform to manage infrastructure, you probably want to transfer to another backend, such as
Terraform Cloud, so you can continue managing it. By migrating your Terraform state, you can hand off infrastructure
without de-provisioning anything. 

 

QUESTION 8
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Environment variables can be used to set variables. The environment variables must be in the format "____"_. Select
the correct prefix string from the following list. 

A. TF_VAR 

B. TF_VAR_NAME 

C. TF_ENV 

D. TF_ENV_VAR 

Correct Answer: A 

Environment variables can be used to set variables. The environment variables must be in the format TF_VAR_name
and this will be checked last for a value. For example: export TF_VAR_region=us-west-1 export
TF_VAR_ami=ami-049d8641 export TF_VAR_alist=\\'[1,2,3]\\' export TF_VAR_amap=\\'{ foo = "bar", baz = "qux" }\\'
https://www.terraform.io/docs/commands/environment-variables.html 

 

QUESTION 9

Permissions for Vault backend functions are available at which path? 

A. security/ 

B. admin/ 

C. backend/ 

D. system/ 

E. vault/ 

F. sys/ 

Correct Answer: F 

All backend system functions stored in the sys/ backend. The system backend is a default backend in Vault that is
mounted at the /sys endpoint. This endpoint cannot be disabled or moved, and is used to configure Vault and interact
with many of Vault\\'s internal features. 

 

QUESTION 10

Which of the following policies would permit a user to generate dynamic credentials on a database? 

A. path "database/creds/read_only_role" { capabilities = ["read"] } 

B. path "database/creds/read_only_role" { capabilities = ["generate"] } 

C. path "database/creds/read_only_role" { capabilities = ["list"] } 

D. path "database/creds/read_only_role" { capabilities = ["sudo"] } 

Correct Answer: A 
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The HTTP request is a GET which corresponds to a read capability. Thus, to grant access to generate database
credentials, the policy would grant read access on the appropriate path. 

 

QUESTION 11

An administrator wants to create a new KV mount for individual users to maintain their own secrets but needs a way to
simplify the policy so they don\\'t need to write a new one for each new user? With the requirements listed below, what
would such a policy look like? Requirement: Each user can perform all operations on their allocated key/value secret
path 

A. path "user-kv/data/{{identity.entity.name}}/*" { capabilities = [ "create", "update", "read", "delete", "list" ] } 

B. path "user-kv/data/{{identity.entity.id.name}}/*" { capabilities = [ "create", "update", "read", "delete", "list" ] } 

C. path "user-kv/data/{{identity.entity.aliases..id}}/*" { capabilities = [ "create", "update", "read", "delete", "list" ] } 

D. path "user-kv/data/{{user}}/*" { capabilities = [ "create", "update", "read", "delete", "list" ] } 

Correct Answer: A 

Everything in the Vault is path-based, and policies are no exception. Policies provide a declarative way to grant or forbid
access to certain paths and operations in Vault. The policy template makes it very flexible to customize the environment.
By using parameters within your template, you can have Vault "insert" a value into the path based upon things like
identity values, group membership, and metadata associated with either the user\\'s identity or group they are a member
of. Using the parameter, the path user-kv/data/{{identity.entity.name}}/* converts to user- kv/data/student01/* 

 

QUESTION 12

What happens when a terraform apply command is executed? 

A. applies the changes required in the target infrastructure in order to reach the desired configuration 

B. creates the execution plan for the deployment of resources 

C. reconciles the state Terraform knows about with the real-world infrastructure 

D. the backend is initialized and the working directory is prepped 

Correct Answer: A 

The terraform apply command is used to apply the changes required to reach the desired state of the configuration, or
the pre-determined set of actions generated by a terraform plan execution plan. 

 

QUESTION 13

Which of the following is not a valid Terraform string function? 

A. tostring 

B. replace 
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C. format 

D. join 

Correct Answer: A 

tostring is not a string function, it is a type conversion function. tostring converts its argument to a string value.
https://www.terraform.io/docs/configuration/functions/tostring.html 

 

QUESTION 14

Which of the following Vault features is available only in the Enterprise version? (select three) 

A. MFA 

B. dynamic credentials 

C. cloud auto unseal 

D. replication 

E. auto unseal with HSM 

Correct Answer: ADE 

Most of the important features of Vault are available in the open-source version, however, some of the features which
are generally required by large organizations are only available in the Enterprise version such as:

-MFA - Multi-factor Authentication 

-Replication 

-Auto unseal with HSM and many more. 

Check all the features at the below link. 

Reference link:- https://www.hashicorp.com/products/vault/pricing/ 

 

QUESTION 15

When multiple engineers start deploying infrastructure using the same state file, what is a feature of remote state
storage that is critical to ensure the state does not become corrupt? 

A. state locking 

B. object storage 

C. encryption 

D. workspaces 

Correct Answer: A 
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If supported by your backend, Terraform will lock your state for all operations that could write state. This prevents others
from acquiring the lock and potentially corrupting your state. State locking happens automatically on all operations that
could write state. You won\\'t see any message that it is happening. If state locking fails, Terraform will not continue.
You can disable state locking for most commands with the lock flag but it is not recommended. 
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