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QUESTION 1

A security technician is configuring a new firewall appliance for a production environment. The firewall must support
secure web services for client workstations on the 10.10.10.0/24 network. The same client workstations are configured
to contact a server at 192.168.1.15/24 for domain name resolution. Which of the following rules should the technician
add to the firewall to allow this connectivity for the client workstations? (Select TWO). 

A. Permit 10.10.10.0/24 0.0.0.0 -p tcp --dport 22 

B. Permit 10.10.10.0/24 0.0.0.0 -p tcp --dport 80 

C. Permit 10.10.10.0/24192.168.1.15/24 -p udp --dport 21 

D. Permit 10.10.10.0/24 0.0.0.0-p tcp --dport 443 

E. Permit 10.10.10.0/24 192.168.1.15/24 -p tcp --dport 53 

F. Permit 10.10.10.0/24 192.168.1.15/24 -p udp --dport 53 

Correct Answer: DE 

 

QUESTION 2

A new PKI is being built at a company, but the network administrator has concerns about spikes of traffic occurring twice
a day due to clients checking the status of the certificates. Which of the following should be implemented to reduce the
spikes in traffic? 

A. CRL 

B. OCSP 

C. SAN 

D. OID 

Correct Answer: B 

 

QUESTION 3

A security consultant is analyzing data from a recent compromise. The following data points are documented: 

1.

 Access to data on share drives and certain networked hosts was lost after an employee logged in to an interactive
session as a privileged user. 

2.

 The data was unreadable by any known commercial software. 

3.
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 The issue spread through the enterprise via SMB only when certain users accessed data. 

4.

 Removal instructions were not available from any major antivirus vendor. 

Which of the following types of malware is this an example of? 

A. RAT 

B. Ransomware 

C. Backdoor 

D. Keylogger 

E. Worm 

Correct Answer: B 

 

QUESTION 4

A company is looking for an all-in-one solution to provide identification authentication, authorization, and accounting
services. Which of the following technologies should the company use? 

A. Diameter 

B. SAML 

C. Kerberos 

D. CHAP 

Correct Answer: D 

 

QUESTION 5

While testing a new application, a developer discovers that the inclusion of an apostrophe in a username cause the
application to crash. Which of the following secure coding techniques would be MOST useful to avoid this problem? 

A. Input validation 

B. Code signing 

C. Obfuscation 

D. Encryption 

Correct Answer: A 

 

QUESTION 6
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Which of the following is a benefit of credentialed vulnerability scans? 

A. Credentials provide access to scan documents to identify possible data theft. 

B. The vulnerability scanner is able to inventory software on the target. 

C. A scan will reveal data loss in real time. 

D. Black-box testing can be performed. 

Correct Answer: B 

 

QUESTION 7

An accountant is attempting to log in to the internal accounting system and receives a message that the website\\'s
certificate is fraudulent. The accountant finds instructions for manually installing the new trusted root onto the local
machine. Which of the following would be the company\\'s BEST option for this situation in the future? 

A. Utilize a central CRL. 

B. Implement certificate management. 

C. Ensure access to KMS. 

D. Use a stronger cipher suite. 

Correct Answer: B 

The Certificate Management System (CMS) is a networked system for generation, distribution, storage and verification
of certificates for use in a variety of security enhanced applications. The structure of a certificate is defined in the X.509
standard. 

 

QUESTION 8

Users in a corporation currently authenticate with a username and password. A security administrator wishes to
implement two-factor authentication to improve security. Which of the following authentication methods should be
deployed to achieve this goal? 

A. PIN 

B. Security Question: 

C. Smart card 

D. Passphrase 

E. CAPTCHA 

Correct Answer: C 

 

QUESTION 9
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A Chief Information Officer (CIO) recently saw on the news that a significant security flaws exists with a specific version
of a technology the company uses to support many critical application. The CIO wants to know if this reported
vulnerability exists in the organization and, if so, to what extent the company could be harmed. Which of the following
would BEST provide the needed information? 

A. Penetration test 

B. Vulnerability scan 

C. Active reconnaissance 

D. Patching assessment report 

Correct Answer: A 

 

 

QUESTION 10

A database backup schedule consists of weekly full backups performed on Saturday at 12:00 a.m. and daily differential
backups also performed at 12:00 a.m. If the database is restored on Tuesday afternoon, which of the following is the
number of individual backups that would need to be applied to complete the database recovery? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: B 

 

QUESTION 11

Staff members of an organization received an email message from the Chief Executive Officer (CEO) asking them for
an urgent meeting in the main conference room. When the staff assembled, they learned the message received was not
actually from the CEO. Which of the following BEST represents what happened? 

A. Spear phoshing attack 

B. Whaling attack 

C. Phishing attack 

D. Vishing attack 

Correct Answer: A 

 

QUESTION 12
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An incident responder receives a call from a user who reports a computer is exhibiting symptoms consistent with a
malware infection. Which of the following steps should the responder perform NEXT? 

A. Capture and document necessary information to assist in the response. 

B. Request the user capture and provide a screenshot or recording of the symptoms. 

C. Use a remote desktop client to collect and analyze the malware in real time. 

D. Ask the user to back up files for later recovery. 

Correct Answer: A 

 

QUESTION 13

An organization wants to conduct secure transactions of large data files. Before encrypting and exchanging the data
files, the organization wants to ensure a secure exchange of keys. Which of the following algorithms is appropriate for
securing the key exchange? 

A. DES 

B. Blowfish 

C. DSA 

D. Diffie-Hellman 

E. 3DES 

Correct Answer: D 

 

 

QUESTION 14

Several workstations on a network are found to be on OS versions that are vulnerable to a specific attack. Which of the
following is considered to be a corrective action to combat this vulnerability? 

A. Install an antivirus definition patch 

B. Educate the workstation users 

C. Leverage server isolation 

D. Install a vendor-supplied patch 

E. Install an intrusion detection system 

Correct Answer: D 

 

QUESTION 15
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After an identified security breach, an analyst is tasked to initiate the IR process. Which of the following is the NEXT
step the analyst should take? 

A. Recovery 

B. Identification 

C. Preparation 

D. Documentation 

E. Escalation 

Correct Answer: B 
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