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QUESTION 1

Which client log shows that a client is downloading content from its designated source? 

A. Risk Log 

B. System Log 

C. SesmLu.log 

D. Log.LiveUpdate 

Correct Answer: B 

 

QUESTION 2

Which two items are stored in the Symantec Endpoint Protection database? (Select two.) 

A. Device Hardware IDs 

B. User Defined Scans 

C. Symantec Endpoint Protection Client for Linux 

D. Symantec Endpoint Protection Client for Macintosh 

E. Active Directory Synced Logon Credentials 

Correct Answer: AD 

 

QUESTION 3

A company has an application that requires network traffic in both directions to multiple systems at a specific external
domain. A firewall rule was created to allow traffic to and from the external domain, but the rule is blocking incoming
traffic. What should an administrator enable in the firewall policy to allow this traffic? 

A. TCP resequencing 

B. Smart DHCP 

C. Reverse DNS Lookup 

D. Smart WINS 

Correct Answer: C 

 

QUESTION 4

An administrator selects the Backup files before attempting to repair the Remediations option in the Auto-Protect
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policies. Which two actions occur when a virus is detected? (Select two.) 

A. replace the file with a place holder 

B. check the reputation 

C. store in Quarantine folder 

D. send the file to Symantec Insight 

E. encrypt the file 

Correct Answer: CE 

 

QUESTION 5

Which policy should an administrator modify to enable Virtual Image Exception (VIE) functionality? 

A. Host Integrity Policy 

B. Virus and Spyware Protection Policy 

C. Exceptions Policy 

D. Application and Device Control Policy 

Correct Answer: B 

 

QUESTION 6

A company has multiple offices and is unsure whether to use the Symantec Endpoint Protection Manager (SEPM) or the
Group Update Provider (GUP) at the offices. When should the company use the SEPM rather than the GUP? 

A. when the site has a local Windows server 

B. when the site has a large number of clients 

C. when the site has a low bandwidth network connection 

D. when the site has more than one subnet 

Correct Answer: B 

 

QUESTION 7

Which tool should an administrator use to discover and deploy the Symantec Endpoint Protection client to new
computers? 

A. Unmanaged Detector 

B. Client Deployment Wizard 
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C. Communication Update Package Deployment 

D. Symantec Endpoint Discovery Tool 

Correct Answer: B 

 

QUESTION 8

A company needs to configure an Application and Device Control policy to block read/write access to all USB removable
media on its Symantec Endpoint Protection (SEP) systems. Which tool should an administrator use to format the GUID
and device IDs as required by SEP? 

A. CheckSum.exe 

B. DeviceTree.exe 

C. TaskMgr.exe 

D. DevViewer.exe 

Correct Answer: D 

 

QUESTION 9

Which two items should an administrator enter in the License Activation Wizard to activate a license? (Select two.) 

A. password for the Symantec Licensing Site 

B. purchase order number 

C. serial number 

D. Symantec License file 

E. credit card number 

Correct Answer: CD 

 

QUESTION 10

A company is running the Symantec Endpoint Protection 12.1 firewall and wants to ensure that DNS traffic is allowed.
Which feature should be enabled in the firewall policy? 

A. DNS exception 

B. DNS Lookup 

C. Reverse DNS Lookup 

D. Smart DNS 
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Correct Answer: D 

 

QUESTION 11

What is an appropriate use of a file fingerprint list? 

A. allow unknown files to be downloaded with Insight 

B. prevent programs from running 

C. prevent AntiVirus from scanning a file 

D. allow files to bypass Intrusion Prevention detection 

Correct Answer: B 

 

QUESTION 12

Which two criteria can be used to determine hosts in a host group? (Select two.) 

A. MAC address 

B. registry key 

C. management server connection 

D. DNS host network connection type 

Correct Answer: AD 

 

QUESTION 13

A managed service provider (MSP) is managing Symantec Endpoint Protection for a number of independent
companies. Each company has administrators who will log in from time to time to add new clients. Administrators must
be prevented from seeing the existence of other companies in the console. What should an administrator create for
each independent company? 

A. Domain 

B. Location 

C. Group 

D. Site 

Correct Answer: A 

 

QUESTION 14
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Which Symantec Endpoint Protection technology blocks a downloaded program from installing browser plugins? 

A. Intrusion Prevention 

B. SONAR 

C. Application and Device Control 

D. Tamper Protection 

Correct Answer: C 

 

QUESTION 15

A company wants to reduce or eliminate the HelpDesk calls they receive due to end users modifying, moving, or
deleting configuration files. Which component of Symantec Endpoint Protection will allow the IT administrator to prevent
users from altering configuration files? 

A. Privilege De-escalation 

B. Proactive Threat Detection 

C. Application Control 

D. Host Integrity 

Correct Answer: A 
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