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QUESTION 1

An administrator makes a change in the Active Directory structure which has been imported into the Symantec Endpoint
Protection Manager (SEPM). By default, when will the change automatically be reflected in the SEPM?

A. as soon as the change is made in Active Directory
B. maximum 1 hour

C. maximum 4 hours

D. maximum 24 hours

Correct Answer: D

QUESTION 2

Which Symantec Endpoint Protection 12.1 component improves performance because known good files are skipped?
A. LiveUpdate Administrator server

B. Group Update Provider

C. Shared Insight Cache server

D. Central Quarantine server

Correct Answer: C

QUESTION 3

In which two situations would Symantec Endpoint Protection 12.1 (SEP) generate a Left Alone action? (Select two.)
A. Another scan is in progress.

B. The detected file is in use.

C. There are limited permissions to the file on the system.

D. The file is marked for deletion by Windows on reboot.

E. Virus definitions are corrupt or missing.

Correct Answer: BC

QUESTION 4

A Symantec Endpoint Protection Manager (SEPM) administrator notices performance issues with the SEPM server. The
Client tab becomes unresponsive in the SEPM console and .DAT files accumulate in the "agentinfo" folder. Which tool
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should the administrator use to gather log files to submit to Symantec Technical Support?
A. collectLog.cmd

B. LogExport.exe

C. ExportLog.vbs

D. smc.exe

Correct Answer: A

QUESTION 5

Some customers report that when they run the command "smc -stop” on their clients, they are unable to connect to
network resources. What is wrong?

A. The customers need to enable the Smart DHCP option in their firewall policy.

B. The security option "Block all traffic until the firewall starts and after the firewall stops” is enabled.
C. A location awareness policy has been configured that applies when the service is stopped.

D. The network card is blocked by a Device Control policy.

Correct Answer: B

QUESTION 6

An administrator wants to make sure users are warned when they decide to download potentially malicious files. Which
option should the administrator configure?

A. the Naotifications tab under the admin-defined scan settings

B. the Notifications tab under Auto-Protect settings

C. the Network Protection Security event notification in location-specific settings
D. the Notifications tab under Download Insight settings

Correct Answer: D

QUESTION 7

For replication, Symantec recommends that the number of sites be kept to five for optimum performance. What can be
done to reduce the number of sites?

A. Replicate log data in both directions.

B. Limit the number of clients per manager.
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C. Spread the clients over additional domains.
D. Add Group Update Providers for content distribution.

Correct Answer: D

QUESTION 8

Administrators at a company share a single terminal for configuring Symantec Endpoint Protection. The administrators
want to ensure that each administrator using the console is forced to authenticate using their individual credentials.
They are concerned that administrators may forget to log off the terminal, which would easily allow others to gain access
to the Symantec Endpoint Protection Manager (SEPM) console. Which setting should the administrator disable to
minimize the risk of non-authorized users logging into the SEPM console?

A. allow users to save credentials when logging on

B. delete clients that have not connected for specified time

C. lock account after the specified number of unsuccessful logon attempts

D. allow administrators to reset the passwords

Correct Answer: A

QUESTION 9

A company is setting up a new environment with three Symantec Endpoint Protection Managers (SEPM) and wants to
set one SEPM to act as the primary reporting server. Where in the SEPM should the administrator configure the priority
reporting server to be used for running scheduled reports and notifications?

A. Local Host properties

B. Local Site properties

C. Scheduled reports

D. Server properties

Correct Answer: B

QUESTION 10

An administrator needs to increase the access speed for client files that are stored on a file server. Which configuration
should the administrator review to address the read speed from the server?

A. enable Network Cache in the client\\'s Virus and Spyware Protection policy
B. add the applicable server to a trusted host group

C. create a Firewall allow rule for the server\\'s IP address
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D. enable download randomization in the client group\\'s communication settings

Correct Answer: A

QUESTION 11

An administrator is using the SylinkDrop tool to update a Symantec Endpoint Protection client install on a system. The
client fails to migrate to the new Symantec Endpoint Protection Manager (SEPM), which is defined correctly in the
Sylink.xml file that was exported from the SEPM.? Which settings must be provided with SylinkDrop to ensure the
successful migration to a new Symantec Endpoint Protection environment with additional Group Level Security
Settings?

A. -s "silent"

B. -t "Tamper Protect"

C. -r "reboot”

D. -p "password"

Correct Answer: D

QUESTION 12

Which two considerations must an administrator make when enabling Application Learning in an environment? (Select
two.)

A. Application Learning can generate increased false positives.

B. Application Learning should be deployed on a small group of systems in the enterprise.

C. Application Learning can generate significant CPU or memory use on a Symantec Endpoint Protection Manager.
D. Application Learning requires a file fingerprint list to be created in advance.

E. Application Learning is dependent on Insight.

Correct Answer: BC

QUESTION 13

Which Symantec Endpoint Protection defense mechanism provides protection against threats that propagate from
system to system through the use of autorun.inf files?

A. Application and Device Control
B. SONAR
C. TruScan

D. Host Integrity
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Correct Answer: A

QUESTION 14

A company suffered catastrophic hardware failure on the Symantec Endpoint Protection Manager (SEPM). The
administrator restores the hardware and the operating system with the required software (including SEPM). The
administrator then runs the SEPM Database Back Up and Restore utility. What is the most important consideration?
A. Ensure that the Microsoft SQL services are disabled on the server.

B. Ensure that the SEPM service is set to Manual and Running.

C. Ensure that the SEPM service is set to Automatic and Stopped.

D. Ensure that the embedded database service is set to Disabled and Stopped.

Correct Answer: C

QUESTION 15

In addition to adding exceptions directly into an Exceptions policy, what is another method of adding exceptions?
A. adding the exception to a policy from the Application Control log

B. importing the exception into a policy from the Notifications window

C. adding the application exception to a File Fingerprint list

D. adding the exception from the Threat report

Correct Answer: A
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