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QUESTION 1

Which of the following pairings uses technology to enforce access control policies? 

A. Preventive/Administrative 

B. Preventive/Technical 

C. Preventive/Physical 

D. Detective/Administrative 

Correct Answer: B 

The preventive/technical pairing uses technology to enforce access control policies. 

TECHNICAL CONTROLS Technical security involves the use of safeguards incorporated in computer hardware,
operations or applications software, communications hardware and software, and related devices. Technical controls
are sometimes referred to as logical controls. 

Preventive Technical Controls 

Preventive technical controls are used to prevent unauthorized personnel or programs from gaining remote 

access to computing resources. Examples of these controls include: 

Access control software. 

Antivirus software. 

Library control systems. 

Passwords. 

Smart cards. 

Encryption. 

Dial-up access control and callback systems. 

Preventive Physical Controls 

Preventive physical controls are employed to prevent unauthorized personnel from entering computing 

facilities (i.e., locations housing computing resources, supporting utilities, computer hard copy, and input 

data media) and to help protect against natural disasters. Examples of these controls include: 

Backup files and documentation. 

Fences. 

Security guards. 

Badge systems. 
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Double door systems. 

Locks and keys. 

Backup power. 

Biometric access controls. 

Site selection. 

Fire extinguishers. 

Preventive Administrative Controls 

Preventive administrative controls are personnel-oriented techniques for controlling people\\'s behavior to 

ensure the confidentiality, integrity, and availability of computing data and programs. Examples of 

preventive administrative controls include: 

Security awareness and technical training. 

Separation of duties. 

Procedures for recruiting and terminating employees. 

Security policies and procedures. 

Supervision. 

Disaster recovery, contingency, and emergency plans. 

User registration for computer access. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of 

Computer Security, 2001, John Wiley and Sons, Page 34. 

 

QUESTION 2

Cryptography does NOT help in: 

A. Detecting fraudulent insertion. 

B. Detecting fraudulent deletion. 

C. Detecting fraudulent modification. 

D. Detecting fraudulent disclosure. 

Correct Answer: D 

Cryptography is a detective control in the fact that it allows the detection of fraudulent insertion, deletion or modification.
It also is a preventive control is the fact that it prevents disclosure, but it usually does not offers any means of detecting
disclosure. 
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Source: DUPUIS, Clement, CISSP Open Study Guide on domain 5, cryptography, April 1999. 

 

QUESTION 3

At which OSI/ISO layer is an encrypted authentication between a client software package and a firewall performed? 

A. Network layer 

B. Session layer 

C. Transport layer 

D. Data link layer 

Correct Answer: C 

Encrypted authentication is a firewall feature that allows users on an external network to authenticate 

themselves to prove that they are authorized to access resources on the internal network. Encrypted 

authentication is convenient because it happens at the transport layer between a client software and a 

firewall, allowing all normal application software to run without hindrance. 

Source: STREBE, Matthew and PERKINS, Charles, Firewalls 24seven, Sybex 2000, Chapter 1: 

Understanding Firewalls. 

 

QUESTION 4

A host-based IDS is resident on which of the following? 

A. On each of the critical hosts 

B. decentralized hosts 

C. central hosts 

D. bastion hosts 

Correct Answer: A 

A host-based IDS is resident on a host and reviews the system and event logs in order to detect an attack on the host
and to determine if the attack was successful. All critical serves should have a Host Based Intrusion Detection System
(HIDS) installed. As you are well aware, network based IDS cannot make sense or detect pattern of attacks within
encrypted traffic. A HIDS might be able to detect such attack after the traffic has been decrypted on the host. This is
why critical servers should have both NIDS and HIDS. 

FROM WIKIPEDIA: 

A HIDS will monitor all or part of the dynamic behavior and of the state of a computer system. Much as a NIDS will
dynamically inspect network packets, a HIDS might detect which program accesses what resources and assure that
(say) a word-processor hasn\\\'t suddenly and inexplicably started modifying the system password-database. Similarly a

Latest SSCP Dumps | SSCP Study Guide | SSCP Braindumps                              4 / 13

https://www.pass4itsure.com/SSCP.html
https://www.pass4itsure.com/SSCP.html
https://www.pass4itsure.com/SSCP.html


https://www.pass4itsure.com/SSCP.html
2023 Latest pass4itsure SSCP PDF and VCE dumps Download

HIDS might look at the state of a system, its stored information, whether in RAM, in the file-system, or elsewhere; and
check that the contents of these appear as expected. 

One can think of a HIDS as an agent that monitors whether anything/anyone - internal or external - has circumvented
the security policy that the operating system tries to enforce. 

http://en.wikipedia.org/wiki/Host-based_intrusion_detection_system 

 

QUESTION 5

Which of the following statements pertaining to firewalls is incorrect? 

A. Firewalls create bottlenecks between the internal and external network. 

B. Firewalls allow for centralization of security services in machines optimized and dedicated to the task. 

C. Firewalls protect a network at all layers of the OSI models. 

D. Firewalls are used to create security checkpoints at the boundaries of private networks. 

Correct Answer: C 

Firewalls can protect a network at multiple layers of the OSI models, however most of the firewalls do not have the
ability to monitor the payload of the packets and see if an application level attack is taking place. Today there are a new
breed of firewall called Unified Threat Managers or UTM. They are a collection of products on a single computer and not
necessarily a typical firewall. A UTM can address all of the layers but typically a firewall cannot. Firewalls are security
checkpoints at the boundaries of internal networks through which every packet must pass and be inspected, hence they
create bottlenecks between the internal and external networks. But since external connections are relatively slow
compared to modern computers, the latency caused by this bottleneck can almost be transparent. By implementing the
concept of border security, they centralize security services in machines optimized and dedicated to the task, thus
relieving the other hosts on the network from that function. Source: STREBE, Matthew and PERKINS, Charles,
Firewalls 24seven, Sybex 2000, Chapter 1: Understanding Firewalls. 

 

QUESTION 6

The "vulnerability of a facility" to damage or attack may be assessed by all of the following except: 

A. Inspection 

B. History of losses 

C. Security controls 

D. security budget 

Correct Answer: D 

Source: The CISSP Examination Textbook- Volume 2: Practice by S. Rao Vallabhaneni. 

 

QUESTION 7
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Which of the following statements pertaining to link encryption is false? 

A. It encrypts all the data along a specific communication path. 

B. It provides protection against packet sniffers and eavesdroppers. 

C. Information stays encrypted from one end of its journey to the other. 

D. User information, header, trailers, addresses and routing data that are part of the packets are encrypted. 

Correct Answer: C 

When using link encryption, packets have to be decrypted at each hop and encrypted again. Information staying
encrypted from one end of its journey to the other is a characteristic of endto- end encryption, not link encryption. Link
Encryption vs. End-to-End Encryption Link encryption encrypts the entire packet, including headers and trailers, and has
to be decrypted at each hop. End-to-end encryption does not encrypt the IP Protocol headers, and therefore does not
need to be decrypted at each hop. Reference: All in one, Page 735 and Glossary and Source: WALLHOFF, John,
CBK#5 Cryptography (CISSP Study Guide), April 2002 (page 6). 

 

QUESTION 8

Devices that supply power when the commercial utility power system fails are called which of the following? 

A. power conditioners 

B. uninterruptible power supplies 

C. power filters 

D. power dividers 

Correct Answer: B 

From Shon Harris AIO Fifth Edition: Protecting power can be done in three ways: through UPSs, power line
conditioners, and backup sources. UPSs use battery packs that range in size and capacity. A UPS can be online or
standby. 

Online UPS systems use AC line voltage to charge a bank of batteries. When in use, the UPS has an inverter that
changes the DC output from the batteries into the required AC form and that regulates the voltage as it powers
computer devices. 

Online UPS systems have the normal primary power passing through them day in and day out. They constantly provide
power from their own inverters, even when the electric power is in proper use. Since the environment\\'s electricity
passes through this type of UPS all the time, the UPS device is able to quickly detect when a power failure takes place.
An online UPS can provide the necessary electricity and picks up the load after a power failure much more quickly than
a standby UPS. 

Standby UPS devices stay inactive until a power line fails. The system has sensors that detect a power failure, and the
load is switched to the battery pack. The switch to the battery pack is what causes the small delay in electricity being
provided. 

So an online UPS picks up the load much more quickly than a standby UPS, but costs more of course. 
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QUESTION 9

Identification and authentication are the keystones of most access control systems. Identification establishes: 

A. User accountability for the actions on the system. 

B. Top management accountability for the actions on the system. 

C. EDP department accountability for the actions of users on the system. 

D. Authentication for actions on the system 

Correct Answer: A 

Identification and authentication are the keystones of most access control systems. Identification 

establishes user accountability for the actions on the system. 

The control environment can be established to log activity regarding the identification, authentication, 

authorization, and use of privileges on a system. This can be used to detect the occurrence of errors, the 

attempts to perform an unauthorized action, or to validate when provided credentials were exercised. The 

logging system as a detective device provides evidence of actions (both successful and unsuccessful) and 

tasks that were executed by authorized users. 

Once a person has been identified through the user ID or a similar value, she must be authenticated, which 

means she must prove she is who she says she is. Three general factors can be used for authentication: 

something a person knows, something a person has, and something a person is. They are also commonly 

called authentication by knowledge, authentication by ownership, and authentication by characteristic. 

For a user to be able to access a resource, he first must prove he is who he claims to be, has the 

necessary credentials, and has been given the necessary rights or privileges to perform the actions he is 

requesting. Once these steps are completed successfully, the user can access and use network 

resources; however, it is necessary to track the user\\'s activities and enforce accountability for his actions. 

Identification describes a method of ensuring that a subject (user, program, or process) is the entity it 

claims to be. Identification can be provided with the use of a username or account number. To be properly 

authenticated, the subject is usually required to provide a second piece to the credential set. This piece 

could be a password, passphrase, cryptographic key, personal identification number (PIN), anatomical 

attribute, or token. 

These two credential items are compared to information that has been previously stored for this subject. If 

these credentials match the stored information, the subject is authenticated. But we are not done yet. Once 
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the subject provides its credentials and is properly identified, the system it is trying to access needs to 

determine if this subject has been given the necessary rights and privileges to carry out the requested 

actions. The system will look at some type of access control matrix or compare security labels to verify that 

this subject may indeed access the requested resource and perform the actions it is attempting. If the 

system determines that the subject may access the resource, it authorizes the subject. 

Although identification, authentication, authorization, and accountability have close and complementary 

definitions, each has distinct functions that fulfill a specific requirement in the process of access control. A 

user may be properly identified and authenticated to the network, but he may not have the authorization to 

access the files on the file server. On the other hand, a user may be authorized to access the files on the 

file server, but until she is properly identified and authenticated, those resources are out of reach. 

Reference(s) used for this question: 

Schneiter, Andrew (2013-04-15). Official (ISC)2 Guide to the CISSP CBK, Third Edition: 

Access Control ((ISC)2 Press) (Kindle Locations 889-892). Auerbach Publications. Kindle Edition. 

and 

Harris, Shon (2012-10-25). CISSP All-in-One uide, 6th Edition (Kindle Locations 3875- 3878). 

McGraw-Hill. Kindle Edition. 

and 

Harris, Shon (2012-10-25). CISSP All-in-One uide, 6th Edition (Kindle Locations 3833- 3848). 

McGraw-Hill. Kindle Edition. 

and 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of 

Computer Security, 2001, John Wiley and Sons, Page 36. 

 

QUESTION 10

Which of the following was designed to support multiple network types over the same serial link? 

A. Ethernet 

B. SLIP 

C. PPP 

D. PPTP 
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Correct Answer: C 

The Point-to-Point Protocol (PPP) was designed to support multiple network types over the same serial 

link, just as Ethernet supports multiple network types over the same LAN. PPP replaces the earlier Serial 

Line Internet Protocol (SLIP) that only supports IP over a serial link. PPTP is a tunneling protocol. 

Source: STREBE, Matthew and PERKINS, Charles, Firewalls 24seven, Sybex 2000, Chapter 3: 

TCP/IP from a Security Viewpoint. 

 

QUESTION 11

Whose role is it to assign classification level to information? 

A. Security Administrator 

B. User 

C. Owner 

D. Auditor 

Correct Answer: C 

The Data/Information Owner is ultimately responsible for the protection of the data. It is the Data/ 

Information Owner that decides upon the classifications of that data they are responsible for. 

The data owner decides upon the classification of the data he is responsible for and alters that 

classification if the business need arises. 

The following answers are incorrect: 

Security Administrator. Is incorrect because this individual is responsible for ensuring that the access right 

granted are correct and support the polices and directives that the Data/Information Owner defines. 

User. Is Incorrect because the user uses/access the data according to how the Data/Information Owner 

defined their access. 

Auditor. Is incorrect because the Auditor is responsible for ensuring that the access levels are appropriate. 

The Auditor would verify that the Owner classified the data properly. 

References: 

CISSP All In One Third Edition, Shon Harris, Page 121 

 

QUESTION 12
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In the course of responding to and handling an incident, you work on determining the root cause of the incident. In which
step are you in? 

A. Recovery 

B. Containment 

C. Triage 

D. Analysis and tracking 

Correct Answer: D 

In this step, your main objective is to examine and analyze what has occurred and focus on determining the root cause
of the incident. 

Recovery is incorrect as recovery is about resuming operations or bringing affected systems back into production
Containment is incorrect as containment is about reducing the potential impact of an incident. 

Triage is incorrect as triage is about determining the seriousness of the incident and filtering out false positives
Reference: 

Official Guide to the CISSP CBK, pages 700-704 

 

QUESTION 13

What mechanism does a system use to compare the security labels of a subject and an object? 

A. Validation Module. 

B. Reference Monitor. 

C. Clearance Check. 

D. Security Module. 

Correct Answer: B 

Because the Reference Monitor is responsible for access control to the objects by the subjects it compares 

the security labels of a subject and an object. 

According to the OIG: The reference monitor is an access control concept referring to an abstract machine 

that mediates all accesses to objects by subjects based on information in an access control database. The 

reference monitor must mediate all access, be protected from modification, be verifiable as correct, and 

must always be invoked. The reference monitor, in accordance with the security policy, controls the checks 

that are made in the access control database. 

The following are incorrect: 

Validation Module. A Validation Module is typically found in application source code and is used to validate 
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data being inputted. 

Clearance Check. Is a distractor, there is no such thing other than what someone would do when checking 

if someone is authorized to access a secure facility. 

Security Module. Is typically a general purpose module that prerforms a variety of security related 

functions. 

References: 

OIG CBK, Security Architecture and Design (page 324) 

AIO, 4th Edition, Security Architecture and Design, pp 328-328. 

Wikipedia - http://en.wikipedia.org/wiki/Reference_monitor 

 

QUESTION 14

Which of the following security controls might force an operator into collusion with personnel assigned organizationally
within a different function in order to gain access to unauthorized data? 

A. Limiting the local access of operations personnel 

B. Job rotation of operations personnel 

C. Management monitoring of audit logs 

D. Enforcing regular password changes 

Correct Answer: A 

The questions specifically said: "within a different function" which eliminate Job Rotation as a choice. 

Management monitoring of audit logs is a detective control and it would not prevent collusion. 

Changing passwords regularly would not prevent such attack. 

This question validates if you understand the concept of separation of duties and least privilege. By having operators
that have only the minimum access level they need and only what they need to do their duties within a company, the
operations personnel would be force to use collusion to defeat those security mechanism. Source: TIPTON, Hal, (ISC)2,
Introduction to the CISSP Exam presentation. 

 

QUESTION 15

Which of the following is BEST defined as a physical control? 

A. Monitoring of system activity 

B. Fencing 

C. Identification and authentication methods 
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D. Logical access control mechanisms 

Correct Answer: B 

Physical controls are items put into place to protect facility, personnel, and resources. Examples of 

physical controls are security guards, locks, fencing, and lighting. 

The following answers are incorrect answers: 

Monitoring of system activity is considered to be administrative control. 

Identification and authentication methods are considered to be a technical control. 

Logical access control mechanisms is also considered to be a technical control. 

Reference(s) used for this question: 

Harris, Shon (2012-10-25). CISSP All-in-One uide, 6th Edition (Kindle Locations 1280- 1282). 

McGraw-Hill. Kindle Edition. 
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