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QUESTION 1

A company wants to create an automated solution for all accounts managed by AWS Organizations to detect any worry
groups that urn 0.0.0.0/0 as the source address for inbound traffic. The company also wants to automatically remediate
any noncompliant security groups by restricting access to a specific CIDR block corresponds with the company\\'s
intranet. 

A. Create an AWS Config rule to detect noncompliant security groups. Set up automatic remediation to change the
0.0.0.0/0 source address to the approved CIDK block. 

B. Create an IAM policy to deny the creation of security groups that have 0.0.0.0/0 as the source address Attach this
1AM policy to every user in the company. 

C. Create an AWS Lambda function to inspect now and existing security groups check for a noncompliant 0.0.0.0A)
source address and change the source address to the approved CIDR block. 

D. Create a service control policy (SCP) for the organizational unit (OU) to deny the creation of security groups that
have the 0.0.0.0/0 source address. Set up automatic remediation to change Vie 0.0.0.0/0 source address to the
approved CIDR block. 

Correct Answer: A 

 

QUESTION 2

A company runs its entire suite of applications on Amazon EC2 instances. The company plans to move the applications
to containers and AWS Fargate. Within 6 months, the company plans to retire its EC2 instances and use only Fargate.
The company has been able to estimate its future Fargate costs. 

A SysOps administrator needs to choose a purchasing option to help the company minimize costs. The SysOps
administrator must maximize any discounts that are available and must ensure that there are no unused reservations. 

Which purchasing option will meet these requirements? 

A. Compute Savings Plans for 1 year with the No Upfront payment option 

B. Compute Savings Plans for 1 year with the Partial Upfront payment option 

C. EC2 Instance Savings Plans for 1 year with the All Upfront payment option 

D. EC2 Reserved Instances for 1 year with the Partial Upfront payment option 

Correct Answer: C 

 

QUESTION 3

A company is planning to host its stateful web-based applications on AWS A SysOps administrator is using an Auto
Scaling group of Amazon EC2 instances The web applications will run 24 hours a day 7 days a week throughout the
year The company must be able to change the instance type within the same instance family later in the year based on
the traffic and usage patterns. 

Which EC2 instance purchasing option will meet these requirements MOST cost- effectively? 
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A. Convertible Reserved Instances 

B. On-Demand instances 

C. Spot instances 

D. Standard Reserved instances 

Correct Answer: A 

Explanation: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ri-convertible- exchange.html 

 

QUESTION 4

A company has a stateless application that is hosted on a fleet of 10 Amazon EC2 On- Demand Instances in an Auto
Scaling group. A minimum of 6 instances are needed to meet service requirements. Which action will maintain uptime
for the application MOST cost-effectively? 

A. Use a Spot Fleet with an On-Demand capacity of 6 instances. 

B. Update the Auto Scaling group with a minimum of 6 On-Demand Instances and a maximum of 10 On-Demand
Instances. 

C. Update the Auto Scaling group with a minimum of 1 On-Demand Instance and a maximum of 6 On-Demand
Instances. 

D. Use a Spot Fleet with a target capacity of 6 instances. 

Correct Answer: A 

 

QUESTION 5

A SysOps administrator is required to monitor free space on Amazon EBS volumes attached to Microsoft Windows-
based Amazon EC2 instances within a company\\'s account. The administrator must be alerted to potential issues. 

What should the administrator do to receive email alerts before low storage space affects EC2 instance performance? 

A. Use built-in Amazon CloudWatch metrics, and configure CloudWatch alarms and an Amazon SNS topic for email
notifications 

B. Use AWS CloudTrail logs and configure the trail to send notifications to an Amazon SNS topic. 

C. Use the Amazon CloudWatch agent to send disk space metrics, then set up CloudWatch alarms using an Amazon
SNS topic. 

D. Use AWS Trusted Advisor and enable email notification alerts for EC2 disk space 

Correct Answer: C 

 

QUESTION 6
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A Sysops administrator has created an Amazon EC2 instance using an AWS CloudFormation template in the us-east-I
Region. The administrator finds that this template has failed to create an EC2 instance in the us-west-2 Region. 

What is one cause for this failure? 

A. Resource tags defined in the CloudFormation template are specific to the us-east-I Region. 

B. The Amazon Machine Image (AMI) ID referenced in the CloudFormation template could not be found in the us-west-2
Region. 

C. The cfn-init script did not run during resource provisioning in the us-west-2 Region. 

D. The IAM user was not created in the specified Region. 

Correct Answer: B 

One possible cause for the failure of the CloudFormation template to create an EC2 instance in the us-west-2 Region is
that the Amazon Machine Image (AMI) ID referenced in the template could not be found in the us-west-2 Region. This
could be due to the fact that the AMI is not available in that region, or the credentials used to access the AMI were not
configured properly. The other options (resource tags defined in the CloudFormation template are specific to the us-east-
I Region, the cfn-init script did not run during resource provisioning in the us-west-2 Region, and the IAM user was not
created in the specified Region) are not valid causes for this failure. 

 

QUESTION 7

A company plans to migrate several of its high performance computing (MPC) virtual machines (VMs) to Amazon EC2
instances on AWS. A SysOps administrator must identify a placement group for this deployment. The strategy must
minimize network latency and must maximize network throughput between the HPC VMs. 

Which strategy should the SysOps administrator choose to meet these requirements? 

A. Deploy the instances in a cluster placement group in one Availability Zone. 

B. Deploy the instances in a partition placement group in two Availability Zones 

C. Deploy the instances in a partition placement group in one Availability Zone 

D. Deploy the instances in a spread placement group in two Availably Zones 

Correct Answer: A 

 

QUESTION 8

A company has a memory-intensive application that runs on a fleet of Amazon EC2 instances behind an Elastic Load
Balancer (ELB). The instances run in an Auto Scaling group. A Sysops administrator must ensure that the application
can scale based on the number of users that connect to the application. 

Which solution will meet these requirements? 

A. Create a scaling policy that will scale the application based on the ActiveConnectionCount Amazon CloudWatch
metric that is generated from the ELB. 

B. Create a scaling policy that will scale the application based on the mem used Amazon CloudWatch metric that is
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generated from the ELB. 

C. Create a scheduled scaling policy to increase the number of EC2 instances in the Auto Scaling group to support
additional connections. 

D. Create and deploy a script on the ELB to expose the number of connected users as a custom Amazon CloudWatch
metric. Create a scaling policy that uses the metric. 

Correct Answer: D 

Explanation: This solution will allow the application to scale based on the number of users that connect to the
application. The other solutions (creating a scaling policy that uses the ActiveConnectionCount Amazon CloudWatch
metric generated from the ELB, creating a scaling policy that uses the mem used Amazon CloudWatch metric
generated from the ELB, or creating a scheduled scaling policy to increase the number of EC2 instances in the Auto
Scaling group to support additional connections) will not meet the requirements, as they do not allow the application to
scale based on the number of users that connect to the application. 

 

QUESTION 9

A SysOps administrator must create a solution that automatically shuts down any Amazon EC2 instances that have less
than 10% average CPU utilization for 60 minutes or more. Which solution will meet this requirement In the MOST
operationally efficient manner? 

A. Implement a cron job on each EC2 instance to run once every 60 minutes and calculate the current CPU utilization.
Initiate an instance shutdown If CPU utilization is less than 10%. 

B. Implement an Amazon CloudWatch alarm for each EC2 instance to monitor average CPU utilization. Set the period
at 1 hour, and set the threshold at 10%. Configure an EC2 action on the alarm to stop the instance. 

C. Install the unified Amazon CloudWatch agent on each EC2 instance, and enable the Basic level predefined metric
set. Log CPU utilization every 60 minutes, and initiate an instance shutdown if CPU utilization is less than 10%. 

D. Use AWS Systems Manager Run Command to get CPU utilization from each EC2 instance every 60 minutes. Initiate
an instance shutdown if CPU utilization is less than 10%. 

Correct Answer: B 

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/UsingAlarmActions.ht ml 

 

QUESTION 10

A company hosts several write-intensive applications. These applications use a MySQL database that runs on a single
Amazon EC2 instance. The company asks a SysOps administrator to implement a highly available database solution
that is ideal for multi-tenant workloads. 

Which solution should the SysOps administrator implement to meet these requirements? 

A. Create a second EC2 instance for MySQL. Configure the second instance to be a read replica. 

B. Migrate the database to an Amazon Aurora DB cluster. Add an Aurora Replica. 

C. Migrate the database to an Amazon Aurora multi-master DB cluster. 

SOA-C02 PDF Dumps | SOA-C02 Practice Test | SOA-C02 Exam Questions                                5 / 9

https://www.pass4itsure.com/soa-c02.html
https://www.pass4itsure.com/soa-c02.html
https://www.pass4itsure.com/soa-c02.html


https://www.pass4itsure.com/soa-c02.html
2023 Latest pass4itsure SOA-C02 PDF and VCE dumps Download

D. Migrate the database to an Amazon RDS for MySQL DB instance. 

Correct Answer: C 

 

QUESTION 11

A large multinational company has a core application that runs 24 hours a day, 7 days a week on Amazon EC2 and
AWS Lambda. The company uses a combination of operating systems across different AWS Regions. The company
wants to achieve cost savings and wants to use a pricing model that provides the most flexibility. 

What should the company do to MAXIMIZE cost savings while meeting these requirements? 

A. Establish the compute expense by the hour. Purchase a Compute Savings Plan. 

B. Establish the compute expense by the hour. Purchase an EC2 Instance Savings Plan. 

C. Purchase a Reserved Instance for the instance types, operating systems, Region, and tenancy. 

D. Use EC2 Spot Instances to match the instances that run in each Region. 

Correct Answer: D 

 

QUESTION 12

A SysOps administrator is creating two AWS CloudFormation templates. The first template will create a VPC with
associated resources, such as subnets, route tables, and an internet gateway. The second template will deploy
application resources within the VPC that was created by the first template. The second template should refer to the
resources created by the first template. 

How can this be accomplished with the LEAST amount of administrative effort? 

A. Add an export field to the outputs of the first template and import the values in the second template. 

B. Create a custom resource that queries the stack created by the first template and retrieves the required values. 

C. Create a mapping in the first template that is referenced by the second template. 

D. Input the names of resources in the first template and refer to those names in the second template as a parameter. 

Correct Answer: A 

Explanation: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using- cfn-stack-exports.html 

 

QUESTION 13

A company wants to build a solution for its business-critical Amazon RDS for MySQL database. The database requires
high availability across different geographic locations. A SysOps administrator must build a solution to handle a disaster
recovery (DR) scenario with the lowest recovery time objective (RTO) and recovery point objective (RPO). 

Which solution meets these requirements? 
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A. Create automated snapshots of the database on a schedule. Copy the snapshots to the DR Region. 

B. Create a cross-Region read replica for the database. 

C. Create a Multi-AZ read replica for the database. 

D. Schedule AWS Lambda functions to create snapshots of the source database and to copy the snapshots to a DR
Region. 

Correct Answer: B 

 

QUESTION 14

A SysOps Administrator is managing a web application that runs on Amazon EC2 instances behind an Application Load
Balancer (ALB). The instances run in an EC2 Auto Scaling group. The administrator wants to set an alarm for when all
target instances associated with the ALB are unhealthy. 

Which condition should be used with the alarm? 

A. AWS/ApplicationELB HealthyHostCount = 1 

C. AWS/EC2 StatusCheckFailed = 1 

Correct Answer: A 

Explanation: https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load- balancer-cloudwatch-
metrics.html 

 

QUESTION 15

A SysOps administrator applies the following policy to an AWS CloudFormation stack: 
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What is the result of this policy? 

A. Users that assume an IAM role with a logical ID that begins with "Production" are prevented from running the update-
stack command. 

B. Users can update all resources in the stack except for resources that have a logical ID that begins with "Production". 

C. Users can update all resources in the stack except for resources that have an attribute that begins with "Production". 

D. Users in an IAM group with a logical ID that begins with "Production" are prevented from running the update-stack
command. 

Correct Answer: B 
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