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QUESTION 1

A server has experienced several component failures. To minimize downtime, the server administrator wants to replace
the components while the server is running. Which of the following can MOST likely be swapped out while the server is
still running? (Select TWO). 

A. The power supply 

B. The CPU 

C. The hard drive 

D. The GPU 

E. The cache 

F. The RAM 

Correct Answer: AC 

 

 

QUESTION 2

A technician is attempting to reboot a remote physical Linux server. However, attempts to command a shutdown
-----now result in the loss of the SSH connection. The server still responds to pings. 

Which of the following should the technician use to command a remote shutdown? 

A. Virtual serial console 

B. A KVM 

C. An IDRAC 

D. A crash cart 

Correct Answer: C 

 

 

QUESTION 3

A user reports that a server is not accessible. A technician sees the following message on the server: PXE server not
found. Which of the following should the technician attempt FIRST to resolve the issue? 

A. Ensure the network cable is properly connected and reboot the server. 

B. Eject the disk in the CD-ROM and reboot the server. 

C. Enter the BIOS and correct the boot sequence on the server. 
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D. Power down the server and reseat the PCI cards. 

Correct Answer: C 

 

QUESTION 4

An administrator is researching the upcoming licensing software requirements for an application that usually requires
very little technical support. Which of the following licensing models would be the LOWEST cost solution? 

A. Open-source 

B. Per CPU socket 

C. Per CPU core 

D. Enterprise agreement 

Correct Answer: A 

 

QUESTION 5

A new Windows server has been introduced to the network. The server administrator is trying to connect remotely to the
server but is unsuccessful. Basic troubleshooting shows the server is visible on the network. Which of the following
should be con gured on the server to be able to connect remotely? (Choose two.) 

A. Remote desktop connection 

B. Remote procedure call 

C. Remote assistance 

D. Port 443 

E. Port 3389 

F. Port 5900 

Correct Answer: AE 

 

QUESTION 6

A systems administrator is attempting to connect via RDP to a server that is running Windows. However, the systems
administrator cannot connect to the machine via RDP to reboot it and apply updates. Which of the following methods
should be used to access the machine and perform a reboot if the server is not physically accessible? 

A. ILO/iDRAC 

B. TCP/IP 

C. SSH/SCP 
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D. VNC/VPN 

Correct Answer: A 

 

QUESTION 7

A server administrator is installing an OS on a new server. Company policy states no one is to log in directly to the
server. Which of the following Installation methods is BEST suited to meet the company policy? 

A. GUI 

B. Core 

C. Virtualized 

D. Clone 

Correct Answer: B 

 

 

QUESTION 8

Users cannot access a new server by name, but the server does respond to a ping request using its IP address. All the
user workstations receive their IP information from a DHCP server. Which of the following would be the best step to
perform NEXT? 

A. Run the tracert command from a workstation. 

B. Examine the DNS to see if the new server record exists. 

C. Correct the missing DHCP scope. 

D. Update the workstation hosts file. 

Correct Answer: B 

 

QUESTION 9

A storage administrator is investigating an issue with a failed hard drive. A technician replaced the drive in the storage
array; however, there is still an issue with the logical volume. Which of the following best describes the NEXT step that
should be completed to restore the volume? 

A. Initialize the volume 

B. Format the volume 

C. Replace the volume 

D. Rebuild the volume 
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Correct Answer: D 

 

QUESTION 10

A server administrator needs to configure a server on a network that will have no more than 30 available IP addresses.
Which of the following subnet addresses will be the MOST efficient for this network? 

A. 255.255.255.0 

B. 255.255.255.128 

C. 255.255.255.224 

D. 255.255.255.252 

Correct Answer: C 

 

QUESTION 11

A company deploys antivirus, anti-malware, and firewalls that can be assumed to be functioning properly. Which of the
following is the MOST likely system vulnerability? 

A. Insider threat 

B. Worms 

C. Ransomware 

D. Open ports 

E. Two-person integrity 

Correct Answer: A 

 

QUESTION 12

A server technician is configuring the IP address on a newly installed server. The documented configuration specifies
using an IP address of 10.20.10.15 and a default gateway of 10.20.10.254. Which of the following subnet masks would
be appropriate for this setup? 

A. 255.255.255.0 

B. 255.255.255.128 

C. 255.255.255.240 

D. 255.255.255.254 

Correct Answer: A 
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QUESTION 13

A company is building a new datacenter next to a busy parking lot. Which of the following is the BEST strategy to
ensure wayward vehicle traffic does not interfere with datacenter operations? 

A. Install security cameras 

B. Utilize security guards 

C. Install bollards 

D. Install a mantrap 

Correct Answer: C 

 

QUESTION 14

An administrator is configuring a server to communicate with a new storage array. To do so, the administrator enters the
WWPN of the new array in the server\\'s storage configuration. Which of the following technologies is the new
connection using? 

A. iSCSI 

B. eSATA 

C. NFS 

D. FCoE 

Correct Answer: D 

A very common interface for storage in servers is a Fibre Channel interface. These are used to connect devices in a
high-speed fiber storage network. These networks typically use a fiber switch with devices connected to the switch using
Fibre Channel interfaces. Servers will require some implementation of a fiber HBA. Each HBA has a unique World Wide
Name (WWN), which like a MAC address uses an organizationally unique identifier (OUI) assigned by the IEEE. An
example of a fiber switch to which the cables from the HBAs on the servers would attach. 

 

QUESTION 15

A technician has several possible solutions to a reported server issue. Which of the following BEST represents how the
technician should proceed with troubleshooting? 

A. Determine whether there is a common element in the symptoms causing multiple problems. 

B. Perform a root cause analysis. 

C. Make one change at a time and test. 

D. Document the findings, actions, and outcomes throughout the process. 

Correct Answer: C 
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The question states that there are several possible solutions so step #4 - Establish a theory has been done. Next is to
test the theory changing one thing at a time and test for resolution. 

Identify the problem. Research. 

Establish a theory of probable cause. 

Test the theory. 

Establish a plan of action. 

Implement or escalate. 

Verify functionality. 

Document the solution. 

https://www.techtarget.com/whatis/post/CompTIA-troubleshooting-steps-and-solving-common-computer-problems 
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