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QUESTION 1

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that has Microsoft Defender for Cloud enabled. 

You are evaluating the Azure Security Benchmark V3 report. 

In the Secure management ports controls, you discover that you have 0 out of a potential 8 points. 

You need to recommend configurations to increase the score of the Secure management ports controls. 

Solution: You recommend enabling just-in-time (JIT) VM access on all virtual machines. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Secure management ports - Brute force attacks often target management ports. Use these recommendations to reduce
your exposure with tools like just-in-time VM access and network security groups. Recommendations: 

-Internet-facing virtual machines should be protected with network security groups 

-

Management ports of virtual machines should be protected with just-in-time network access control 

-

Management ports should be closed on your virtual machines Reference: https://docs.microsoft.com/en-
us/azure/defender-for-cloud/secure-score-security-controls 

 

QUESTION 2

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are designing a security strategy for providing access to Azure App Service web apps through an Azure Front Door
instance. 

You need to recommend a solution to ensure that the web apps only allow access through the Front Door instance. 

Solution: You recommend configuring gateway-required virtual network integration. 

Does this meet the goal? 

A. Yes 
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B. No 

Correct Answer: B 

Instead: You recommend access restrictions based on HTTP headers that have the Front Door ID. Restrict access to a
specific Azure Front Door instance 

Traffic from Azure Front Door to your application originates from a well-known set of IP ranges defined in the
AzureFrontDoor.Backend service tag. Using a service tag restriction rule, you can restrict traffic to only originate from
Azure Front 

Door. To ensure traffic only originates from your specific instance, you will need to further filter the incoming requests
based on the unique http header that Azure Front Door sends. 

Incorrect: 

Virtual Network (VNet) integration for an Azure service enables you to lock down access to the service to only your
virtual network infrastructure. The VNet infrastructure also includes peered virtual networks and on-premises networks. 

VNet integration provides Azure services the benefits of network isolation and can be accomplished by one or more of
the following methods: 

Deploying dedicated instances of the service into a virtual network. The services can then be privately accessed within
the virtual network and from on-premises networks. 

Using Private Endpoint that connects you privately and securely to a service powered by Azure Private Link. Private
Endpoint uses a private IP address from your VNet, effectively bringing the service into your virtual network. 

Accessing the service using public endpoints by extending a virtual network to the service, through service endpoints.
Service endpoints allow service resources to be secured to the virtual network. 

Using service tags to allow or deny traffic to your Azure resources to and from public IP endpoints. 

Reference: https://docs.microsoft.com/en-us/azure/app-service/app-service-ip-restrictions 

https://docs.microsoft.com/en-us/azure/virtual-network/vnet-integration-for-azure-services 

 

QUESTION 3

You are creating an application lifecycle management process based on the Microsoft Security Development Lifecycle
(SDL). 

You need to recommend a security standard for onboarding applications to Azure. The standard will include
recommendations for application design, development, and deployment 

What should you include during the application design phase? 

A. static application security testing (SAST) by using SonarQube 

B. dynamic application security testing (DAST) by using Veracode 

C. threat modeling by using the Microsoft Threat Modeling Tool 

D. software decomposition by using Microsoft Visual Studio Enterprise 

SC-100 Study Guide | SC-100 Exam Questions | SC-100 Braindumps                              3 / 21

https://www.pass4itsure.com/sc-100.html
https://www.pass4itsure.com/sc-100.html
https://www.pass4itsure.com/sc-100.html


https://www.pass4itsure.com/sc-100.html
2023 Latest pass4itsure SC-100 PDF and VCE dumps Download

Correct Answer: C 

Threat modeling is a core element of the Microsoft Security Development Lifecycle (SDL). It\\'s an engineering
technique you can use to help you identify threats, attacks, vulnerabilities, and countermeasures that could affect your
application. 

You can use threat modeling to shape your application\\'s design, meet your company\\'s security objectives, and
reduce risk. 

Incorrect: 

Not B: Advantages of Veracode\\'s DAST test solution 

With a blackbox test tool from Veracode, you can: 

Simulate the actions of an actual attacker to discover vulnerabilities not found by other testing techniques. 

Run tests on applications developed in any language – JAVA/JSP, PHP and other engine-driven web applications. 

Provide development and QA teams with a report on critical vulnerabilities along with information that lets them recreate
the flaws. 

Fix issues more quickly with detailed remediation information. 

Develop long-term strategies for improving application security across your software portfolio using guidance and
proactive recommendations from Veracode\\'s expert. 

Not D: SonarQube is a leading automatic code review tool to detect bugs, vulnerabilities and code smells in your code.
Using Static Application Security Testing (SAST) you can do an analysis of vulnerabilities in your code, also known as 

white-box testing to find about 50% of likely issues. 

Reference: https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling 

 

QUESTION 4

You have a customer that has a Microsoft 365 subscription and uses the Free edition of Azure Active Directory (Azure
AD) 

The customer plans to obtain an Azure subscription and provision several Azure resources. 

You need to evaluate the customer\\'s security environment. 

What will necessitate an upgrade from the Azure AD Free edition to the Premium edition? 

A. Azure AD Privileged Identity Management (PIM) 

B. role-based authorization 

C. resource-based authorization 

D. Azure AD Multi-Factor Authentication 

Correct Answer: D 
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Multifactor authentication (MFA), an important component of the Zero Trust Model, is missing in Azure AD Free edition. 

 

QUESTION 5

You need to recommend a strategy for securing the litware.com forest. The solution must meet the identity
requirements. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE;
Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Microsoft defender for cloud 

Scenario: Prevent AD DS user accounts from being locked out by brute force attacks that target Azure AD user
accounts. 

When Microsoft Defender for Cloud detects a Brute-force attack, it triggers an alert to bring you awareness that a brute
force attack took place. The automation uses this alert as a trigger to block the traffic of the IP by creating a security rule
in 

the NSG attached to the VM to deny inbound traffic from the IP addresses attached to the alert. In the alerts of this type,
you can find the attacking IP address appearing in the \\'entities\\' field of the alert. 

Box 2: An account lockout policy in AD DS 

Scenario: 

Detect brute force attacks that directly target AD DS user accounts. 

Smart lockout helps lock out bad actors that try to guess your users\\' passwords or use brute-force methods to get in.
Smart lockout can recognize sign-ins that come from valid users and treat them differently than ones of attackers and
other 

unknown sources. Attackers get locked out, while your users continue to access their accounts and be productive. 

Verify on-premises account lockout policy 

To verify your on-premises AD DS account lockout policy, complete the following steps from a domain-joined system
with administrator privileges: 

1. 

Open the Group Policy Management tool. 

2. 

Edit the group policy that includes your organization\\'s account lockout policy, such as, the Default Domain Policy. 

3. 

Browse to Computer Configuration > Policies > Windows Settings > Security Settings > Account Policies > Account
Lockout Policy. 
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4. 

Verify your Account lockout threshold and Reset account lockout counter after values. 

Reference: https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/automation-to-block-brute-force-
attacked-ip-detected-by/ba-p/1616825 https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-
password-smart-lockout#verify-on-premises-account-lockout-policy 

 

QUESTION 6

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are designing the encryption standards for data at rest for an Azure resource. 

You need to provide recommendations to ensure that the data at rest is encrypted by using AES-256 keys. The solution
must support rotating the encryption keys monthly. 

Solution: For blob containers in Azure Storage, you recommend encryption that uses customer-managed keys (CMKs). 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

We need to use customer-managed keys. 

Azure Storage encryption for data at rest. 

Azure Storage uses service-side encryption (SSE) to automatically encrypt your data when it is persisted to the cloud.
Azure Storage encryption protects your data and to help you to meet your organizational security and compliance 

commitments. 

Data in Azure Storage is encrypted and decrypted transparently using 256-bit AES encryption. 

Data in a new storage account is encrypted with Microsoft-managed keys by default. You can continue to rely on
Microsoft-managed keys for the encryption of your data, or you can manage encryption with your own keys. If you
choose to 

manage encryption with your own keys, you have two options. You can use either type of key management, or both: 

*

 You can specify a customer-managed key to use for encrypting and decrypting data in Blob Storage and in Azure
Files. 

*

 You can specify a customer-provided key on Blob Storage operations. A client making a read or write request against
Blob Storage can include an encryption key on the request for granular control over how blob data is encrypted and
decrypted. 
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Note: Automated key rotation in Key Vault allows users to configure Key Vault to automatically generate a new key
version at a specified frequency. You can use rotation policy to configure rotation for each individual key. Our
recommendation is to rotate encryption keys at least every two years to meet cryptographic best practices. 

This feature enables end-to-end zero-touch rotation for encryption at rest for Azure services with customer-managed
key (CMK) stored in Azure Key Vault. Please refer to specific Azure service documentation to see if the service covers
endto-end rotation. 

Reference: https://docs.microsoft.com/en-us/azure/storage/common/storage-service-encryption
https://docs.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation 

 

QUESTION 7

Your company finalizes the adoption of Azure and is implementing Microsoft Defender for Cloud. You receive the
following recommendations in Defender for Cloud 

1. 

Access to storage accounts with firewall and virtual network configurations should be restricted. 

2. 

Storage accounts should restrict network access using virtual network rules. 

3. 

Storage account should use a private link connection. 

4. 

Storage account public access should be disallowed. 

You need to recommend a service to mitigate identified risks that relate to the recommendations. 

What should you recommend? 

A. Azure Policy 

B. Azure Network Watcher 

C. Azure Storage Analytics 

D. Microsoft Sentinel 

Correct Answer: A 

An Azure Policy definition, created in Azure Policy, is a rule about specific security conditions that you want controlled.
Built in definitions include things like controlling what type of resources can be deployed or enforcing the use of tags on
all resources. You can also create your own custom policy definitions. 

Note: Azure security baseline for Azure Storage This security baseline applies guidance from the Azure Security
Benchmark version 1.0 to Azure Storage. The Azure Security Benchmark provides recommendations on how you can
secure your cloud solutions on Azure. The content is grouped by the security controls defined by the Azure Security
Benchmark and the related guidance applicable to Azure Storage. 
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You can monitor this security baseline and its recommendations using Microsoft Defender for Cloud. Azure Policy
definitions will be listed in the Regulatory Compliance section of the Microsoft Defender for Cloud dashboard. 

For example: 

*

 1.1: Protect Azure resources within virtual networks Guidance: Configure your storage account\\'s firewall by restricting
access to clients from specific public IP address ranges, select virtual networks, or specific Azure resources. You can
also configure Private Endpoints so traffic to the storage service from your enterprise travels exclusively over private
networks. 

*

 1.8: Minimize complexity and administrative overhead of network security rules Guidance: For resource in Virtual
Networks that need access to your Storage account, use Virtual Network Service tags for the configured Virtual Network
to define network access controls on network security groups or Azure Firewall. You can use service tags in place of
specific IP addresses when creating security rules. 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/security-policy-concept
https://docs.microsoft.com/en-us/security/benchmark/azure/baselines/storage-security-baseline 

 

QUESTION 8

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are designing the encryption standards for data at rest for an Azure resource. 

You need to provide recommendations to ensure that the data at rest is encrypted by using AES-256 keys. The solution
must support rotating the encryption keys monthly. 

Solution: For Azure SQL databases, you recommend Transparent Data Encryption (TDE) that uses Microsoft-managed
keys. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Need to use customer-managed keys instead. 

Note: Automated key rotation in Key Vault allows users to configure Key Vault to automatically generate a new key
version at a specified frequency. You can use rotation policy to configure rotation for each individual key. Our
recommendation is to rotate encryption keys at least every two years to meet cryptographic best practices. This feature
enables end-to-end zero-touch rotation for encryption at rest for Azure services with customer-managed key (CMK)
stored in Azure Key Vault. Please refer to specific Azure service documentation to see if the service covers end

to-end rotation. 

Reference: https://docs.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation 
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QUESTION 9

HOTSPOT 

You need to recommend a solution to meet the requirements for connections to ClaimsDB. 

What should you recommend using for each requirement? To answer, select the appropriate options in the answer
area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: A private endpoint Scenario: An Azure SQL database named ClaimsDB that contains a table named
ClaimDetails 

Requirements. ClaimsApp Deployment. 

Fabrikam plans to implement an internet-accessible application named ClaimsApp that will have the following
specifications: 

1. 

ClaimsApp will be deployed to Azure App Service instances that connect to Vnet1 and Vnet2. 

2. 

Users will connect to ClaimsApp by using a URL of https://claims.fabrikam.com. 

3. 

ClaimsApp will access data in ClaimsDB. 

4. 

ClaimsDB must be accessible only from Azure virtual networks. 

5. 

The app services permission for ClaimsApp must be assigned to ClaimsDB. 

Web app private connectivity to Azure SQL Database. Architecture: Workflow 
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1. 

Using Azure App Service regional VNet Integration, the web app connects to Azure through an AppSvcSubnet
delegated subnet in an Azure Virtual Network. 

2. 

In this example, the Virtual Network only routes traffic and is otherwise empty, but other subnets and workloads could
also run in the Virtual Network. 

3. 

The App Service and Private Link subnets could be in separate peered Virtual Networks, for example as part of a hub-
and-spoke network configuration. 

4. 

Azure Private Link sets up a private endpoint for the Azure SQL Database in the PrivateLinkSubnet of the Virtual
Network. 

5. 

The web app connects to the SQL Database private endpoint through the PrivateLinkSubnet of the Virtual Network. 
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The database firewall allows only traffic coming from the PrivateLinkSubnet to connect, making the database
inaccessible from the public internet. 

Box 2: A managed identity Managed identities for Azure resources provide Azure services with an automatically
managed identity in Azure Active Directory. Using a managed identity, you can authenticate to any service that supports
Azure AD authentication without managing credentials. 

Reference: https://docs.microsoft.com/en-us/azure/architecture/example-scenario/private-web-app/private-web-app
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/managed-identities-status 

 

QUESTION 10

You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for
Cloud are enabled. 

The Azure subscription contains 50 virtual machines. Each virtual machine runs different applications on Windows
Server 2019. 

You need to recommend a solution to ensure that only authorized applications can run on the virtual machines. If an
unauthorized application attempts to run or be installed, the application must be blocked automatically until an
administrator 

authorizes the application. 

Which security control should you recommend? 

A. Azure Active Directory (Azure AD) Conditional Access App Control policies 

B. OAuth app policies in Microsoft Defender for Cloud Apps 

C. app protection policies in Microsoft Endpoint Manager 

D. application control policies in Microsoft Defender for Endpoint 

Correct Answer: B 

 

 

QUESTION 11

HOTSPOT 

You are creating the security recommendations for an Azure App Service web app named App1. App1 has the following
specifications: 

1. 

Users will authenticate by using Azure AD user accounts. 

2. 

Users will request access to App1 through the My Apps portal. A human resources manager will approve the requests. 
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You need to recommend an access security architecture for App1. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: A managed identity in Azure AD 

Use a managed identity. You use Azure AD as the identity provider. 

Box 2: An access review in Identity Governance 

Access to groups and applications for employees and guests changes over time. To reduce the risk associated with
stale access assignments, administrators can use Azure Active Directory (Azure AD) to create access reviews for
group 

members or application access. 

Reference: 

https://docs.microsoft.com/en-us/azure/app-service/scenario-secure-app-authentication-app-service 

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review 

 

QUESTION 12

HOTSPOT 

You need to recommend a strategy for App Service web app connectivity. The solution must meet the landing zone
requirements. 
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What should you recommend? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Box 1: Virtual network integration 

Integrate your app with an Azure virtual network. 

With Azure virtual networks, you can place many of your Azure resources in a non-internet-routable network. The App
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Service virtual network integration feature enables your apps to access resources in or through a virtual network. 

Box 2: Private endpoints 

Ensure that the Azure virtual machines in each landing zone communicate with Azure App Service web apps in the
same zone over the Microsoft backbone network, rather than over public endpoints. 

A virtual machine can connect to the web app across the private endpoint. 

Reference: https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration 

https://docs.microsoft.com/en-us/azure/private-link/tutorial-private-endpoint-webapp-portal 

 

QUESTION 13

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your on-premises network contains an e-commerce web app that was developed in Angular and Node,js. The web app
uses a MongoDB database. You plan to migrate the web app to Azure. The solution architecture team proposes the
following architecture as an Azure landing zone. 

You need to provide recommendations to secure the connection between the web app and the database. The solution
must follow the Zero Trust model. 

Solution: You recommend implementing Azure Application Gateway with Azure Web Application Firewall (WAF). 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead use solution: You recommend creating private endpoints for the web app and the database layer. 

Note: 

How to Use Azure Private Endpoints to Restrict Public Access to WebApps. 

As an Azure administrator or architect, you are sometimes asked the question: “How can we safely deploy internal
business applications to Azure App Services?” 

These applications characteristically are: 

Not accessible from the public internet. 
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Accessible from within the on-premises corporate network 

Accessible via an authorized VPN client from outside the corporate network. 

For such scenarios, we can use Azure Private Links, which enables private and secure access to Azure PaaS services
over Azure Private Endpoints, along with the Site-to-Site VPN, Point-to-Site VPN, or the Express Route. Azure Private 

Endpoint is a read-only network interface service associated with the Azure PAAS Services. It allows you to bring
deployed sites into your virtual network, limiting access to them at the network level. 

It uses one of the private IP addresses from your Azure VNet and associates it with the Azure App Services. These
services are called Private Link resources. They can be Azure Storage, Azure Cosmos DB, SQL, App Services Web
App, 

your own / partner owned services, Azure Backups, Event Grids, Azure Service Bus, or Azure Automations. 

Reference: https://www.varonis.com/blog/securing-access-azure-webapps 

 

QUESTION 14

Your company has a hybrid cloud infrastructure that contains an on-premises Active Directory Domain Services (AD
DS) forest, a Microsoft 365 subscription, and an Azure subscription. 

The company\\'s on-premises network contains internal web apps that use Kerberos authentication. Currently, the web
apps are accessible only from the network. 

You have remote users who have personal devices that run Windows 11. 

You need to recommend a solution to provide the remote users with the ability to access the web apps. The solution
must meet the following requirements: 

1. 

Prevent the remote users from accessing any other resources on the network. 

2. 

Support Azure Active Directory (Azure AD) Conditional Access. 

3. 

Simplify the end-user experience. What should you include in the recommendation? 

A. Azure AD Application Proxy 

B. web content filtering in Microsoft Defender for Endpoint 

C. Microsoft Tunnel 

D. Azure Virtual WAN 

Correct Answer: A 

Azure Active Directory\\'s Application Proxy provides secure remote access to on-premises web applications. After a
single sign-on to Azure AD, users can access both cloud and on-premises applications through an external URL or an
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internal 

application portal. 

Azure AD Application Proxy is: 

Secure. On-premises applications can use Azure\\'s authorization controls and security analytics. For example, on-
premises applications can use Conditional Access and two-step verification. Application Proxy doesn\\'t require you to
open 

inbound connections through your firewall. 

Simple to use. Users can access your on-premises applications the same way they access Microsoft 365 and other
SaaS apps integrated with Azure AD. You don\\'t need to change or update your applications to work with Application
Proxy. 

Incorrect: 

Not D: Azure Virtual WAN 

Azure Virtual WAN is for end users, not for applications. 

Note: Azure Virtual WAN is a networking service that brings many networking, security, and routing functionalities
together to provide a single operational interface. Some of the main features include: 

Branch connectivity (via connectivity automation from Virtual WAN Partner devices such as SD-WAN or VPN CPE). 

Site-to-site VPN connectivity. 

Remote user VPN connectivity (point-to-site). 

Private connectivity (ExpressRoute). 

Intra-cloud connectivity (transitive connectivity for virtual networks). 

VPN ExpressRoute inter-connectivity. 

Routing, Azure Firewall, and encryption for private connectivity. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy 

 

QUESTION 15

You are planning the security requirements for Azure Cosmos DB Core (SQL) API accounts. 

You need to recommend a solution to audit all users that access the data in the Azure Cosmos DB accounts. 

Which two configurations should you include in the recommendation? Each correct answer presents part of the
solution. 

NOTE: Each correct selection is worth one point. 

A. Send the Azure Active Directory (Azure AD) sign-in logs to a Log Analytics workspace. 

B. Enable Microsoft Defender for Identity. 
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C. Send the Azure Cosmos DB logs to a Log Analytics workspace. 

D. Disable local authentication for Azure Cosmos DB. 

E. Enable Microsoft Defender for Cosmos DB. 

Correct Answer: AD 

A: LT-2: Enable threat detection for Azure identity and access management 

Guidance: Azure Active Directory (Azure AD) provides the following user logs, which can be viewed in Azure AD
reporting or integrated with Azure Monitor, Microsoft Sentinel, or other SIEM/monitoring tools for more sophisticated
monitoring 

and analytics use cases: 

Sign-ins - The sign-ins report provides information about the usage of managed applications and user sign-in activities. 

Audit logs - Provides traceability through logs for all changes done by various features within Azure AD. Examples of
audit logs include changes made to any resources within Azure AD, like adding or removing users, apps, groups, roles,
and 

policies. 

D: Disable local authentication methods so that your Cosmos DB database accounts exclusively require Azure Active
Directory identities for authentication. 

Enforcing RBAC as the only authentication method 

In situations where you want to force clients to connect to Azure Cosmos DB through RBAC exclusively, you have the
option to disable the account\\'s primary/secondary keys. When doing so, any incoming request using either a primary/ 

secondary key or a resource token will be actively rejected. 

Incorrect: 

Not C: We use the Azure Active Directory (Azure AD) sign-in logs, not the Azure Cosmos db logs. 

Not E: Microsoft Defender for Cosmos DB, though useful from a security perspective, does not help with auditing the
users. 

Note: Logging and Threat Detection, LT-1: Enable threat detection for Azure resources Guidance: Use the Microsoft
Defender for Cloud built-in threat detection capability and enable Microsoft Defender for your Cosmos DB resources.
Microsoft Defender for Cosmos DB provides an additional layer of security intelligence that detects unusual and
potentially harmful attempts to access or exploit your Cosmos DB resources. 

Reference: https://docs.microsoft.com/en-us/security/benchmark/azure/baselines/cosmos-db-security-baseline
https://docs.microsoft.com/en-us/azure/cosmos-db/policy-reference https://docs.microsoft.com/en-us/azure/cosmos-
db/how-to-setup-rbac#disable-local-auth 
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