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QUESTION 1

A solutions architect is designing a new hybrid architecture to extend a company s on-premises infrastructure to AWS
The company requires a highly available connection with consistent low latency to an AWS Region. The company
needs to minimize costs and is willing to accept slower traffic if the primary connection fails. 

What should the solutions architect do to meet these requirements? 

A. Provision an AWS Direct Connect connection to a Region Provision a VPN connection as a backup if the primary
Direct Connect connection fails. 

B. Provision a VPN tunnel connection to a Region for private connectivity. Provision a second VPN tunnel for private
connectivity and as a backup if the primary VPN connection fails. 

C. Provision an AWS Direct Connect connection to a Region Provision a second Direct Connect connection to the same
Region as a backup if the primary Direct Connect connection fails. 

D. Provision an AWS Direct Connect connection to a Region Use the Direct Connect failover attribute from the AWS CLI
to automatically create a backup connection if the primary Direct Connect connection fails. 

Correct Answer: A 

"In some cases, this connection alone is not enough. It is always better to guarantee a fallback connection as the
backup of DX. There are several options, but implementing it with an AWS Site-To-Site VPN is a real cost-effective
solution that can be exploited to reduce costs or, in the meantime, wait for the setup of a second DX." https://www.proud
2becloud.com/hybrid-cloud-networking-backup-aws-direct-connect-network-connection-with-aws-site-to-site-vpn/ 

 

QUESTION 2

A company recently started using Amazon Aurora as the data store for its global ecommerce application When large
reports are run developers report that the ecommerce application is performing poorly After reviewing metrics in
Amazon CloudWatch, a solutions architect finds that the ReadlOPS and CPUUtilization metrics are spiking when
monthly reports run. 

What is the MOST cost-effective solution? 

A. Migrate the monthly reporting to Amazon Redshift. 

B. Migrate the monthly reporting to an Aurora Replica 

C. Migrate the Aurora database to a larger instance class 

D. Increase the Provisioned IOPS on the Aurora instance 

Correct Answer: B 

https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Replication.html
#Aurora.Replication.Replicas Aurora Replicas have two main purposes. You can issue queries to them to scale the read
operations for your application. You typically do so by connecting to the reader endpoint of the cluster. That way, Aurora
can spread the load for read-only connections across as many Aurora Replicas as you have in the cluster. Aurora
Replicas also help to increase availability. If the writer instance in a cluster becomes unavailable, Aurora automatically
promotes one of the reader instances to take its place as the new writer.
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Overview.html 
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QUESTION 3

A company has a large dataset for its online advertising business stored in an Amazon RDS for MySQL DB instance in
a single Availability Zone. The company wants business reporting queries to run without impacting the write operations
to the production DB instance. 

Which solution meets these requirements? 

A. Deploy RDS read replicas to process the business reporting queries. 

B. Scale out the DB instance horizontally by placing it behind an Elastic Load Balancer 

C. Scale up the DB instance to a larger instance type to handle write operations and queries 

D. Deploy the OB distance in multiple Availability Zones to process the business reporting queries 

Correct Answer: C 

 

QUESTION 4

A company has applications that run on Amazon EC2 instances in a VPC. One of the applications needs to call the
Amazon S3 API to store and read objects. According to the company\\'s security regulations, no traffic from the
applications is allowed to travel across the internet. 

Which solution will meet these requirements? 

A. Configure an S3 interface endpoint. 

B. Configure an S3 gateway endpoint. 

C. Create an S3 bucket in a private subnet. 

D. Create an S3 bucket in the same Region as the EC2 instance. 

Correct Answer: B 

https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-
for-s3 https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-s3.html 

 

QUESTION 5

A company wants to migrate its on-premises data center to AWS. According to the company\\'s compliance
requirements, the company can use only the ap-northeast-3 Region. Company administrators are not permitted to
connect VPCs to the internet. 

Which solutions will meet these requirements? (Choose two.) 

A. Use AWS Control Tower to implement data residency guardrails to deny internet access and deny access to all AWS
Regions except ap-northeast-3. 

B. Use rules in AWS WAF to prevent internet access. Deny access to all AWS Regions except ap-northeast-3 in the
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AWS account settings. 

C. Use AWS Organizations to configure service control policies (SCPS) that prevent VPCs from gaining internet access.
Deny access to all AWS Regions except ap-northeast-3. 

D. Create an outbound rule for the network ACL in each VPC to deny all traffic from 0.0.0.0/0. Create an IAM policy for
each user to prevent the use of any AWS Region other than ap-northeast-3. 

E. Use AWS Config to activate managed rules to detect and alert for internet gateways and to detect and alert for new
resources deployed outside of ap-northeast-3. 

Correct Answer: AC 

 

QUESTION 6

A company collects data from thousands of remote devices by using a RESTful web services application that runs on an
Amazon EC2 instance. The EC2 instance receives the raw data, transforms the raw data, and stores all the data in an
Amazon S3 bucket. The number of remote devices will increase into the millions soon. The company needs a highly
scalable solution that minimizes operational overhead. 

Which combination of steps should a solutions architect take to meet these requirements9 (Select TWO.) 

A. Use AWS Glue to process the raw data in Amazon S3. 

B. Use Amazon Route 53 to route traffic to different EC2 instances. 

C. Add more EC2 instances to accommodate the increasing amount of incoming data. 

D. Send the raw data to Amazon Simple Queue Service (Amazon SOS). Use EC2 instances to process the data. 

E. Use Amazon API Gateway to send the raw data to an Amazon Kinesis data stream. Configure Amazon Kinesis Data
Firehose to use the data stream as a source to deliver the data to Amazon S3. 

Correct Answer: AE 

"RESTful web services" => API Gateway. 

"EC2 instance receives the raw data, transforms the raw data, and stores all the data in an Amazon S3 bucket" =>
GLUE with (Extract-Transform-Load) 

 

QUESTION 7

A company offers a food delivery service that is growing rapidly. Because of the growth, the company\\'s order
processing system is experiencing scaling problems during peak traffic hours. The current architecture includes the
following: 

1. 

A group of Amazon EC2 instances that run in an Amazon EC2 Auto Scaling group to collect orders from the application 

2. 

Another group of EC2 instances that run in an Amazon EC2 Auto Scaling group to fulfill orders 
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The order collection process occurs quickly, but the order fulfillment process can take longer. Data must not be lost
because of a scaling event. 

A solutions architect must ensure that the order collection process and the order fulfillment process can both scale
properly during peak traffic hours. The solution must optimize utilization of the company\\'s AWS resources. 

Which solution meets these requirements? 

A. Use Amazon CloudWatch metrics to monitor the CPU of each instance in the Auto Scaling groups. Configure each
Auto Scaling group\\'s minimum capacity according to peak workload values. 

B. Use Amazon CloudWatch metrics to monitor the CPU of each instance in the Auto Scaling groups. Configure a
CloudWatch alarm to invoke an Amazon Simple Notification Service (Amazon SNS) topic that creates additional Auto
Scaling groups on demand. 

C. Provision two Amazon Simple Queue Service (Amazon SQS) queues: one for order collection and another for order
fulfillment. Configure the EC2 instances to poll their respective queue. Scale the Auto Scaling groups based on
notifications that the queues send. 

D. Provision two Amazon Simple Queue Service (Amazon SQS) queues: one for order collection and another for order
fulfillment. Configure the EC2 instances to poll their respective queue. Create a metric based on a backlog per instance
calculation. Scale the Auto Scaling groups based on this metric. 

Correct Answer: D 

The number of instances in your Auto Scaling group can be driven by how long it takes to process a message and the
acceptable amount of latency (queue delay). The solution is to use a backlog per instance metric with the target value
being the acceptable backlog per instance to maintain. 

 

QUESTION 8

A company has a multi-tier application deployed on several Amazon EC2 instances in an Auto Scaling group. An
Amazon RDS for Oracle instance is the application\\'s data layer that uses Oracle-specific 

PL/SQL functions. Traffic to the application has been steadily increasing. This is causing the EC2 instances to become
overloaded and the RDS instance to run out of storage. The Auto Scaling group does not have any scaling metrics and 

defines the minimum healthy instance count only. The company predicts that traffic will continue to increase at a steady
but unpredictable rate before levelling off. 

What should a solutions architect do to ensure the system can automatically scale for the increased traffic? (Select
TWO.) 

A. Configure storage Auto Scaling on the RDS for Oracle Instance. 

B. Migrate the database to Amazon Aurora to use Auto Scaling storage. 

C. Configure an alarm on the RDS for Oracle Instance for low free storage space 

D. Configure the Auto Scaling group to use the average CPU as the scaling metric 

E. Configure the Auto Scaling group to use the average free memory as the seeing metric 

Correct Answer: AC 
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QUESTION 9

A company is building a solution that will report Amazon EC2 Auto Scaling events across all the applications In an AWS
account. The company needs to use a serverless solution to store the EC2 Auto Scaling status data in Amazon S3 The
company then will use the data m Amazon S3 to provide near-real time updates in a dashboard The solution must not
affect the speed of EC2 instance launches. 

How should the company move the data to Amazon S3 to meet these requirements? 

A. Use an Amazon CioudWatch metric stream to send the EC2 Auto Scaling status data to Amazon Kinesis Data
Firehose Store the data in Amazon S3 

B. Launch an Amazon EMR duster to collect the EC2 Auto Scaling status data and send the data to Amazon Kinesis
Data Firehose Store the data in Amazon S3 

C. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to invoke an AWS Lambda (unction on a
schedule Configure the Lambda function to send the EC2 Auto Scaling status data directly to Amazon S3 

D. Use a bootstrap script during the launch of an EC2 instance to install Amazon Kinesis Agent Configure Kinesis Agent
to collect the EC2 Auto Scaling status data and send the data to Amazon Kinesis Data Firehose Store the data in
Amazon S3 

Correct Answer: B 

 

 

QUESTION 10

A company has a service that produces event data. The company wants to use AWS to process the event data as it is
received. The data is written in a specific order that must be maintained throughout processing The company wants to
implement a solution that minimizes operational overhead. 

How should a solutions architect accomplish this? 

A. Create an Amazon Simple Queue Service (Amazon SQS) FIFO queue to hold messages Set up an AWS Lambda
function to process messages from the queue 

B. Create an Amazon Simple Notification Service (Amazon SNS) topic to deliver notifications containing payloads to
process Configure an AWS Lambda function as a subscriber. 

C. Create an Amazon Simple Queue Service (Amazon SQS) standard queue to hold messages. Set up an AWS
Lambda function to process messages from the queue independently 

D. Create an Amazon Simple Notification Service (Amazon SNS) topic to deliver notifications containing payloads to
process. Configure an Amazon Simple Queue Service (Amazon SQS) queue as a subscriber. 

Correct Answer: A 

The details are revealed in below url:
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO-queues.html 

FIFO (First-In-First-Out) queues are designed to enhance messaging between applications when the order of operations
and events is critical, or where duplicates can\\'t be tolerated. Examples of situations where you might use FIFO queues
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include the following: To make sure that user-entered commands are run in the right order. To display the correct
product price by sending price modifications in the right order. To prevent a student from enrolling in a course before
registering for an account. 

 

QUESTION 11

A company wants to measure the effectiveness of its recent marketing campaigns. The company performs batch
processing on csv files of sales data and stores the results ? an Amazon S3 bucket once every hour. The S3 bi
petabytes of objects. The company runs one-time queries in Amazon Athena to determine which products are most
popular on a particular date for a particular region Queries sometimes fail or take longer than expected to finish. 

Which actions should a solutions architect take to improve the query performance and reliability? (Select TWO.) 

A. Reduce the S3 object sizes to less than 126 MB 

B. Partition the data by date and region n Amazon S3 

C. Store the files as large, single objects in Amazon S3. 

D. Use Amazon Kinosis Data Analytics to run the Queries as pan of the batch processing operation 

E. Use an AWS duo extract, transform, and load (ETL) process to convert the csv files into Apache Parquet format. 

Correct Answer: CE 

 

QUESTION 12

A company must migrate 20 TB of data from a data center to the AWS Cloud within 30 days. The company\\'s network
bandwidth is limited to 15 Mbps and cannot exceed 70% utilization. What should a solutions architect do to meet these
requirements? 

A. Use AWS Snowball. 

B. Use AWS DataSync. 

C. Use a secure VPN connection. 

D. Use Amazon S3 Transfer Acceleration. 

Correct Answer: A 

AWS Snowball is a secure data transport solution that accelerates moving large amounts of data into and out of the
AWS cloud. It can move up to 80 TB of data at a time, and provides a network bandwidth of up to 50 Mbps, so it is well-
suited for the task. Additionally, it is secure and easy to use, making it the ideal solution for this migration. 

 

QUESTION 13

A solutions architect wants all new users to have specific complexity requirements and mandatory rotation periods tor
IAM user passwords 

What should the solutions architect do to accomplish this? 
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A. Set an overall password policy for the entire AWS account 

B. Set a password policy for each IAM user in the AWS account 

C. Use third-party vendor software to set password requirements 

D. Attach an Amazon CloudWatch rule to the Create_newuser event to set the password with the appropriate
requirements 

Correct Answer: A 

 

 

QUESTION 14

A company hosts rts sialic website by using Amazon S3 The company wants to add a contact form to its webpage The
contact form will have dynamic server-sKle components for users to input their name, email address, phone number and
user message The company anticipates that there will be fewer than 100 site visits each month 

Which solution will meet these requirements MOST cost-effectively? 

A. Host a dynamic contact form page in Amazon Elastic Container Service (Amazon ECS) Set up Amazon Simple Email
Service (Amazon SES) to connect to any third-party email provider. 

B. Create an Amazon API Gateway endpoinl with an AWS Lambda backend that makes a call to Amazon Simple Email
Service (Amazon SES) 

C. Convert the static webpage to dynamic by deploying Amazon Ughtsail Use client-side scnpting to build the contact
form Integrate the form with Amazon WorkMail 

D. Create a Q micro Amazon EC2 instance Deploy a LAMP (Linux Apache MySQL. PHP/Perl/Python) stack to host the
webpage Use client-side scripting to buiW the contact form Integrate the form with Amazon WorkMail 

Correct Answer: D 

Create a t2 micro Amazon EC2 instance. Deploy a LAMP (Linux Apache MySQL, PHP/Perl/Python) stack to host the
webpage. Use client-side scripting to build the contact form. Integrate the form with Amazon WorkMail. This solution will
provide the company with the necessary components to host the contact form page and integrate it with Amazon
WorkMail at the lowest cost. Option A requires the use of Amazon ECS, which is more expensive than EC2, and Option
B requires the use of Amazon API Gateway, which is also more expensive than EC2. Option C requires the use of
Amazon Lightsail, which is more expensive than EC2. 

Using AWS Lambda with Amazon API Gateway-AWS Lambda https://docs.aws.amazon.com/lambda/latest/dg/services-
apigateway.html 

AWS Lambda FAQs https://aws.amazon.com/lambda/faqs/ 

 

QUESTION 15

A company recently deployed a new auditing system to centralize information about operating system versions patching
and installed software for Amazon EC2 instances. A solutions architect must ensure all instances provisioned through
EC2 Auto Scaling groups successfully send reports to the auditing system as soon as they are launched and
terminated 
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Which solution achieves these goals MOST efficiently? 

A. Use a scheduled AWS Lambda function and run a script remotely on all EC2 instances to send data to the audit
system. 

B. Use EC2 Auto Scaling lifecycle hooks to run a custom script to send data to the audit system when instances are
launched and terminated 

C. Use an EC2 Auto Scaling launch configuration to run a custom script through user data to send data to the audit
system when instances are launched and terminated 

D. Run a custom script on the instance operating system to send data to the audit system Configure the script to be
invoked by the EC2 Auto Scaling group when the instance starts and is terminated 

Correct Answer: B 
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