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QUESTION 1

SIMULATION

There were two systems:

system1, main system on which most of the configuration take place

system2, some configuration here

Smb multiuser mount

Mount the samba share /opstack permanently beneath /mnt/smbspace on desktopX as a multiuser mount.
The samba share should be mounted with the credentials of frankenstein.

A. explanation

Correct Answer: A

yum -y install cifs-utils samba-client

mkdir -p /mnt/smbspace

vim /root/smb-multiuser.txt

username=trrankenstein

password=SaniTago

chmod 0600 /root/multiuser.txt

vim /ete/fstab

//serverl/cluster /mnt/smbspace cifs defaults,sec =ntlmssp,
credentials=/root/smb-multiuser.txt multiuser 0 0

QUESTION 2

There were two systems: systeml, main system on which most of the configuration take place system2, some
configuration here

iISCSI Initiator The serverX.example.com provides an iscsi port (3260). Connect the disk with desktopX.example.com
and configure filesystem with the following requirements. Create 800 MB partition on iSCSI block device and assign the
filesystem as xfs Mount the volume under /mnt/initiator at the system boot time The filesystem should contain the copy
of http://station.network0.example.com/pub/iscsi.txt The file should be owned by root with 0644 permission NOTE: the
content of the file should not be modified

A. explanation

Correct Answer: A
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vum install -y iscsi-initiator-utils

vim /etefiscsiimitialomame.iscsi
inatorName=ign. 201 4-1 | .com.example:desktop |

systemct] starl iscs
systemotl start isesid

systemctl enable 5cs
systemctl enable isesad

iscsindm --mode discoverydb --type sendirgets --portal server] example.com --discover

iscsiadm --mode node --targetname iqn. 20141 | .com.exampleserver] «-portal server] example. com:3260 -<login
Verification:

iscsiadm —m session —F 3 (i should show the State: running)
Ishlk

fdisk ‘devisdb
Create the partition of 300M

mklsxfs /devizdbl

mkdir —p /mniiniiaior
mount /devisdb] /mntinmitiator

blkid /dev/sdbl

vim ‘elc/fstab

UTID=c9213938-0 7534001 -b939-4b572cBecSe ‘matiinitinter xfs  netdey 00
od /mntinitator

weet hitpadsation.network 0 example. com/pub/isesi. i

chown root iscsiixt
chmaod 06449 isesi.xt

QUESTION 3

SIMULATION

Arrange a web service address is: http://serverX.example.com, X is the number of your exam machine. Deploy it in
accordance with the following requirements: Download ftp //instructor.example.com/pub/rhce/server.html Cannot do any
modification to file document server.html Rename file document server.html as index.html Copy the file document
server.html to DocumentRoot

A. explanation

Correct Answer: A
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QUESTION 4
SIMULATION

Configure the kernel parameters: rhelblg=1, and it is requested that your kernel parameters can be verified through
/proc/cmdline.

A. explanation

Correct Answer: A

£ vim /boot/grub/grub.conf
rhelblg=1 (Add toend of the line “kernel..
Restart

£ cat /proc/cimline

QUESTION 5
SIMULATION
Configure cron and don\\'t allow the user tom to use.
A. explanation

Correct Answer: A

£ useradd tom
¥ vim /etc/cron.deny

com

QUESTION 6
SIMULATION
There were two systems:

system1, main system on which most of the configuration take place

RHCE PDF Dumps | RHCE Practice Test | RHCE Study Guide 4/19


https://www.pass4itsure.com/rhce.html
https://www.pass4itsure.com/rhce.html
https://www.pass4itsure.com/rhce.html

. VCE & PDF https://www.pass4itsure.com/rhce.html
a 2024 Latest passditsure RHCE PDF and VCE dumps Download

— PassditSure.com

system2, some configuration here
Configure NFS mount.
Mount /nfsshare directory on desktopX under /public directory persistently at system boot time.

Mount /nfssecure/protected with krb5p secured share on desktopX beneath /secure/protected provided with keytab
http://station.network0.example.com/pub/

keytabs/desktopX.keytab
The user harry is able to write files on /secure directory
A. explanation

Correct Answer: A

yum install -y nfs-utils
wget -0 /etc/krb5.keytab
http://station.network0.example.com/pub/keytabs/desktopX.keytab

systemctl start nfs-secure
systemctl enable nfs-secure

mkdir -p /public

vim /etc/fstab

serverl.example.com:/nfsshare /public nfs defaults, sync 0 0
mkdir -p /secure/protected

vim fetc/£fstab

serverl.example.com: /nfssecure/protected /secure/protected nfs
defaults,v4.2,6 sec=krb5p,sync 0 0

Verification from DesktopX:

ssh harry@localhost
cd /secure/protected
echo "Is it writeable?" >>test.txt

QUESTION 7

SIMULATION

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:

systeml.group3.example.com: is one of the main sever. system2.group3.example.com: mainly used as a client.

Password for both of the two systems is atenorth
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System\\'s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP in accordance with the
following requirements:

systeml.group3.example.com: 172.24.3.5
system2.group3.example.com: 172.24.3.10
The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain group3.example.com are
all in subnet 172.24.3.0/255.255.255.0, the same all systems in this subnet are also in group3.example.com, unless

specialized, all network services required to be configured can be accessed by systems of domain group3.
host.group3.example.com provides a centralized authentication service domain

GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to be the client for this
domain, this domain provides the following user account:

krishna (pas=sword: atenorth)

s

3

il
=

o {pasaword: atenorth)

1]

k

o
I ]
it

o (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings about firewall may be in
separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and service configurations you
made still can be operated after the restart without manual intervention, virtual machine instances of all examinations

must be

able to enter the correct multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat Enterprise Linux version can be
found in the following link:

http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not prevent the request to allow the
host and network, although you correctly configured the network service but would have to allow the host or network is

blocked, this also does not score.

You will notice that some requirements which clearly do not allow services be accessed by service domain my133t.org,
systems of this domain are in subnet 172.25.1.0/252.255.255.0, and systems of these subnets also belong to my
133t.org

domain.

PS: Notice that some test questions may depend on other exam questions, for example, you might be asked to perform
a series of restrictions on a user, but this user creation may be required in other questions. For convenient

identification,

each exam question has some radio buttons to help you identify which questions you have already completed or not
completed. Certainly, you do not need to care these buttons if you don\\'t need them.
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Database Query

Use database Contacts on the system1, and use the corresponding SQL to search and answer the following questions:
1.

What\\'s the person name whose password is solicitous?

2.

How many people\\'s names are John and live is Shanghai at the same time?

A. explanation

Correct Answer: A

myagl —-uroot —p

show takles; /{ Wiew the table structure

desc takle name; I View the table field

select bid,password from pass where password='tangsrine';

{/{ To find the ID number of password

aslsct * from name where aid='3' ; /{ To find the name via password
select * from name where firstname='Jdohn': 4/ To find the people with same
namme

aslect * from loc where loction='S8anta Clara'; //Tofind the people who live

in the same city

QUESTION 8

SIMULATION

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:

systeml.group3.example.com: is one of the main sever. system2.group3.example.com: mainly used as a client.
Password for both of the two systems is atenorth

System\\'s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP in accordance with the
following requirements:

systeml.group3.example.com: 172.24.3.5
system2.group3.example.com: 172.24.3.10 The subnet mask is 255.255.255.0 Your system is a member of DNS

domain group3.example.com. All systems in DNS domain group3.example.com are all in subnet
172.24.3.0/255.255.255.0, the same all systems in this subnet are also in group3.example.com, unless
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specialized, all network services required to be configured can be accessed by systems of domain group3.
host.group3.example.com provides a centralized authentication service domain

GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to be the client for this
domain, this domain provides the following user account:

krishna (pas=sword: atenorth)

sergio {pasaword: atenorth)
kaito (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings about firewall may be in
separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and service configurations you
made still can be operated after the restart without manual intervention, virtual machine instances of all examinations
must be able to enter the correct multi-user level after restart without manual assistance, it will be scored zero if the test
using virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat Enterprise Linux version can be
found in the following link: http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not prevent the request to allow the
host and network, although you correctly configured the network service but would have to allow the host or network is
blocked, this also does not score.

You will notice that some requirements which clearly do not allow services be accessed by service domain my133t.org,
systems of this domain are in subnet 172.25.1.0/252.255.255.0, and systems of these subnets also belong to my
133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you might be asked to perform
a series of restrictions on a user, but this user creation may be required in other questions. For convenient identification,
each exam question has some radio buttons to help you identify which questions you have already completed or not
completed. Certainly, you do not need to care these buttons if you don\\'t need them.

Implement/configure a Web Service.

Configure a site http://systeml. domainll.example.com/ on the systeml, then execute the following steps:

1)

Download file from http://rhgls.domainll.example.com/materials/station.html and rename this files index.html, don\\'t
modify the file contents; (2) Copy the file index.html to your web server\\'s DocumentRoot directory

©)

Clients from domain group3.example.com can access to this web service
4)

Clients from domain my133t.org deny access to this web service

A

explanation
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yum groupinstall webh* -y

systemectl start httpd

systemctl enable htipd

vim /etc/httpd/conf/httpd.cont

/8erverName

ServerNams ssrvexl

.domainlil.sxample.com: 80

sygtemct] reatart httpd

wget —0 index.html

http://rhgla.domzainll. example. com/materiala/atation. html

firewall-config

File Options View Help

Firewall Configuration

Configuration: | Permanent

| Zones ISer\ﬁ'ces

A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The
zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addresses.
z [ T | ] - |
=HE < | Services Ports  Masquerading | Port Forwarding | ICMP Filter | Rich Rules | Interfaces | >
block || y 1 = A d | i 3 2 1
" Here you can set rich language rules for the zone.
mz
drop Family Action Element Src Dest log Audit
external
home
internal
trusted
work
+F -2 Add || Edit || Remove
Connected. Default Zone: public Lockdown: disabled Panic Mode: disabled
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Rich Rule

Please enter a rich rule.

For host or network white or blacklisting deactivate the element.

Family: ipv4 W

JEIement service ~ | | http |l I

J.-"tf‘.l]ﬂﬂ_ accept v 1 with Typ: icmp-host-prohibite

With Lirmit:
Source:; | 172.24.11.0/24 ! inverted
Destination: | inverted
Prefix:

;/I.Dg: Level: warning o

With Limit:
Audit;

Cancel oK

systemctl restart firewalld

QUESTION 9

SIMULATION

One Logical Volume is created named as myvol under vo volume group and is mounted. The Initial Size of that Logical
Volume is 400MB. Make successfully that the size of Logical Volume 200MB without losing any data. The size of logical
volume 200MB to 210MB will be acceptable.

A. explanation

Correct Answer: A
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1. Firat check the size of Logical Volume: lvdisplay /dev/vo/myvol

2. Make sure that the filesystem is in & consistent state bef

i
8]
H
1]

reducing:

§ fsck -f /dev/vo/myvol

3. Now reduce the filesystem by Z00MB.

§ resizelfa /dev/vo/myvol Z200M

4. It is now poasible to reduce the logical volume.

flvreduce /dev/vo/myvel -L 200M

4, Varify the 8ize of Logical Veolume: lvdiaplay /dev/vo/myvol

5. Verify that the size comes in online or not: df -h

QUESTION 10

SIMULATION

Add a cron schedule to take full backup of /home on every day at 5:30 pm to /dev/st0 device.

A. explanation

Correct Answer: A

1.

vi lvar/schedule 30 17 * * * /[shin/dump -Ou /dev/st0 /dev/hda7

2.

crontab /var/schedule

3.

service crond restart

We can add the cron schedule either by specifying the scripts path on /etc/crontab file or by creating on text file on
crontab pattern. cron helps to schedule on recurring events. Pattern of cron is: Minute Hour Day of Month Month Day of
Week

Commands

0-59 0-23 1-31 1-12 0-7 where 0 and 7 mean Sunday.

Note * means every. To execute the command on every two minutes */2.

QUESTION 11
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SIMULATION

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:

systeml.group3.example.com: is one of the main sever. system2.group3.example.com: mainly used as a client.
Password for both of the two systems is atenorth

System\\'s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP in accordance with the
following requirements:

systeml.group3.example.com: 172.24.3.5
system2.group3.example.com: 172.24.3.10
The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain group3.example.com are
all in subnet 172.24.3.0/255.255.255.0, the same all systems in this subnet are also in group3.example.com, unless

specialized, all network services required to be configured can be accessed by systems of domain group3.
host.group3.example.com provides a centralized authentication service domain

GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to be the client for this
domain, this domain provides the following user account:

krishna (pas=sword: atenorth)

| k]

3

il
=

H

o
Lp-;_'

o {pasaword: ateno

1]

k

it

o (password: atenorth)

11}

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings about firewall may be in
separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and service configurations you
made still can be operated after the restart without manual intervention, virtual machine instances of all examinations
must be able to enter the correct multi-user level after restart without manual assistance, it will be scored zero if the test
using virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat Enterprise Linux version can be
found in the following link: http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not prevent the request to allow the
host and network, although you correctly configured the network service but would have to allow the host or network is
blocked, this also does not score.

You will notice that some requirements which clearly do not allow services be accessed by service domain my133t.org,
systems of this domain are in subnet 172.25.1.0/252.255.255.0, and systems of these subnets also belong to my
133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you might be asked to perform

a series of restrictions on a user, but this user creation may be required in other questions. For convenient identification,
each exam question has some radio buttons to help you identify which questions you have already completed or not
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completed. Certainly, you do not need to care these buttons if you don\\'t need them.
Configure Multi-User SMB Mounts.

Share the directory /devops through SMB on the systeml, as required:

1.

The share name is devops

2.

The shared directory devops just can be used by clients in domainll.example.com
3.

The shared directory devop must be able to be browsed

4,

User silene must be able to access this share through read, access code is redhat
5.

User akira must be able to access this share through read and write, access code is redhat
6.

This share permanently mount to system2. domainll.example.com the user /mnt/dev, make user silene as
authentication any users can get temporary write permissions from akira

A. explanation
Correct Answer: A

systeml
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mkdir /devops
chcen -R -t samba share t /devops/
chmoed otw /devops/
vim /etc/samba/smb.conf
([devopa]
path = /devops
hestas alleow = 172.24.11.
browaeable = yes
writable = no
write list = akiza
swWg
systemctl restart amb
smbpasswd -a silene

smbpasawd -a akira

system2:

mkdir /mnt/dev
smbclient =L fayateml/ -U silene
wvim fetc/fatab

//systeml/devops /mnt/dev cifs

df -hT
Switch to user akira on the system2, access to /mnt/dev and view files

su akira cd /mnt/dev Is cifscreds add systeml touch 1

QUESTION 12

SIMULATION

Write a script /root/program. The request is when you input the kernel parameters for script, the script should return to
user. When input the user parameters, the script should return to kernel. And when the script has no parameters or the
parameters are wrong, the standard error output should be "usage:/root/program kernelluser".

A. explanation

Correct Answer: A
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=

vim /root/program

!/bin/bash

==

ifF [ 84 —ne 1 ];:;then

echo "usage:/root/program kernel |user”

sl=e=
if [ "S5l —eg "kernel™];then
echs "usexr"
elif ["51"™ —eg "user"];then
echo "kernel™
clac
echo "usage:/root/program kernel |user”
£1
£3:
Test:

¥ chmod a+x /root/program
.root/program kernel
./root/program user

frootiprogram 111

QUESTION 13

SIMULATION

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:

systeml.group3.example.com: is one of the main sever. system2.group3.example.com: mainly used as a client.
Password for both of the two systems is atenorth

System\\'s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP in accordance with the
following requirements:

systeml.group3.example.com: 172.24.3.5
system2.group3.example.com: 172.24.3.10 The subnet mask is 255.255.255.0 Your system is a member of DNS

domain group3.example.com. All systems in DNS domain group3.example.com are all in subnet
172.24.3.0/255.255.255.0, the same all systems in this subnet are also in group3.example.com, unless
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specialized, all network services required to be configured can be accessed by systems of domain group3.
host.group3.example.com provides a centralized authentication service domain

GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to be the client for this
domain, this domain provides the following user account:

krishna (pas=sword: atenorth)

s

3

il
=

o {pasaword: atenorth)

1]

k

o
I ]
it

o (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings about firewall may be in
separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and service configurations you
made still can be operated after the restart without manual intervention, virtual machine instances of all examinations

must be

able to enter the correct multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted. Corresponding distribution packages for the testing

using operating system Red Hat Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not prevent the request to allow the
host and network, although you correctly configured the network service but would have to allow the host or network is

blocked, this also does not score.

You will notice that some requirements which clearly do not allow services be accessed by service domain my133t.org,
systems of this domain are in subnet 172.25.1.0/252.255.255.0, and systems of these subnets also belong to my
133t.org

domain.

PS: Notice that some test questions may depend on other exam questions, for example, you might be asked to perform
a series of restrictions on a user, but this user creation may be required in other questions. For convenient

identification,

each exam question has some radio buttons to help you identify which questions you have already completed or not
completed. Certainly, you do not need to care these buttons if you don\\'t need them.

Create a script

Create a script named /root/foo.sh on the system1, make it provide the following characteristics:
1.

When running /root/foo.sh redhat, the output is fedora

2.

When running /root/foo.sh fedora, the output is redhat
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3.

When there is no parameter or parameter is not redhat or fedora, the following information will be generated by the
error output: /root/foo.sh redhat:fedora

A. explanation

Correct Answer: A

redhat)

echo fedora

fedora)

echo redhat

Tt

echo 'root/foo.sh redhat:fedora

chmod +x foo.sh
./ foe.ah redhat
./ fow.ah fedora

S foo.sh 1

QUESTION 14
SIMULATION

Configure the samba server, share /common, which can be browsed. The user harry can only read it. If it is needed, the
password for harry is harryuser.

A. explanation

Correct Answer: A
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yum inatall -y samba =zamba-common samba-client
chXconfig amb on

chkconfig nmb on {nmb is 2 dependency of smb to resolve netbios)
service smk start

service nmk start

useradd harry

smbpasswd —a harry

mkdir /common

vim /etc/samba/smb.conf

[common]

comment = common
prath = /common
browseable = yes
valid user = harry

read only = yes

Lparm

getsebool -& |grep =samba share nfs

setaebool —F samba share nis=1

chcon —R —--reference=/var/spool/samba/ /common/
services =mk restart

mount —t cifs //172.16.30.5/common /oint —o

sername=harry,password=harryussex

a1 d

f smbelient //f172.24.50.5/common -U harr

QUESTIO
SIMULATI

According

N 15
ON

to the following requirements, deploy your ftp login rule:

Users in example.com domain must be able to login to your ftp server as an anonymous user.

But users

outside the example.com domain are unable to login to your server

A. explanation

Correct Answer: A
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[root@server! ~J# grep vsfipd /etc/hosts.deny
vsftpd: .example.com

[root@server1 ~]# grep vsftpd /etc/hosts.deny
vsftpd:ALL

letclvsftpdivsftpd.conf:
anonymeous_enable=YES
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