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QUESTION 1

Which of the following activities could reduce the security benefits of mandatory vacations? 

A. Have a replacement employee run the same applications as the vacationing employee. 

B. Have a replacement employee perform tasks in a different order from the vacationing employee. 

C. Have a replacement employee perform the job from a different workstation than the vacationing employee. 

D. Have a replacement employee run several daily scripts developed by the vacationing employee. 

Correct Answer: D 

 

QUESTION 2

Customers are receiving emails containing a link to malicious software. These emails are subverting spam filters. The
email reads as follows: 

Delivered-To: customer@example.com 

Received: by 10.14.120.205 

Mon, 1 Nov 2010 11:15:24 -0700 (PDT) 

Received: by 10.231.31.193 

Mon, 01 Nov 2010 11:15:23 -0700 (PDT) 

Return-Path:  

Received: from 127.0.0.1 for ; Mon, 1 Nov 2010 13:15:14 -0500 (envelope-from ) 

Received: by smtpex.example.com (SMTP READY) 

with ESMTP (AIO); Mon, 01 Nov 2010 13:15:14 -0500 

Received: from 172.18.45.122 by 192.168.2.55; Mon, 1 Nov 2010 13:15:14 -0500 

From: Company  

To: "customer@example.com"  

Date: Mon, 1 Nov 2010 13:15:11 -0500 

Subject: New Insurance Application 

Thread-Topic: New Insurance Application 

Please download and install software from the site below to maintain full access to your account. 

www.examplesite.com 
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Additional information: The authorized mail servers IPs are 192.168.2.10 and 192.168.2.11. 

The network\\'s subnet is 192.168.2.0/25. 

Which of the following are the MOST appropriate courses of action a security administrator could take to eliminate this
risk? (Select TWO). 

A. Identify the origination point for malicious activity on the unauthorized mail server. 

B. Block port 25 on the firewall for all unauthorized mail servers. 

C. Disable open relay functionality. 

D. Shut down the SMTP service on the unauthorized mail server. 

E. Enable STARTTLS on the spam filter. 

Correct Answer: BD 

In this question, we have an unauthorized mail server using the IP: 192.168.2.55. Blocking port 25 on the firewall for all
unauthorized mail servers is a common and recommended security step. Port 25 should be open on the firewall to the
IP addresses of the authorized email servers only (192.168.2.10 and 192.168.2.11). This will prevent unauthorized
email servers sending email or receiving and relaying email. 

Email servers use SMTP (Simple Mail Transfer Protocol) to send email to other email servers. Shutting down the SMTP
service on the unauthorized mail server is effectively disabling the mail server functionality of the unauthorized server. 

 

QUESTION 3

A business unit of a large enterprise has outsourced the hosting and development of a new external website which will
be accessed by premium customers, in order to speed up the time to market timeline. Which of the following is the
MOST appropriate? 

A. The external party providing the hosting and website development should be obligated under contract to provide a
secure service which is regularly tested (vulnerability and penetration). SLAs should be in place for the resolution of
newly identified vulnerabilities and a guaranteed uptime. 

B. The use of external organizations to provide hosting and web development services is not recommended as the costs
are typically higher than what can be achieved internally. In addition, compliance with privacy regulations becomes more
complex and guaranteed uptimes are difficult to track and measure. 

C. Outsourcing transfers all the risk to the third party. An SLA should be in place for the resolution of newly identified
vulnerabilities and penetration / vulnerability testing should be conducted regularly. 

D. Outsourcing transfers the risk to the third party, thereby minimizing the cost and any legal obligations. An MOU
should be in place for the resolution of newly identified vulnerabilities and penetration / vulnerability testing should be
conducted regularly. 

Correct Answer: A 

A service level agreement (SLA) guarantees the level of service the partner is agreeing to provide. It specifies the
uptime, response time, and maximum outage time that the partner is agreeing to. 
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QUESTION 4

A bank is in the process of developing a new mobile application. The mobile client renders content and communicates
back to the company servers via REST/JSON calls. The bank wants to ensure that the communication is stateless
between the mobile application and the web services gateway. Which of the following controls MUST be implemented to
enable stateless communication? 

A. Generate a one-time key as part of the device registration process. 

B. Require SSL between the mobile application and the web services gateway. 

C. The jsession cookie should be stored securely after authentication. 

D. Authentication assertion should be stored securely on the client. 

Correct Answer: D 

JSON Web Tokens (JWTs) are a great mechanism for persisting authentication information in a verifiable and stateless
way, but that token still needs to be stored somewhere. Login forms are one of the most common attack vectors. We 

want the user to give us a username and password, so we know who they are and what they have access to. We want
to remember who the user is, allowing them to use the UI without having to present those credentials a second time.
And 

we want to do all that securely. How can JWTs help? The traditional solution is to put a session cookie in the user\\'s
browser. This cookie contains an identifier that references a "session" in your server, a place in your database where
the 

server remembers who this user is. 

However there are some drawbacks to session identifiers: 

They\\'re stateful. Your server has to remember that ID, and look it up for every request. This can become a burden with
large systems. 

They\\'re opaque. They have no meaning to your client or your server. Your client doesn\\'t know what it\\'s allowed to
access, and your server has to go to a database to figure out who this session is for and if they are allowed to perform
the 

requested operation. 

JWTs address all of these concerns by being a self-contained, signed, and stateless authentication assertion that can
be shared amongst services with a common data format. JWTs are self-contained strings signed with a secret key.
They 

contain a set of claims that assert an identity and a scope of access. They can be stored in cookies, but all those rules
still apply. In fact, JWTs can replace your opaque session identifier, so it\\'s a complete win. 

How To Store JWTs In The Browser 

Short answer: use cookies, with the HttpOnly; Secure flags. This will allow the browser to send along the token for
authentication purposes, but won\\'t expose it to the JavaScript environment. 

 

QUESTION 5
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The Chief Executive Officer (CEO) of an Internet service provider (ISP) has decided to limit the company\\'s contribution
to worldwide Distributed Denial of Service (DDoS) attacks. Which of the following should the ISP implement? (Select
TWO). 

A. Block traffic from the ISP\\'s networks destined for blacklisted IPs. 

B. Prevent the ISP\\'s customers from querying DNS servers other than those hosted by the ISP. 

C. Scan the ISP\\'s customer networks using an up-to-date vulnerability scanner. 

D. Notify customers when services they run are involved in an attack. 

E. Block traffic with an IP source not allocated to customers from exiting the ISP\\'s network. 

Correct Answer: DE 

Since DDOS attacks can originate from nay different devices and thus makes it harder to defend against, one way to
limit the company\\'s contribution to DDOS attacks is to notify customers about any DDOS attack when they run
services that are under attack. The company can also block IP sources that are not allocated to customers from the
existing SIP\\'s network. 

 

QUESTION 6

During a new desktop refresh, all hosts are hardened at the OS level before deployment to comply with policy. Six
months later, the company is audited for compliance to regulations. The audit discovers that 40 percent of the desktops
do not meet requirements. Which of the following is the MOST likely cause of the noncompliance? 

A. The devices are being modified and settings are being overridden in production. 

B. The patch management system is causing the devices to be noncompliant after issuing the latest patches. 

C. The desktop applications were configured with the default username and password. 

D. 40 percent of the devices use full disk encryption. 

Correct Answer: A 

The question states that all hosts are hardened at the OS level before deployment. So we know the desktops are fully
patched when the users receive them. Six months later, the desktops do not meet the compliance standards. The most
likely explanation for this is that the users have changed the settings of the desktops during the six months that they\\'ve
had them. 

 

QUESTION 7

A firm\\'s Chief Executive Officer (CEO) is concerned that IT staff lacks the knowledge to identify complex vulnerabilities
that may exist in a payment system being internally developed. The payment system being developed will be sold to a
number of organizations and is in direct competition with another leading product. The CEO highlighted that code base
confidentiality is of critical importance to allow the company to exceed the competition in terms of the product\\'s
reliability, stability, and performance. Which of the following would provide the MOST thorough testing and satisfy the
CEO\\'s requirements? 

A. Sign a MOU with a marketing firm to preserve the company reputation and use in-house resources for random
testing. 
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B. Sign a BPA with a small software consulting firm and use the firm to perform Black box testing and address all
findings. 

C. Sign a NDA with a large security consulting firm and use the firm to perform Grey box testing and address all
findings. 

D. Use the most qualified and senior developers on the project to perform a variety of White box testing and code
reviews. 

Correct Answer: C 

Gray box testing has limited knowledge of the system as an attacker would. The base code would remain confidential.
This would further be enhanced by a Non-disclosure agreement (NDA) which is designed to protect confidential
information. 

 

QUESTION 8

An IT manager is working with a project manager to implement a new ERP system capable of transacting data between
the new ERP system and the legacy system. As part of this process, both parties must agree to the controls utilized to
secure data connections between the two enterprise systems. This is commonly documented in which of the following
formal documents? 

A. Memorandum of Understanding 

B. Information System Security Agreement 

C. Interconnection Security Agreement 

D. Interoperability Agreement 

E. Operating Level Agreement 

Correct Answer: C 

An interconnection security agreement (ISA) is a security document that derails the requirements for establishing,
maintaining, and operating an interconnection between systems or networks. It specifies the requirements for
connecting the systems and networks and details what security controls are co be used to protect the systems and
sensitive data. 

 

QUESTION 9

A bank has decided to outsource some existing IT functions and systems to a third party service provider. The third
party service provider will manage the outsourced systems on their own premises and will continue to directly interface
with the bank\\'s other systems through dedicated encrypted links. Which of the following is critical to ensure the
successful management of system security concerns between the two organizations? 

A.ISA 

B. BIA 

C. MOU 

D. SOA 
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E. BPA 

Correct Answer: A 

An interconnection security agreement (ISA) is a security document that derails the requirements for establishing,
maintaining, and operating an interconnection between systems or networks. It specifies the requirements for
connecting the systems and networks and details what security controls are co be used to protect the systems and
sensitive data. 

 

QUESTION 10

A company has issued a new mobile device policy permitting BYOD and company-issued devices. The company-issued
device has a managed middleware client that restricts the applications allowed on company devices and provides those
that are approved. The middleware client provides configuration standardization for both company owned and BYOD to
secure data and communication to the device according to industry best practices. The policy states that, "BYOD clients
must meet the company\\'s infrastructure requirements to permit a connection." The company also issues a
memorandum separate from the policy, which provides instructions for the purchase, installation, and use of the
middleware client on BYOD. Which of the following is being described? 

A. Asset management 

B. IT governance 

C. Change management 

D. Transference of risk 

Correct Answer: B 

It governance is aimed at managing information security risks. It entails educating users about risk and implementing
policies and procedures to reduce risk. 

 

QUESTION 11

The administrator is troubleshooting availability issues on an FCoE-based storage array that uses deduplication. The
single controller in the storage array has failed, so the administrator wants to move the drives to a storage array from a
different manufacturer in order to access the data. Which of the following issues may potentially occur? 

A. The data may not be in a usable format. 

B. The new storage array is not FCoE based. 

C. The data may need a file system check. 

D. The new storage array also only has a single controller. 

Correct Answer: B 

Fibre Channel over Ethernet (FCoE) is a computer network technology that encapsulates Fibre Channel frames over
Ethernet networks. This allows Fibre Channel to use 10 Gigabit Ethernet networks (or higher speeds) while preserving
the Fibre Channel protocol. When moving the disks to another storage array, you need to ensure that the array supports
FCoE, not just regular Fiber Channel. Fiber Channel arrays and Fiber Channel over Ethernet arrays use different
network connections, hardware and protocols. Fiber Channel arrays use the Fiber Channel protocol over a dedicated
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Fiber Channel network whereas FCoE arrays use the Fiber Channel protocol over an Ethernet network. 

 

QUESTION 12

A team is established to create a secure connection between software packages in order to list employee\\'s remaining
or unused benefits on their paycheck stubs. Which of the following business roles would be MOST effective on this
team? 

A. Network Administrator, Database Administrator, Programmers 

B. Network Administrator, Emergency Response Team, Human Resources 

C. Finance Officer, Human Resources, Security Administrator 

D. Database Administrator, Facilities Manager, Physical Security Manager 

Correct Answer: C 

 

QUESTION 13

A security administrator is shown the following log excerpt from a Unix system: 

2013 Oct 10 07:14:57 web14 sshd[1632]: Failed password for root from 198.51.100.23 port 37914 ssh2 

2013 Oct 10 07:14:57 web14 sshd[1635]: Failed password for root from 198.51.100.23 port 37915 ssh2 

2013 Oct 10 07:14:58 web14 sshd[1638]: Failed password for root from 198.51.100.23 port 37916 ssh2 

2013 Oct 10 07:15:59 web14 sshd[1640]: Failed password for root from 198.51.100.23 port 37918 ssh2 

2013 Oct 10 07:16:00 web14 sshd[1641]: Failed password for root from 198.51.100.23 port 37920 ssh2 

2013 Oct 10 07:16:00 web14 sshd[1642]: Successful login for root from 198.51.100.23 port 37924 ssh2 

Which of the following is the MOST likely explanation of what is occurring and the BEST immediate response? (Select
TWO). 

A. An authorized administrator has logged into the root account remotely. 

B. The administrator should disable remote root logins. 

C. Isolate the system immediately and begin forensic analysis on the host. 

D. A remote attacker has compromised the root account using a buffer overflow in sshd. 

E. A remote attacker has guessed the root password using a dictionary attack. 

F. Use iptables to immediately DROP connections from the IP 198.51.100.23. 

G. A remote attacker has compromised the private key of the root account. 

H. Change the root password immediately to a password not found in a dictionary. 
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Correct Answer: CE 

The log shows six attempts to log in to a system. The first five attempts failed due to `failed password\\'. The sixth
attempt was a successful login. Therefore, the MOST likely explanation of what is occurring is that a remote attacker
has 

guessed the root password using a dictionary attack. 

The BEST immediate response is to isolate the system immediately and begin forensic analysis on the host. You should
isolate the system to prevent any further access to it and prevent it from doing any damage to other systems on the 

network. You should perform a forensic analysis on the system to determine what the attacker did on the system after
gaining access. 

 

QUESTION 14

A multi-national company has a highly mobile workforce and minimal IT infrastructure. The company utilizes a BYOD
and social media policy to integrate presence technology into global collaboration tools by individuals and teams. As a
result of the dispersed employees and frequent international travel, the company is concerned about the safety of
employees and their families when moving in and out of certain countries. Which of the following could the company
view as a downside of using presence technology? 

A. Insider threat 

B. Network reconnaissance 

C. Physical security 

D. Industrial espionage 

Correct Answer: C 

If all company users worked in the same office with one corporate network and using company supplied laptops, then it
is easy to implement all sorts of physical security controls. Examples of physical security include intrusion detection
systems, fire protection systems, surveillance cameras or simply a lock on the office door. However, in this question we
have dispersed employees using their own devices and frequently traveling internationally. This makes it extremely
difficult to implement any kind of physical security. Physical security is the protection of personnel, hardware, programs,
networks, and data from physical circumstances and events that could cause serious losses or damage to an
enterprise, agency, or institution. This includes protection from fire, natural disasters, burglary, theft, vandalism, and
terrorism. 

 

QUESTION 15

A recently hired security administrator is advising developers about the secure integration of a legacy in-house
application with a new cloud based processing system. The systems must exchange large amounts of fixed format data
such as names, addresses, and phone numbers, as well as occasional chunks of data in unpredictable formats. The
developers want to construct a new data format and create custom tools to parse and process the data. The security
administrator instead suggests that the developers: 

A. Create a custom standard to define the data. 

B. Use well formed standard compliant XML and strict schemas. 
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C. Only document the data format in the parsing application code. 

D. Implement a de facto corporate standard for all analyzed data. 

Correct Answer: B 

Explanation: To ensure the successful parsing of the data, the XML code containing the data should be well-formed. We
can use strict schemas to ensure the correct formatting of the data. 

XML has two main advantages: first, it offers a standard way of structuring data, and, second, we can specify the
vocabulary the data uses. We can define the vocabulary (what elements and attributes an XML document can use)
using either 

a document type definition (DTD) or the XML Schema language. 

Schemas provide the ability to define an element\\'s type (string, integer, etc.) and much finer constraints (a positive
integer, a string starting with an uppercase letter, etc.). DTDs enforce a strict ordering of elements; schemas have a
more 

flexible range of options. Finally schemas are written in XML, whereas DTDs have their own syntax. For an application
to accept an XML document, it must be both well formed and valid. A document that is not well formed is not really XML 

and doesn\\'t conform to the W3C\\'s stipulations for an XML document. A parser will fail when given that document,
even if validation is turned off. 
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