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QUESTION 1

The availability of a system has been labeled as the highest priority. Which of the following should be focused on the
MOST to ensure the objective? 

A. Authentication 

B. HVAC 

C. Full-disk encryption 

D. File integrity checking 

Correct Answer: B 

 

QUESTION 2

A department head at a university resigned on the first day of the spring semester. It was subsequently determined that
the department head deleted numerous files and directories from the server-based home directory while the campus
was closed. Which of the following policies or procedures could have prevented this from occurring? 

A. Time-of-day restrictions 

B. Permission auditing and review 

C. Offboarding 

D. Account expiration 

Correct Answer: C 

 

QUESTION 3

An organization relies heavily on an application that has a high frequency of security updates. At present, the security
team only updates the application on the first Monday of each month, even though the security updates are released as
often as twice a week. Which of the following would be the BEST method of updating this application? 

A. Configure testing and automate patch management for the application. 

B. Configure security control testing for the application. 

C. Manually apply updates for the application when they are released. 

D. Configure a sandbox for testing patches before the scheduled monthly update. 

Correct Answer: A 

 

QUESTION 4

Latest RC0-501 Dumps | RC0-501 PDF Dumps | RC0-501 Practice Test                                2 / 7

https://www.pass4itsure.com/rc0-501.html
https://www.pass4itsure.com/rc0-501.html
https://www.pass4itsure.com/rc0-501.html


https://www.pass4itsure.com/rc0-501.html
2023 Latest pass4itsure RC0-501 PDF and VCE dumps Download

An employer requires that employees use a key-generating app on their smartphones to log into corporate applications.
In terms of authentication of an individual, this type of access policy is BEST defined as: A. Something you have. 

B. Something you know. 

C. Something you do. 

D. Something you are. 

Correct Answer: A 

 

QUESTION 5

The administrator installs database software to encrypt each field as it is written to disk. Which of the following describes
the encrypted data? 

A. In-transit 

B. In-use 

C. Embedded 

D. At-rest 

Correct Answer: B 

 

QUESTION 6

A security consultant discovers that an organization is using the PCL protocol to print documents, utilizing the default
driver and print settings. Which of the following is the MOST likely risk in this situation? 

A. An attacker can access and change the printer configuration. 

B. SNMP data leaving the printer will not be properly encrypted. 

C. An MITM attack can reveal sensitive information. 

D. An attacker can easily inject malicious code into the printer firmware. 

E. Attackers can use the PCL protocol to bypass the firewall of client computers. 

Correct Answer: B 

 

QUESTION 7

A security program manager wants to actively test the security posture of a system. The system is not yet in production
and has no uptime requirement or active user base. Which of the following methods will produce a report which shows
vulnerabilities that were actually explogted? 

A. Peer review 
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B. Component testing 

C. Penetration testing 

D. Vulnerability testing 

Correct Answer: C 

A penetration test, or pen test, is an attempt to evaluate the security of an IT infrastructure by safely trying to explogt
vulnerabilities. 

 

 

QUESTION 8

A software developer wants to ensure that the application is verifying that a key is valid before establishing SSL
connections with random remote hosts on the Internet. Which of the following should be used in the code? (Select
TWO.) 

A. Escrowed keys 

B. SSL symmetric encryption key 

C. Software code private key 

D. Remote server public key 

E. OCSP 

Correct Answer: CE 

 

QUESTION 9

An organization is comparing and contrasting migration from its standard desktop configuration to the newest version of
the platform. Before this can happen, the Chief Information Security Officer (CISO) voices the need to evaluate the
functionality of the newer desktop platform to ensure interoperability with existing software in use by the organization. In
which of the following principles of architecture and design is the CISO engaging? 

A. Dynamic analysis 

B. Change management 

C. Baselining 

D. Waterfalling 

Correct Answer: B 

 

QUESTION 10

Which of the following characteristics differentiate a rainbow table attack from a brute force attack? (Select two.) 
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A. Rainbow table attacks greatly reduce compute cycles at attack time. 

B. Rainbow tables must include precomputed hashes. 

C. Rainbow table attacks do not require access to hashed passwords. 

D. Rainbow table attacks must be performed on the network. 

E. Rainbow table attacks bypass maximum failed login restrictions. 

Correct Answer: BE 

 

QUESTION 11

Which of the following is the LEAST secure hashing algorithm? 

A. SHA1 

B. RIPEMD 

C. MD5 

D. DES 

Correct Answer: C 

 

QUESTION 12

During a routine audit, it is discovered that someone has been using a stale administrator account to log into a seldom
used server. The person has been using the server to view inappropriate websites that are prohibited to end users.
Which of the following could best prevent this from occurring again? 

A. Credential management 

B. Group policy management 

C. Acceptable use policy 

D. Account expiration policy 

Correct Answer: B 

 

QUESTION 13

Which of the following BEST describes an attack where communications between two parties are intercepted and
forwarded to each party with neither party being aware of the interception and potential modification to the
communications? 

A. Spear phishing 

B. Main-in-the-middle 
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C. URL hijacking 

D. Transitive access 

Correct Answer: B 

 

QUESTION 14

During a recent audit, it was discovered that many services and desktops were missing security patches. Which of the
following BEST describes the assessment that was performed to discover this issue? 

A. Network mapping 

B. Vulnerability scan 

C. Port Scan 

D. Protocol analysis 

Correct Answer: B 

 

QUESTION 15

When systems, hardware, or software are not supported by the original vendor, it is a vulnerability known as: 

A. system sprawl 

B. end-of-life systems 

C. resource exhaustion 

D. a default configuration 

Correct Answer: B 
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