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QUESTION 1

Which of the following BEST describe the OWASP Top 10? (Choose two.) 

A. The most critical risks of web applications 

B. A list of all the risks of web applications 

C. The risks defined in order of importance 

D. A web-application security standard 

E. A risk-governance and compliance framework 

F. A checklist of Apache vulnerabilities 

Correct Answer: AC 

Reference: https://www.synopsys.com/glossary/what-is-owasp-top-10.html 

 

QUESTION 2

Running a vulnerability scanner on a hybrid network segment that includes general IT servers and industrial control
systems: 

A. will reveal vulnerabilities in the Modbus protocol. 

B. may cause unintended failures in control systems. 

C. may reduce the true positive rate of findings. 

D. will create a denial-of-service condition on the IP networks. 

Correct Answer: B 

Reference: https://www.hsdl.org/?viewanddid=7262 

 

QUESTION 3

A penetration tester has been given an assignment to attack a series of targets in the 192.168.1.0/24 range, triggering
as few alarms and countermeasures as possible. Which of the following Nmap scan syntaxes would BEST accomplish
this objective? 

A. nmap-sT -vvv -O 192.168.1.2/24-PO 

B. nmap -sV 192.168.1.2/24-PO 

C. nmap -sA -v -O 192.168.1.2/24 

D. nmap -sS -O 192.168.1.2/24-T1 
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Correct Answer: D 

Reference: https://nmap.org/book/man-port-scanning-techniques.html 

 

QUESTION 4

Which of the following tools would be MOST useful in collecting vendor and other security- relevant information for IoT
devices to support passive reconnaissance? 

A. Shodan 

B. Nmap 

C. WebScarab-NG 

D. Nessus 

Correct Answer: B 

 

QUESTION 5

A penetration tester is assessing a wireless network. Although monitoring the correct channel and SSID, the tester is
unable to capture a handshake between the clients and the AP. Which of the following attacks is the MOST effective to
allow the penetration tester to capture a handshake? 

A. Key reinstallation 

B. Deauthentication 

C. Evil twin 

D. Replay 

Correct Answer: B 

Deauth will make the client connect again 

 

QUESTION 6

A penetration tester has established an on-path position between a target host and local network services but has not
been able to establish an on-path position between the target host and the Internet. Regardless, the tester would like to
subtly redirect HTTP connections to a spoofed server IP. Which of the following methods would BEST support the
objective? 

A. Gain access to the target host and implant malware specially crafted for this purpose. 

B. Exploit the local DNS server and add/update the zone records with a spoofed A record. 

C. Use the Scapy utility to overwrite name resolution fields in the DNS query response. 

D. Proxy HTTP connections from the target host to that of the spoofed host. 
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Correct Answer: D 

 

QUESTION 7

A tester who is performing a penetration test on a website receives the following output: 

Warning: mysql_fetch_array() expects parameter 1 to be resource, boolean given in /var/www/search.php on line 62 

Which of the following commands can be used to further attack the website? 

A. var adr= `../evil.php?test=\\' + escape(document.cookie); 

B. ../../../../../../../../../../etc/passwd 

C. /var/www/html/index.php;whoami 

D. 1 UNION SELECT 1, DATABASE(),3-

Correct Answer: D 

 

QUESTION 8

A company uses a cloud provider with shared network bandwidth to host a web application on dedicated servers. The
company\\'s contact with the cloud provider prevents any activities that would interfere with the cloud provider\\'s other
customers. When engaging with a penetration-testing company to test the application, which of the following should the
company avoid? 

A. Crawling the web application\\'s URLs looking for vulnerabilities 

B. Fingerprinting all the IP addresses of the application\\'s servers 

C. Brute forcing the application\\'s passwords 

D. Sending many web requests per second to test DDoS protection 

Correct Answer: D 

 

QUESTION 9

A penetration tester wants to perform reconnaissance without being detected. Which of the following activities have a
MINIMAL chance of detection? (Choose two.) 

A. Open-source research 

B. A ping sweep 

C. Traffic sniffing 

D. Port knocking 

E. A vulnerability scan 
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F. An Nmap scan 

Correct Answer: AC 

Reference: https://www.sciencedirect.com/topics/computer-science/passive- reconnaissance 

 

QUESTION 10

A penetration tester has gained access to a network device that has a previously unknown IP range on an interface.
Further research determines this is an always-on VPN tunnel to a third-party supplier. 

Which of the following is the BEST action for the penetration tester to take? 

A. Utilize the tunnel as a means of pivoting to other internal devices. 

B. Disregard the IP range, as it is out of scope. 

C. Stop the assessment and inform the emergency contact. 

D. Scan the IP range for additional systems to exploit. 

Correct Answer: D 

 

QUESTION 11

A penetration tester is scanning a corporate lab network for potentially vulnerable services. Which of the following Nmap
commands will return vulnerable ports that might be interesting to a potential attacker? 

A. nmap192.168.1.1-5-PU22-25,80 

B. nmap192.168.1.1-5-PA22-25,80 

C. nmap192.168.1.1-5-PS22-25,80 

D. nmap192.168.1.1-5-Ss22-25,80 

Correct Answer: C 

PS/PA/PU/PY are host discovery flags which use TCP SYN/ACK, UDP or SCTP discovery respectively. And since the
ports in the options are mostly used by TCP protocols, then it\\'s either the PS or PA flag. But since we need to know if
the ports are live, sending SYN packet is a better alternative. Hence, I choose PS in this case. 

 

QUESTION 12

A penetration tester writes the following script: 
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Which of the following objectives is the tester attempting to achieve? 

A. Determine active hosts on the network. 

B. Set the TTL of ping packets for stealth. 

C. Fill the ARP table of the networked devices. 

D. Scan the system on the most used ports. 

Correct Answer: A 

 

QUESTION 13

A new client hired a penetration-testing company for a month-long contract for various security assessments against the
client\\'s new service. The client is expecting to make the new service publicly available shortly after the assessment is
complete and is planning to fix any findings, except for critical issues, after the service is made public. The client wants
a simple report structure and does not want to receive daily findings. 

Which of the following is most important for the penetration tester to define FIRST? 

A. Establish the format required by the client. 

B. Establish the threshold of risk to escalate to the client immediately. 

C. Establish the method of potential false positives. 

D. Establish the preferred day of the week for reporting. 

Correct Answer: B 

 

QUESTION 14

A penetration tester downloaded the following Perl script that can be used to identify vulnerabilities in network switches.
However, the script is not working properly. Which of the following changes should the tester apply to make the script
work as intended? 

A. Change line 2 to $ip= 10.192.168.254; 

B. Remove lines 3, 5, and 6. 

C. Remove line 6. 

D. Move all the lines below line 7 to the top of the script. 

Correct Answer: B 
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https://www.asc.ohio-state.edu/lewis.239/Class/Perl/perl.html Example script: 

#!/usr/bin/perl 

$ip=$argv[1]; 

attack($ip); 

sub attack { 

print("x"); 

} 

 

QUESTION 15

A penetration tester has identified several newly released CVEs on a VoIP call manager. The scanning tool the tester
used determined the possible presence of the CVEs based off the version number of the service. Which of the following
methods would BEST support validation of the possible findings? 

A. Manually check the version number of the VoIP service against the CVE release 

B. Test with proof-of-concept code from an exploit database 

C. Review SIP traffic from an on-path position to look for indicators of compromise 

D. Utilize an nmap-sV scan against the service 

Correct Answer: B 

Reference: https://dokumen.pub/hacking-exposed-unified-communications-amp-voip-security-secrets-amp-
solutions-2nd-edition-9780071798778-0071798773-9780071798761-0071798765.html 
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