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QUESTION 1

Which two options describe use cases of internal and external tags in Panorama? (Choose two) 

A. device group membership 

B. template membership 

C. Dynamic Address Group membership 

D. rule grouping 

Correct Answer: AC 

 

 

QUESTION 2

A single VM runs a web server and a DNS server A separate VM needs to access the DNS server, but is 

not allowed to access the web server. 

What network control functionality is necessary to enforce this security posture? 

A. can use a Palo Alto Networks NGFW for this requirement, but not a port filter firewall. 

B. can use either a Palo Alto Networks NGFW or a port filler firewall for this requirement. 

C. can use a port filter firewall for this requirement but not the Palo Alto Networks NGFW. 

D. can use a specialized VM with advanced threat protection for this requirement 

Correct Answer: C 

 

 

QUESTION 3

What are three requirements to automate service deployment of a VM-Series firewall from an NSX Manager? (Choose
three) 

A. vCenter has been given Palo Alto Networks subscription licenses for VM-Series firewalls. 

B. The deployed VM-Series firewall can establish communications with Panorama. 

C. Panorama has been configured to recognize both the NSX Manager and vCenter. 

D. Panorama can establish communications to the public Palo Alto Networks update servers. 

E. The NSX Manager completed the host preparation prior to the VM-Series firewall service deployment. 
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Correct Answer: ACD 

 

 

QUESTION 4

Whichthree deployment modes of VM-Series firewalls are supported across NSX-T? (Choose three) 

A. Partner Service 

B. Boot Strap 

C. Prism Central 

D. Tier-1 insertion 

E. Tier-0 insertion 

Correct Answer: ADE 

https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/set-up-the-vm-series-firewall-onnsx/set-up-the-
vm-series-firewall-on-nsx-t/supported-deployments-of-the-vm-series-firewall-on-vmwarensx-t.html 

You can deploy one or more instances of the VM-Series firewall as a partner service in your VMware NSXT Data
Center. Attach a VM-Series firewall to any tier-0 or tier-1 logical router to protect north-south traffic. You can deploy the
VM-Series firewall as standalone service instance or two firewalls in a high-availability (HA) pair. Panorama manages
the connection with NSX-T Manager and the VM-Series firewalls deployed in your NSX-T software-defined datacenter.
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Tier-0 Insertion--Tier-0 insertion deploys a VM-Series firewall to a tier-0 logical router, which processes traffic between
logical and physical networks. When you deploy the VM-Series firewall with tier-0 insertion, NSX-T Manager uses the
deployment information you configured on Panorama to attach a firewall to a tier-0 logical router in virtual wire mode.
Tier-1 Insertion--Tier-1 insertion deploys a VM-Series firewall to a tier-1 logical router, which provides downlink
connections to segments and uplink connection to tier-0 logical routers. NSX-T Manager attaches VM-Series firewalls
deployed with tier-1 insertions to a tier-1 logical router in virtual wire mode. After deploying the firewall, you configure
traffic redirection rules that send traffic to the VM-Series firewall when crossing a tier-0 or tier-1 router. Security policy
rules that you configure on Panorama are pushed to managed VM-Series firewalls and then applied to traffic passing
through the firewall. 

 

QUESTION 5

Which feature removes the limitation of requiring the first interface to be management? 

A. Management interface swap 

B. Utilize a separate Load Balancer VM 

C. Utilize a separate NAT VM. 

D. Dataport interface switch 

Correct Answer: B 

 

QUESTION 6

How do Palo Alto Networks NGFWs integrate with an ACI architecture? 

A. SDN code hooks can help to detonate malicious file samples designed to detect virtual environments 

B. Traffic can be automatically redirected using static Address objects. 

C. VXLAN or NVGRE traffic is terminated and inspected for translation to VLANs. 

D. Controllers can program firewalls using a REST-based API. 

Correct Answer: B 

 

QUESTION 7

What is the default session distribution policy in the PA-7000 Series? 

A. Hash 

B. Egress-Slot 

C. Round Robin 

D. Ingress-Slot 

Correct Answer: D 
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( PA-7000 Series firewalls only ) New sessions are assigned to a DP on the same NPC on which the first packet of the
session arrived. The selection of the DP is based on the session-load algorithm but, in this case, sessions are limited to
the DPs on the ingress NPC. 

Depending on the traffic and network topology, this policy generally decreases the odds that traffic will need to traverse
the switch fabric. 

Use this policy to reduce latency if both ingress and egress are on the same NPC. If the firewall has a mix of NPCs
(PA-7000 20G and PA-7000 20GXM for example), this policy can isolate the increased capacity to the corresponding
NPCs and help to isolate the impact of NPC failures. 

 

QUESTION 8

What is the major decision factor that customers use when selecting a managed container platform such as
AS/EKS/GKE? 

A. licensing costs 

B. enhanced capabilities not available in vanilla K8s 

C. no need to manage containers, just the application code. 

D. reduced operational costs and management overhead 

Correct Answer: B 

 

QUESTION 9

Which two OpenStack components areused in the creation of a VM-Series firewall from a heat template in OpenStack?
(Choose two) 

A. Swift creates the storage resources. 

B. Nova creates the firewall instance. 

C. Horizon 

D. Neutron creates the network resources. 

Correct Answer: AC 

 

 

QUESTION 10

How does Palo Alto Networks VM orchestration help service providers automatically provision security instances and
policies on demand? (Choose two) 

A. Aperture Orchestration Engine (AOE) 

B. Support for Dynamic Address Groups 
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C. Fully instrumented API 

D. VM Orchestration Policy Editor 

Correct Answer: BC 
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