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QUESTION 1

Which CLI command will allow you to view latency, jitter and packet loss on a virtual SD-WAN interface?

A. »show sdwan path-monitor stats vif <asdwan.x>
B. : : i
>show adwan rule interface <adwan.x>
C. : 3 : ; 3
»show sdwan connection all <sdwan—interface>
D.
»show sdwan s==sion distribution policy-—name <adwan-policy-aame>
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A

https://docs.paloaltonetworks.com/sd-wan/1-0/sd-wan-admin/troubleshooting/use-cli-commands-for-sd-wan-tasks.html

QUESTION 2

A customer has business-critical applications that rely on the general web-browsing application. Which security profile
can help prevent drive-by-downloads while still allowing web-browsing traffic?

A. File Blocking Profile

B. DoS Protection Profile

C. URL Filtering Profile

D. Vulnerability Protection Profile

Correct Answer: A

Reference: https://www.google.com/url?sa=tandrct=jandg=andesrc=sandsource=webandcd=andved=2ahUKEwjaw53C
vdHYAhUPYy4UKHXT5D-MQFnNoECAMQAQandurl=https%3A%2F%2Fknowledgebase.paloaltonetworks.com%2Fserviet

%2FfileField%3Fentityld%
3Dkal0g000000UOroAAC%26field%3DAttachment_1__ Body _sandusg=AOvVaw3DCBM7-FwWInkWYANLrzUt (32)

QUESTION 3

Which four actions can be configured in an Anti-Spyware profile to address command-and-control traffic from
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compromised hosts? (Choose four.)
A. Quarantine

B. Allow

C. Reset

D. Redirect

E. Drop

F. Alert

Correct Answer: BCEF

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/anti-spyware-profiles.html

QUESTION 4

WildFire can discover zero-day malware in which three types of traffic? (Choose three)
A. SMTP

B. HTTPS

C.FTP

D. DNS

E. TFTP

Correct Answer: ABC

QUESTION 5

A Fortune 500 customer has expressed interest in purchasing WildFire; however, they do not want to send discovered
malware outside of their network.

Which version of WildFire will meet this customer\\'s requirements?
A. WildFire Private Cloud

B. WildFire Government Cloud

C. WildFire Secure Cloud

D. WildFire Public Cloud

Correct Answer: A
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QUESTION 6

Which two features can be enabled to support asymmetric routing with redundancy on a Palo Alto networks next-
generation firewall (NGFW)? (Choose two.)

A. Active / active high availability (HA)
B. Multiple virtual systems

C. non-SYN first packet

D. Asymmetric routing profile

Correct Answer: AC

QUESTION 7

Which three settings must be configured to enable Credential Phishing Prevention? (Choose three.)
A. define an SSL decryption rulebase

B. enable User-ID

C. validate credential submission detection

D. enable App-1D

E. define URL Filtering Profile

Correct Answer: BCE

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/threat-prevention/prevent-credential-phishing.html

QUESTION 8

Which are the three mandatory components needed to run Cortex XDR? (Choose three.)
A. Panorama

B. NGFW with PANOS 8 0.5 or later

C. Cortex Data Lake

D. Traps

E. Pathfinder

F. Directory Syn Service

Correct Answer: BCF
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https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-prevent-admin/cortex-xdr-prevent-overview/cortex-xdr-
prevent-architecture

QUESTION 9

In which two cases should the Hardware offering of Panorama be chosen over the Virtual Offering? (Choose two.)
A. Dedicated Logger Mode is required

B. Logs per second exceed 10,000

C. Appliance needs to be moved into data center

D. Device count is under 100

Correct Answer: AB

QUESTION 10

What are two benefits of using Panorama for a customer who is deploying virtual firewalls to secure data center traffic?
(Choose two.)

A. It can provide the Automated Correlation Engine functionality, which the virtual firewalls do not support.
B. It can monitor the virtual firewalls\\' physical hosts and Vmotion them as necessary

C. It can automatically create address groups for use with KVM.

D. It can bootstrap the virtual firewalls for dynamic deployment scenarios.

Correct Answer: AD

QUESTION 11

Which domain permissions are required by the User-ID Agent for WMI Authentication on a Windows Server? (Choose
three.)

A. Domain Administrators
B. Enterprise Administrators
C. Distributed COM Users
D. Event Log Readers

E. Server Operator

Correct Answer: ADE

https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-web-interface-help/user-identification/device-user-identification-
user-mapping/user-id-agent-setup/user-id-agent-setup-wmi-authentication
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QUESTION 12

The firewall includes predefined reports, custom reports can be built for specific data and actionable tasks, or predefined
and custom reports can be combined to compile information needed to monitor network security.

The firewall provides which three types of reports? (Choose three.)
A. SNMP Reports

B. PDF Summary Reports

C. Netflow Reports

D. Botnet Reports

E. User or Group Activity Reports

Correct Answer: CDE

QUESTION 13

Select the BOM for the Prisma Access, to provide access for 5500 mobile users and 10 remote locations (100Mbps
each) for one year, including Base Support and minimal logging. The customer already has 4x PA5220r 8x PA3220,1x
Panorama VM for 25 devices.

A. 5500x PAN-GPCS-USER-C-BAS-1YR, 1000x PAN-GPCS-NET-B-BAS-1YR, 1x PAN-LGS-1TB-1YR

B. 5500x PAN-GPCS-USER-C-BAS-1YR, 1000x PAN-GPCS-NET-B-BAS-1YR, 1x PAN-SVC-BAS-PRA-25. 1x PAN-
PRA-25

C. 5500x PAN-GPCS-USER-C-BAS-1YR, 1000x PAN-GPCS-NET-B-BAS-1YRr 1x PAN-LGS-1TB-1YR, 1x PAN-
PRA-25, 1x PAN-SVC-BAS-PRA-25

D. 1x PAN-GPCS-USER-C-BAS-1YR, 1x PAN-GPCS-NET-B-BAS-1YR, 1x PAN-LGS-1TB-1YR

Correct Answer: C

QUESTION 14

XYZ Corporation has a legacy environment with asymmetric routing. The customer understands that Palo Alto Networks
firewalls can support asymmetric routing with redundancy.

Which two features must be enabled to meet the customer\\'s requirements? (Choose two.)
A. Virtual systems
B. HA active/active

C. HA active/passive
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D. Policy-based forwarding

Correct Answer: BD

QUESTION 15

Which two configuration elements can be used to prevent abuse of stolen credentials? (Choose two.)
A. WildFire analysis

B. Dynamic user groups (DUGS)

C. Multi-factor authentication (MFA)

D. URL Filtering Profiles

Correct Answer: CD
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