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QUESTION 1

Which two of the following are benefits of the Palo AltoNetworks Zero Trust architecture? (Choose two.) 

Select 2 Correct Responses 

A. tighter access control 

B. increased detection of threats and infiltration 

C. more network segments 

D. cloud-based virtual private network (VPN) 

Correct Answer: AB 

 

QUESTION 2

How does Cloud Identity Engine (CIE) simplify deployment of cloudbased services to provide user authentication? 

A. It allows configuration of an authentication source once instead of for eachauthentication method. 

B. It expands the capability to filter and forward decrypted and non-decrypted Transport Layer Security (TLS) traffic. 

C. It ensures that a compromised master key does not compromise the configuration encryption for an entire
deployment. 

D. It authenticates users via a cloud-based service and refers to the hub for mappings for group identification. 

Correct Answer: D 

 

QUESTION 3

An administrator wants to deploy a pair of firewalls in an active/active high availability (HA) architecture. 

Which two deployment types are supported in this circumstance? (Choose two.) Select 2 Correct Responses 

A. Layer 3 

B. TAP mode 

C. Virtual Wire 

D. Layer 2 

Correct Answer: AC 

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClzkCAC
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/high-availability/ha-concepts/
hamodes#id15a9d293-d220-431a-b616-bea9eedfdab2 
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QUESTION 4

In which two of the following scenarios is personal data excluded fromprotection under the General Data Protection
Regulation (GDPR)? 

Select 2 Correct Responses 

A. The data was automated as part of an information filing system. 

B. The data was generated in the course of a purely personal or household activity. 

C. The data will be used for the prevention of criminal offenses. 

D. The data is related to a person\\'s economic or cultural identity. 

Correct Answer: AC 

 

 

QUESTION 5

Which three of the following arefeatures of the Palo Alto Networks Next-Generation Firewall (NGFW) that differentiate it
from a stateful inspection firewall? (Choose three.) 

Select 3 Correct Responses 

A. Login-ID 

B. User-ID 

C. App-ID 

D. Network-ID 

E. SSL/SSH Decrypt 

Correct Answer: BCE 

 

QUESTION 6

Which of the following statements applies to enabling App-ID on a Next-Generation Firewall (NGFW)? 

A. No additional purchase is required, but App-ID must be enabled for the customer to use it. 

B. An App-ID subscription must be purchased and enabled. 

C. No configuration is required, because App-ID is always enabled by default. 

D. A Threat Protection license must be purchased and enabled. 

Correct Answer: C 
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QUESTION 7

Which feature allows a customer to gain visibility and respond to changes in user behavior or potential threats without
manual policy changes? 

A. User-ID agent 

B. dynamic user groups (DUGs) 

C. Lightweight Directory Access Protocol (LDAP) sync 

D. dynamic address objects 

Correct Answer: B 

 

QUESTION 8

The Security Operations Center (SOC) has noticed that a user has large amounts of data going to and coming from an
external encrypted website. The SOC would like to identify the data being sent to and received from this website. 

Which Secure Sockets Layer (SSL) decryption method supported by Palo Alto Networks would allow the SOC to see
this data? 

A. Forward Proxy 

B. Web Proxy 

C. Certificate Proxy 

D. Inbound Proxy 

Correct Answer: A 

 

 

QUESTION 9

Which section of a Security Lifecycle Review (SLR) report summarizes risk exposure by breaking down a detected
attack on the network? 

A. Advanced URL Filtering Analysis 

B. SaaSApplications 

C. Threats at a Glance 

D. Applications that Introduce Risk 

Correct Answer: C 
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QUESTION 10

Which of the following is an advantage of the Palo Alto Networks Next-Generation Firewall (NGFW)? 

A. Docker containerscan be run on the hardware to add features. 

B. It identifies applications by port number and protocol. 

C. It is well positioned in the network to do more than provide access control. 

D. Customers can create their own mix of security vendor products. 

Correct Answer: C 
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