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QUESTION 1

Which profile or policy should be applied to protect against port scans from the internet?
A. An App-ID security policy rule to block traffic sourcing from the untrust zone

B. Security profiles to security policy rules for traffic sourcing from the untrust zone

C. Interface management profile on the zone of the ingress interface

D. Zone protection profile on the zone of the ingress interface

Correct Answer: D

QUESTION 2

A customer is adopting Microsoft Office 365 but is concerned about the potential security exposure that such a move
could mean. The security analyst suggests using Aperture and the Palo Alto Network firewall together to provide data
and network security.

What are the two reasons this solution has been suggested? (Choose two.)

A. The firewall secures data in transit between the network and the cloud.

B. Aperture prevents users from using non-sanctioned SaaS applications.

C. The firewall scans data that resides in the cloud for malware.

D. Aperture scans data that resides in the cloud for sensitive information.

Correct Answer:. AB

QUESTION 3

A specific URL keeps appearing in URL filtering log entries, it was blocked successfully, but the administrator would like
to investigate further.

In which two ways would AutoFocus help this administrator? (Choose two.)

A. Generate a list of IP addresses for use in Dynamic Address Groups on the firewall
B. Identify malicious files associated with this URL

C. Generate a correlation object that can be used to monitor associated activities

D. Identify malware campaigns associated with this URL

Correct Answer: AD
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QUESTION 4

A price sensitive customer wants to prevent attacks on a windows 2008 Virtual Server. The server will max out at

100Mbps but needs to have 45,000 sessions to connect to multiple hosts within a data center.
Which VM instance should be used to secure the network by this customer?

A. VM-200

B. VM-100

C. VM-300

D. VM-50

Correct Answer: D

QUESTION 5

What are the three benefits of the Palo Alto Networks migration tool? (Choose three.)

A. Conversion of existing firewall policies to Palo Alto Networks NGFW policies

B. Analysis of existing firewall environment

C. Assistance with the transition from POC to Production

D. Elimination of the need for consulting/professional services

E. The migration tool provides App-ID enhancements to improve Technical Support calls

Correct Answer: ABC

QUESTION 6

What are the two group options for database when creating a custom report? (Choose two)
A. Oracle

B. SQL

C. Detailed Logs

D. Summary Databases

Correct Answer: CD
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QUESTION 7

What are three sources of malware sample data for the Palo Alto Networks Threat Intelligence Cloud? (Choose three.)
A. Third-Party data feeds, like the partnership with ProofPoint and the Cyber Threat Alliance

B. Palo Alto Networks AutoFocus generated Correlation Objects

C. Palo Alto Networks Next Generation Firewalls deployed with Wildfire Analysis Security Profiles

D. WF-500 configured as private clouds for privacy concerns

E. Palo Alto Networks non-firewall products, like Traps and Aperture

Correct Answer: ABE

https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/autofocus

QUESTION 8

An SE is preparing an SLR report for a school and wants to emphasize URL filtering capabilities because the school is
concerned that its students are accessing inappropriate websites. The URL categories being chosen by default in the
report are not highlighting these types of websites.

How should the SE show the customer the firewall can detect that these websites are being accessed?

A. Remove unwanted categories listed under "High Risk" and use relevant information

B. Create a footnote within the SLR generation tool

C. Edit the Key-Findings text to list the other types of categories that may be of interest

D. Produce the report and edit the PDF manually

Correct Answer: A

QUESTION 9

Which three network events are highlighted through correlation objects as a potential security risks? (Choose three.)
A. Identified vulnerability exploits

B. Suspicious traffic patterns

C. Known command-and-control activity

D. Launch of an identified malware executable file

E. Endpoints access files from a removable drive
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Correct Answer: ABC

QUESTION 10

Which two components must to be configured within User-ID on a new firewall that has been implemented? (Choose
two.)

A. Group Mapping

B. 802.1X Authentication
C. Proxy Authentication
D. User mapping
Correct Answer: AD

Explanation: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/user- id/enable-user-id
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