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QUESTION 1

A customer is adopting Microsoft Office 365 but is concerned about the potential security exposure that such a move
could mean. The security analyst suggests using Aperture and the Palo Alto Network firewall together to provide data
and network security. 

What are the two reasons this solution has been suggested? (Choose two.) 

A. The firewall secures data in transit between the network and the cloud. 

B. Aperture prevents users from using non-sanctioned SaaS applications. 

C. The firewall scans data that resides in the cloud for malware. 

D. Aperture scans data that resides in the cloud for sensitive information. 

Correct Answer: AB 

 

 

QUESTION 2

A customer is seeing an increase in the number of malicious files coming in from undetectable sources in 

their network. 

These files include doc and .pdf file types. The customer believes that someone has clicked an email that 

might have contained a malicious file type. The customer already uses a firewall with User-ID enabled. 

Which feature must also be enabled to prevent these attacks? 

A. WildFire 

B. App-ID 

C. Custom App-ID rules 

D. Content Filtering 

Correct Answer: A 

 

 

QUESTION 3

Which three network events are highlighted through correlation objects as a potential security risks? (Choose three.) 

A. Identified vulnerability exploits 

B. Suspicious traffic patterns 
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C. Known command-and-control activity 

D. Launch of an identified malware executable file 

E. Endpoints access files from a removable drive 

Correct Answer: ABC 

 

QUESTION 4

An administrator needs a PDF summary report that contains information compiled from existing reports 

based on data for the top 5 in each category. 

How often will the Administrator receive the report? 

A. Bi-weekly 

B. Daily 

C. Weekly 

D. Monthly 

Correct Answer: B 

 

 

QUESTION 5

Which license is required to receive weekly dynamic updates to the correlation objects on the firewall and Panorama? 

A. WildFire on the firewall, and AutoFocus on Panorama 

B. URL Filtering on the firewall, and MindMeld on Panorama 

C. Threat Prevention on the firewall, and Support on Panorama 

D. GlobalProtect on the firewall, and Threat Prevention on Panorama 

Correct Answer: C 

 

QUESTION 6

Which configuration creates the most comprehensive "best-practice" Anti Spyware profile to prevent command and
Control traffic? 

A. Clone the Strict Anti-Spyware Profile, enable DNS Sinkholing and Passive DNS Monitoring, and deploy this
customized clone 

B. Clone the Default Anti-Spyware Profile and enable DNS Sinkholing and Passive DNS Monitoring, and deploy this
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customized clone 

C. Edit and deploy the Default Anti-Spyware Profile (DNS Sinkholing and Passive DNS Monitoring is already enabled) 

D. Edit and deploy the Strict Anti-Spyware Profile Profile (DNS Sinkholing and Passive DNS Monitoring is already
enabled) 

Correct Answer: A 

 

 

QUESTION 7

Which profile or policy should be applied to protect against port scans from the internet? 

A. An App-ID security policy rule to block traffic sourcing from the untrust zone 

B. Security profiles to security policy rules for traffic sourcing from the untrust zone 

C. Interface management profile on the zone of the ingress interface 

D. Zone protection profile on the zone of the ingress interface 

Correct Answer: D 

 

QUESTION 8

What is the HA limitation specific to the PA-200 appliance? 

A. Can be deployed in either an active/passive or active/active HA pair 

B. Can only synchronize configurations and does not support session synchronization 

C. Has a dedicated HA1 and HA2 ports, but no HA3 

D. Is the only Palo Alto Networks firewall that does not have any HA capabilities 

Correct Answer: B 

 

QUESTION 9

Which two designs require virtual systems? (Choose two.) 

A. A shared gateway interface that does not need a full administrative boundary 

B. A virtual router as a replacement for an internet-facing router 

C. A single physical firewall shared by different organizations, each with unique traffic control needs 

D. A VMware NSX deployment that needs micros segmentation 
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Correct Answer: BC 

 

QUESTION 10

Which variable is used to regulate the rate of file submission to WildFire? 

A. Based on the purchase license 

B. Maximum number of files per minute 

C. Available bandwidth 

D. Maximum number of files per day 

Correct Answer: B 

https://www.paloaltonetworks.com/documentation/80/wildfire/wf_admin/submit-files-for- wildfire-analysis/ firewall-file-
forwarding-capacity-by-model 
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