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QUESTION 1

Which is the proper order of tasks that an administrator needs to perform to successfully create and install Traps 4.x for
macOS agents? 

A. Download ClientUpgradePackage_4.x.x.zip from the support portal. Copy ClientUpgradePackage_4.x.x.zip to target
endpoint. Unzip and run traps pkg. 

B. Download ClientUpgradePackage.zip from the support portal. Create installation package on ESM using .zip file,
download installpackage.zip file. Copy installpackage.zip to target endpoint. Unzip and run traps pkg. 

C. Download Traps_macOS_4.x.x.zip from the support portal. Copy Traps_macOS_4.x.x.zip to target endpoint. Unzip
and run traps pkg. 

D. Download Traps_macOS_4.x.x.zip from the support portal. Create installation package on ESM using .zip file,
download installpackage.zip file. Copy installpackage.zip to target endpoint. Unzip and run traps pkg. 

Correct Answer: D 

 

QUESTION 2

An Administrator has identified an EPM-triggered false positive and has used the Create Rule button from within the
relevant entry in the Security Events > Preventions > Exploits tab. What is the result of the created rule? 

A. The new rule stops all EPM injection into the faulted process. 

B. The new rule stops all EPM injection into processes on the machine on which the prevention was triggered. 

C. The new rule excludes the endpoint from Traps protection. 

D. The new rule will include the EPM that raised the prevention, the process that triggered the prevention, the machine
on which the prevention was triggered, and a descriptive name for the rule. 

Correct Answer: B 

 

QUESTION 3

An administrator would like to add Google Chrome and Google Chrome Helper to the exploit prevention policy for
macOS. In order to achieve this task, which option should be added to the macOS protected processes list? 

A. chrome app 

B. google chrome and google chrome helper 

C. chrome* 

D. google chrome 

Correct Answer: B 
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QUESTION 4

Which two are valid optional parameters when upgrading Traps agent from the ESM console using Upgrade from path?
(Choose two.) 

A. Conditions 

B. Processes 

C. ESM Server 

D. Target Objects 

E. Features 

Correct Answer: AD 

 

QUESTION 5

A customer plans to test the malware prevention capabilities of Traps. It has defined this policy. Local analysis is
enabled Quarantining of malicious files is enabled Files are to be uploaded to WildFire 

No executables have been whitelisted or blacklisted in the ESM Console Hash Control screen. Malware sample A has a
verdict of Malicious in the WildFire service. Malware sample B is unknown to WildFire. Which behavior will result? 

A. WildFire will block sample A as known malware; sample B will be blocked as an unknown binary while the file is
analyzed by WildFire for a final verdict. 

B. Hash Control already knows sample A locally in the endpoint cache and will block it. Sample B will not be blocked by
WildFire, but will be blocked by the local analysis engine. 

C. WildFire will block sample A as known malware, and sample B will compromise the endpoint because it is new and
ESM Server has not obtained the required signatures. 

D. WildFire will block sample A as known malware; sample B will not be blocked by WildFire, but will be evaluated by
the local analysis engine and will or will not be blocked, based on its verdict, until WildFire analysis determines the final
verdict. 

Correct Answer: D 

 

QUESTION 6

Which two enhanced key usage purposes are necessary when creating an SSL certificate for an ESM server? (Choose
two.) 

A. File Recovery 

B. Server Authentication 

C. Client Authentication 

D. Key Recovery 
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Correct Answer: BC 

 

QUESTION 7

An administrator can check which two indicators to verity that Traps for Mac is running correctly on an installed
endpoint? (Choose two.) 

A. Use cytool from the command line interface to display the running Traps agent services. 

B. In the Activity Monitor, verify that CyveraSecvice is running 

C. Ping other Traps agents from the macOS agent 

D. Verity that the Traps agent icon is displayed on the macOS finder bar. 

Correct Answer: BD 

 

QUESTION 8

Files are not getting a WildFire verdict. 

What is one way to determine whether there is a BITS issue? 

A. Check the upload status in the hash control screen. 

B. Run a telnet command between Traps agent and ESM Server on port 2125. 

C. Use PowerShell to test upload using HTTP POST method. 

D. Initiate a "Send support file" from the agent. 

Correct Answer: C 

 

QUESTION 9

A customer has an environment with the following: 1,000 agents communicating over SSL with two servers - one
containing the ESM Server and another one where the ESM Console is installed BitsUploads resides on the ESM
Console server 

ESM Server and Console are using the default pods tor communication In a scenario where a file is failing to be
uploaded from macOS, which three reasons could be directly related to the failure? (Choose three.) 

A. Traps agent is not able to check in with the ESM Server 

B. The rate of upload is lower than 100Kb/S 

C. The BITS address in the ESM is incorrect 

D. Port 2125 is blocked on the server which hosts BitsUploads 

E. Port 443 is blocked on the server which hosts BitsUploads 
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Correct Answer: ACE 

 

QUESTION 10

Which version of .NET Framework is required as a prerequisite when installing Traps agent on Windows 7? 

A. .NET Framework 4.5 

B. .NET Framework 3.5.1 

C. .NET Framework 2.0 

D. .NET Framework 4.0 

Correct Answer: B 
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