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QUESTION 1

An administrator is installing ESM Core 4.0. The SQL Server is running on a non-standard port (36418). The database
connection validation is failing. The administrator has entered the following information: Server Name:
Servername\Instance Database: TrapsDB User Name: Domain\Account 

What is causing the failure? 

A. The database name "TrapsDB" is unsupported 

B. The instance name should not be specified 

C. The non-standard port needs to be specified in the format TrapsDB,36418 

D. The destination port cannot be configured during installation 

Correct Answer: B 

 

QUESTION 2

An administrator receives a number of email alerts indicating WildFire has prevented a malicious activity. All the
prevention events refer to launching an Install Wizard that has received a benign verdict from WildFire. All prevention
events are reported on a subset of endpoints, that have recently been migrated Mom another Traps deployment. Which
two troubleshooting actions are relevant to this investigation? (Choose two.) 

A. Check that the servers xml file has been cleared on the migrated endpoints. 

B. Check that the ClientInfoHash tag has been cleared on the migrated endpoints. 

C. Check that the actions xml file has not been cleared on the migrated endpoints. 

D. Check that the WildFire cache has been cleared on the migrated endpoints. 

Correct Answer: AD 

 

QUESTION 3

A company is using a Web Gateway/Proxy for all outbound connections. The company has deployed Traps within the
domain and in testing, discovered that the ESM Servers are unable to communicate with WildFire. All other Traps
features are working. 

What is the most likely cause of the issue? 

A. The administrator needs to configure WildFire proxy settings in each Agent Console. 

B. The administrator needs to configure WildFire proxy settings in the ESM Console and in each Agent Console. 

C. The Administrator needs to purchase the additional site license required for WildFire. 

D. The Administrator needs to configure WildFire proxy settings in the ESM Console. 
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Correct Answer: D 

 

QUESTION 4

Uploads to the ESM Sever are failing. 

How can the mechanism for forensic and WildFire uploads be tested from the endpoint? 

A. Use BITS commands in PowerShell to send a file to the ESM Server 

B. Use curl to execute a POST operation 

C. Use SCP commands from a ssh client to transfer a file to the ESM Server 

D. Click Check-in now in the agent console 

Correct Answer: D 

 

QUESTION 5

Which two are valid optional parameters when upgrading Traps agent from the ESM console using Upgrade from path?
(Choose two.) 

A. Conditions 

B. Processes 

C. ESM Server 

D. Target Objects 

E. Features 

Correct Answer: AD 

 

QUESTION 6

An administrator has a critical group of systems running Windows XP SP3 that cannot be upgraded. The 

administrator wants to evaluate the ability of Traps to protect these systems and the word processing 

applications running on them. 

How should an administrator perform this evaluation? 

A. Run a known 2015 flash exploit on a Windows XP SP3 VM, and run an exploitation tool that acts as a listener. Use
the results to demonstrate Traps capabilities. 

B. Run word processing exploits in a Windows 7 VM in a controlled and isolated environment. Document indicators of
compromise and compare to Traps protection capabilities. 
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C. Prepare a Windows 7 VM. Gather information about the word processing applications, determine if some of them are
vulnerable, and prepare a working exploit for at least one of them. Execute with an exploitation tool. 

D. Gather information about the word processing applications and run them on a Windows XP SP3 VM. Determine if
any of the applications are vulnerable and run the exploit with an exploitation tool. 

Correct Answer: A 

 

QUESTION 7

A company discovers through the agent health display in ESM Console that a certain Traps agent is not communicating
with ESM Server. Administrators suspect that the problem relates to TLS/SSL. Which troubleshooting step determines if
this is an SSL issue? 

A. From the agent run the command: telnet (hostname) (port) 

B. Check that the Traps service is running 

C. From the agent run the command: ping (hostname) 

D. Browse to the ESM hostname from the affected agent 

Correct Answer: D 

 

QUESTION 8

Which software category is most likely to cause a conflict with the Traps agent? 

A. Exploit prevention software 

B. Web browser software 

C. Web meeting and collaboration software 

D. Full disk encryption software 

Correct Answer: A 

 

QUESTION 9

What is the default interval for Traps agents to communicate via heartbeat to the ESM? 

A. Every 1 Minute 

B. Every 1 Hour 

C. Every 1 Day 

D. Every 1 year 

Correct Answer: B 
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QUESTION 10

A company is trying to understand which platform can be installed on their environment: Select the three endpoints
where Traps can be installed (Choose three). 

A. Windows 10 LTSB with 2 GB RAM, 500MB free disk space and Intel Core i5 CPU 

B. Windows 2000 SP4 with 1 GB RAM, 4 GB free disk space and Intel Pentium 4 CPU 

C. Apple iPhone 6s 

D. Windows Server 2012 R2 Standard Edition in FIPS Mode, with 4GB RAM, 20GB free disk space, running on VMware
ESXi. 

E. 15" MacBook Pro running macOS 10.12 with 16GB RAM, Intel Core i7 CPU and 100GB tree disk space 

Correct Answer: ADE 
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