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QUESTION 1

You are using Google Cloud Directory Sync to manage users. You performed an initial sync of nearly 1,000 mailing lists
to Google Groups with Google Cloud Directory Sync and now are planning to manage groups directly from Google.
Over half the groups have been configured with incorrect settings, including who can post, who can join, and which
groups can have external members. You need to update groups to be configured correctly. 

What should you do? 

A. Use the bulk upload with CSV feature in the G Suite Admin panel to update all Groups. 

B. Update your configuration file and resync mailing lists with Google Cloud Directory Sync. 

C. Create and assign a custom admin role for all group owners so they can update settings. 

D. Use the Groups Settings API to update Google Groups with desired settings. 

Correct Answer: A 

 

QUESTION 2

Your company (your-company.com) just acquired a new business (new-company.com) that is running their email on-
premises. It is close to their peak season, so any major changes need to be postponed. However, you need to ensure
that the users at the new business can receive email addressed to them using your-company.com into their on-premises
email server. You need to set up an email routing policy to accomplish this. 

What steps should you take? 

A. Set up an Outbound Mail Gateway to route all outbound email to the on-premises server. 

B. Set up accounts for the new employees, and use mail forwarding rules to send to the on-premises server. 

C. Set up an Inbound Mail Gateway to reroute all inbound email to the on-premises server. 

D. Set up a Default route with split delivery to route email to the on-premises server. 

Correct Answer: C 

 

QUESTION 3

Your organization has recently gone Google, but you are not syncing Groups yet. You plan to sync all of your Active
Directory group objects to Google Groups with a single GCDS configuration. 

Which scenario could require an alternative deployment strategy? 

A. Some of your Active Directory groups have sensitive group membership. 

B. Some of the Active Directory groups do not have owners. 

C. Some of the Active Directory groups have members external to organization. 
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D. Some of the Active Directory groups do not have email addresses. 

Correct Answer: C 

 

QUESTION 4

You have configured your G Suite account on the scheduled release track to provide additional time to prepare for new
product releases and determine how they will impact your users. There are some new features on the latest roadmap
that your director needs you to test as soon as they become generally available without changing the release track for
the entire organization. 

What should you do? 

A. Create a new OU and tum on the rapid release track just for this OU. 

B. Create a new Google Group with test users and enable the rapid release track. 

C. Establish a separate Dev environment, and set it to rapid release. 

D. Ask Google for a demo account with beta access to the new features. 

Correct Answer: A 

Reference: https://support.google.com/a/answer/172177?hl=en 

 

QUESTION 5

Madeupcorp.com is in the process of migrating from a third-party email system to G Suite. The VP of Marketing is
concerned that her team already administers the corporate AdSense, AdWords, and YouTube channels using their
@madeupcorp.com email addresses, but has not tracked which users have access to which service. You need to
ensure that there is no disruption. 

What should you do? 

A. Run the Transfer Tool for Unmanaged users. 

B. Use a Google Form to survey the Marketing department users. 

C. Assure the VP that there is no action required to configure G Suite. 

D. Contact Google Enterprise Support to identify affected users. 

Correct Answer: A 

Reference: https://support.google.com/a/answer/6178640?hl=en 

 

QUESTION 6

Your company recently migrated to G Suite and wants to deploy a commonly used third-party app to all of finance. Your
OU structure in G Suite is broken down by department. You need to ensure that the correct users get this app. 
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What should you do? 

A. For the Finance OU, enable the third-party app in SAML apps. 

B. For the Finance OU, enable the third-party app in Marketplace Apps. 

C. At the root level, disable the third-party app. For the Finance OU, allow users to install any application from the G
Suite Marketplace. 

D. At the root level, disable the third-party app. For the Finance OU, allow users to install only whitelisted apps from the
G Suite Marketplace. 

Correct Answer: B 

Reference: https://support.google.com/a/answer/6089179?hl=en 

 

QUESTION 7

A company using G Suite has reports of cyber criminals trying to steal usernames and passwords to access critical
business data. You need to protect the highly sensitive user accounts from unauthorized access. 

What should you do? 

A. Turn on password expiration. 

B. Enforce 2FA with a physical security key. 

C. Use a third-party identity provider. 

D. Enforce 2FA with Google Authenticator app. 

Correct Answer: D 

Reference: https://support.google.com/a/answer/175197?hl=en 

 

QUESTION 8

Your company uses a whitelisting approach to manage third-party apps and add-ons. The Senior VP of 

Sales and Marketing has urgently requested access to a new Marketplace app that has not previously been 

vetted. The company\\'s Information Security policy empowers you, as a G Suite admin, to grant provisional 

access immediately if all of the following conditions are met: 

Access to the app is restricted to specific individuals by request only. 

The app does not have the ability to read or manage emails. 

Immediate notice is given to the Infosec team, followed by the submission of a security risk analysis report 

within 14 days. 
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Which actions should you take first to ensure that you are compliant with Infosec policy? 

A. Move the Senior VP to a sub-OU before enabling Marketplace Settings > "Allow Users to Install Any App from G
Suite Marketplace." 

B. Confirm that the Senior VP\\'s OU has the following Gmail setting disabled before whitelisting the app: "Let users
delegate access to their mailbox." 

C. Add the Marketplace app, then review the authorized scopes in Security > Manage API client access. 

D. Search the G Suite support forum for feedback about the app to include in the risk analysis report. 

Correct Answer: A 

 

 

QUESTION 9

Your organization is on G Suite Enterprise and allows for external sharing of Google Drive files to facilitate collaboration
with other G Suite customers. Recently you have had several incidents of files and folders being broadly shared with
external users and groups. Your chief security officer needs data on the scope of external sharing and ongoing alerting
so that external access does not have to be disabled. 

What two actions should you take to support the chief security officer\\'s request? (Choose two.) 

A. Review who has viewed files using the Google Drive Activity Dashboard. 

B. Create an alert from Drive Audit reports to notify of external file sharing. 

C. Review total external sharing in the Aggregate Reports section. 

D. Create a custom Dashboard for external sharing in the Security Investigation Tool. 

E. Automatically block external sharing using DLP rules. 

Correct Answer: BE 

 

QUESTION 10

A user does not follow their usual sign-in pattern and signs in from an unusual location. 

What type of alert is triggered by this event? 

A. Suspicious mobile activity alert. 

B. Suspicious login activity alert. 

C. Leaked password alert. 

D. User sign-in alert. 

Correct Answer: B 
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Reference: https://support.google.com/a/answer/7102416?hl=en 

 

QUESTION 11

Your organization syncs directory data from Active Directory to G Suite via Google Cloud Directory Sync. Users and
Groups are updated from Active Directory on an hourly basis. A user\\'s last name and primary email address have to
be changed. You need to update the user\\'s data. 

What two actions should you take? (Choose two.) 

A. Add the user\\'s old email address to their account in the G Suite Admin panel. 

B. Change the user\\'s primary email address in the G Suite Admin panel. 

C. Change the user\\'s last name in the G Suite Admin panel. 

D. Change the user\\'s primary email in Active Directory. 

E. Change the user\\'s last name in Active Directory. 

Correct Answer: AC 

 

QUESTION 12

Your company wants to provide secure access for its employees. The Chief Information Security Officer disabled
peripheral access to devices, but wants to enable 2-Step verification. You need to provide secure access to the
applications using G Suite. 

What should you do? 

A. Enable additional security verification via email. 

B. Enable authentication via the Google Authenticator. 

C. Deploy browser or device certificates via G Suite. 

D. Configure USB Yubikeys for all users. 

Correct Answer: B 

 

QUESTION 13

You recently started an engagement with an organization that is also using G Suite. The engagement will involve highly
sensitive data, and the data needs to be protected from being shared with unauthorized parties both internally and
externally. You need to ensure that this data is properly secured. 

Which configuration should you implement? 

A. Turn on external sharing with whitelisted domains, and add the external organization to the whitelist. 

B. Provision accounts within your domain for the external users, and turn off external sharing for that Org. 
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C. Configure the Drive DLP rules to prevent the sharing of PII and PHI outside of your domain. 

D. Create a Team Drive for this engagement, and limit the memberships and sharing settings. 

Correct Answer: A 

 

QUESTION 14

Your organization is concerned with the increasing threat of phishing attacks that may impact users. Leadership has
declined to force-enable 2-Step verification. You need to apply a security measure to prevent unauthorized access to
user accounts. 

What should you do? 

A. Enable Enforce Strong Password policy. 

B. Enable Employee ID Login Challenge. 

C. Decrease the Maximum User Session Length. 

D. Revoke token authorizations to external applications. 

Correct Answer: D 

 

QUESTION 15

Your company is deploying Chrome devices. You want to make sure the machine assigned to the employee can only be
signed in to by that employee and no one else. 

What two things should you do? (Choose two.) 

A. Disable Guest Mode and Public Sessions. 

B. Enable a Device Policy of Sign In Screen and add the employee email address. 

C. Enroll a 2-Factor hardware key on the device using the employee email address. 

D. Enable a User Policy of Multiple Sign In Access and add just the employee email address. 

E. Enable a Device Policy of Restrict Sign In to List of Users, and add the employee email address. 

Correct Answer: BC 
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