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QUESTION 1

You support a multi-region web service running on Google Kubernetes Engine (GKE) behind a Global HTTP/S Cloud
Load Balancer (CLB). For legacy reasons, user requests first go through a third-party Content Delivery Network (CDN),
which then routes traffic to the CLB. You have already implemented an availability Service Level Indicator (SLI) at the
CLB level. However, you want to increase coverage in case of a potential load balancer misconfiguration, CDN failure,
or other global networking catastrophe. Where should you measure this new SLI? (Choose two.) 

A. Your application servers\\' logs. 

B. Instrumentation coded directly in the client. 

C. Metrics exported from the application servers. 

D. GKE health checks for your application servers. 

E. A synthetic client that periodically sends simulated user requests. 

Correct Answer: CD 

 

QUESTION 2

You support a large service with a well-defined Service Level Objective (SLO). The development team deploys new
releases of the service multiple times a week. If a major incident causes the service to miss its SLO, you want the
development team to shift its focus from working on features to improving service reliability. What should you do before
a major incident occurs? 

A. Develop an appropriate error budget policy in cooperation with all service stakeholders. 

B. Negotiate with the product team to always prioritize service reliability over releasing new features. 

C. Negotiate with the development team to reduce the release frequency to no more than once a week. 

D. Add a plugin to your Jenkins pipeline that prevents new releases whenever your service is out of SLO. 

Correct Answer: B 

 

 

QUESTION 3

Your team has recently deployed an NGINX-based application into Google Kubernetes Engine (GKE) and has exposed
it to the public via an HTTP Google Cloud Load Balancer (GCLB) ingress. You want to scale the deployment of the
application\\'s frontend using an appropriate Service Level Indicator (SLI). What should you do? 

A. Configure the horizontal pod autoscaler to use the average response time from the Liveness and Readiness probes. 

B. Configure the vertical pod autoscaler in GKE and enable the cluster autoscaler to scale the cluster as pods expand. 

C. Install the Stackdriver custom metrics adapter and configure a horizontal pod autoscaler to use the number of
requests provided by the GCLB. 
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D. Expose the NGINX stats endpoint and configure the horizontal pod autoscaler to use the request metrics exposed by
the NGINX deployment. 

Correct Answer: B 

 

QUESTION 4

You manage an application that is writing logs to Stackdriver Logging. You need to give some team members the ability
to export logs. What should you do? 

A. Grant the team members the IAM role of logging.configWriter on Cloud IAM. 

B. Configure Access Context Manager to allow only these members to export logs. 

C. Create and grant a custom IAM role with the permissions logging.sinks.list and logging.sink.get. 

D. Create an Organizational Policy in Cloud IAM to allow only these members to create log exports. 

Correct Answer: A 

Reference: https://cloud.google.com/logging/docs/access-control 

 

QUESTION 5

You are running an application in a virtual machine (VM) using a custom Debian image. The image has the Stackdriver
Logging agent installed. The VM has the cloud-platform scope. The application is logging information via syslog. You
want to use Stackdriver Logging in the Google Cloud Platform Console to visualize the logs. You notice that syslog is
not showing up in the "All logs" dropdown list of the Logs Viewer. What is the first thing you should do? 

A. Look for the agent\\'s test log entry in the Logs Viewer. 

B. Install the most recent version of the Stackdriver agent. 

C. Verify the VM service account access scope includes the monitoring.write scope. 

D. SSH to the VM and execute the following commands on your VM: ps ax | grep fluentd. 

Correct Answer: D 

Reference: https://groups.google.com/g/google-stackdriver-discussion/c/FXehB9a-5Vk?pli=1 

 

QUESTION 6

You support a stateless web-based API that is deployed on a single Compute Engine instance in the europe-west2-a
zone. The Service Level Indicator (SLI) for service availability is below the specified Service Level Objective (SLO). A
postmortem has revealed that requests to the API regularly time out. The time outs are due to the API having a high
number of requests and running out memory. You want to improve service availability. What should you do? 

A. Change the specified SLO to match the measured SLI 

B. Move the service to higher-specification compute instances with more memory 
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C. Set up additional service instances in other zones and load balance the traffic between all instances 

D. Set up additional service instances in other zones and use them as a failover in case the primary instance is
unavailable 

Correct Answer: C 

 

 

QUESTION 7

Your team is designing a new application for deployment into Google Kubernetes Engine (GKE). You need to set up
monitoring to collect and aggregate various application-level metrics in a centralized location. You want to use Google
Cloud Platform services while minimizing the amount of work required to set up monitoring. What should you do? 

A. Publish various metrics from the application directly to the Stackdriver Monitoring API, and then observe these
custom metrics in Stackdriver. 

B. Install the Cloud Pub/Sub client libraries, push various metrics from the application to various topics, and then
observe the aggregated metrics in Stackdriver. 

C. Install the OpenTelemetry client libraries in the application, configure Stackdriver as the export destination for the
metrics, and then observe the application\\'s metrics in Stackdriver. 

D. Emit all metrics in the form of application-specific log messages, pass these messages from the containers to the
Stackdriver logging collector, and then observe metrics in Stackdriver. 

Correct Answer: C 

 

QUESTION 8

You support a service that recently had an outage. The outage was caused by a new release that exhausted the service
memory resources. You rolled back the release successfully to mitigate the impact on users. You are now in charge of
the post-mortem for the outage. You want to follow Site Reliability Engineering practices when developing the post-
mortem. What should you do? 

A. Focus on developing new features rather than avoiding the outages from recurring. 

B. Focus on identifying the contributing causes of the incident rather than the individual responsible for the cause. 

C. Plan individual meetings with all the engineers involved. Determine who approved and pushed the new release to
production. 

D. Use the Git history to find the related code commit. Prevent the engineer who made that commit from working on
production services. 

Correct Answer: B 

 

 

QUESTION 9
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You are deploying an application that needs to access sensitive information. You need to ensure that this information is
encrypted and the risk of exposure is minimal if a breach occurs. What should you do? 

A. Store the encryption keys in Cloud Key Management Service (KMS) and rotate the keys frequently 

B. Inject the secret at the time of instance creation via an encrypted configuration management system. 

C. Integrate the application with a Single sign-on (SSO) system and do not expose secrets to the application. 

D. Leverage a continuous build pipeline that produces multiple versions of the secret for each instance of the
application. 

Correct Answer: A 

 

 

QUESTION 10

You are managing an application that exposes an HTTP endpoint without using a load balancer. The latency of the
HTTP responses is important for the user experience. You want to understand what HTTP latencies all of your users are
experiencing. You use Stackdriver Monitoring. What should you do? 

A. In your application, create a metric with a metricKind set to DELTA and a valueType set to DOUBLE. In
Stackdriver\\'s Metrics Explorer, use a Stacked Bar graph to visualize the metric. 

B. In your application, create a metric with a metricKind set to CUMULATIVE and a valueType set to DOUBLE. In
Stackdriver\\'s Metrics Explorer, use a Line graph to visualize the metric. 

C. In your application, create a metric with a metricKind set to GAUGE and a valueType set to DISTRIBUTION. In
Stackdriver\\'s Metrics Explorer, use a Heatmap graph to visualize the metric. 

D. In your application, create a metric with a metricKind set to METRIC_KIND_UNSPECIFIED and a valueType set to
INT64. In Stackdriver\\'s Metrics Explorer, use a Stacked Area graph to visualize the metric. 

Correct Answer: A 

 

 

QUESTION 11

You support a production service that runs on a single Compute Engine instance. You regularly need to spend time on
recreating the service by deleting the crashing instance and creating a new instance based on the relevant image. You
want to reduce the time spent performing manual operations while following Site Reliability Engineering principles. What
should you do? 

A. File a bug with the development team so they can find the root cause of the crashing instance. 

B. Create a Managed instance Group with a single instance and use health checks to determine the system status. 

C. Add a Load Balancer in front of the Compute Engine instance and use health checks to determine the system status. 

D. Create a Stackdriver Monitoring dashboard with SMS alerts to be able to start recreating the crashed instance
promptly after it was crashed. 
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Correct Answer: A 

 

QUESTION 12

You have migrated an e-commerce application to Google Cloud Platform (GCP). You want to prepare the application for
the upcoming busy season. What should you do first to prepare for the busy season? 

A. Load teat the application to profile its performance for scaling. 

B. Enable AutoScaling on the production clusters, in case there is growth. 

C. Pre-provision double the compute power used last season, expecting growth. 

D. Create a runbook on inflating the disaster recovery (DR) environment if there is growth. 

Correct Answer: B 

 

 

QUESTION 13

You manage several production systems that run on Compute Engine in the same Google Cloud Platform (GCP)
project. Each system has its own set of dedicated Compute Engine instances. You want to know how must it costs to
run each of the systems. What should you do? 

A. In the Google Cloud Platform Console, use the Cost Breakdown section to visualize the costs per system. 

B. Assign all instances a label specific to the system they run. Configure BigQuery billing export and query costs per
label. 

C. Enrich all instances with metadata specific to the system they run. Configure Stackdriver Logging to export to
BigQuery, and query costs based on the metadata. 

D. Name each virtual machine (VM) after the system it runs. Set up a usage report export to a Cloud Storage bucket.
Configure the bucket as a source in BigQuery to query costs based on VM name. 

Correct Answer: D 

Reference: https://cloud.google.com/compute/docs/logging/usage-export 

 

QUESTION 14

You need to run a business-critical workload on a fixed set of Compute Engine instances for several months. The
workload is stable with the exact amount of resources allocated to it. You want to lower the costs for this workload
without any performance implications. What should you do? 

A. Purchase Committed Use Discounts. 

B. Migrate the instances to a Managed Instance Group. 

C. Convert the instances to preemptible virtual machines. 
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D. Create an Unmanaged Instance Group for the instances used to run the workload. 

Correct Answer: C 

Reference: https://cloud.google.com/compute/docs/faq 

 

QUESTION 15

You support an application deployed on Compute Engine. The application connects to a Cloud SQL instance to store
and retrieve data. After an update to the application, users report errors showing database timeout messages. The
number of concurrent active users remained stable. You need to find the most probable cause of the database timeout.
What should you do? 

A. Check the serial port logs of the Compute Engine instance. 

B. Use Stackdriver Profiler to visualize the resources utilization throughout the application. 

C. Determine whether there is an increased number of connections to the Cloud SQL instance. 

D. Use Cloud Security Scanner to see whether your Cloud SQL is under a Distributed Denial of Service (DDoS) attack. 

Correct Answer: C 
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