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QUESTION 1

If the firewall is configured for credential phishing prevention using the "Domain Credential Filter" method, which login
will be detected as credential theft?

A. Using the name user\\'s corporate username and password.

B. First four letters of the username matching any valid corporate username.
C. Matching any valid corporate username.

D. Mapping to the IP address of the logged-in user.

Correct Answer: D

QUESTION 2

Which CLI command is used to simulate traffic goingthrough the firewall and determine which Security policy rule, NAT
translation, static route, or PBF rule will be triggered by the traffic?

A. check
B. find
C. test
D. sim

Correct Answer: C

QUESTION 3

Which DoS protection mechanism detects and prevents session exhaustion attacks?
A. TCP Port Scan Protection

B. Flood Protection

C. Resource Protection

D. Pocket Based Attack Protection

Correct Answer: C

QUESTION 4

The firewall identified a popular application as a unknown-tcp. Which options are available to identify the application?
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(Choose two.)

A. Create a Security policy to identify the customer application.

B. Create a customer object for the customer application server to identify the custom application.
C. Submit an App-ID request to Palo Alto Networks.

D. Create a custom application.

Correct Answer: BD

QUESTION 5

When is the content inspection performed in the packet flow process?
A. after the SSL Proxy re-encrypts the packet

B. before the packet forwarding process

C. after the application has been identified

D. before session lookup

Correct Answer: C

QUESTION 6

An administrator using an enterprise PKI needs to establish a unique chain of trust to ensure mutual authentication
between panorama and the managed firewall and Log Collectors. How would the administrator establish the chain of
trust?

A. Configure strong password

B. Set up multiple-factor authentication.

C. Use custom certificates.

D. Enable LDAP or RADIUS integration.

Correct Answer: C

QUESTION 7

Which option would an administrator choose to define the certificate and protocol that Panorama and its managed
devices use for SSL/TLSservices?

A. Configure a Decryption Profile and select SSL/TLS services.
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B. Set up SSL/TLS under Polices >Service/lURL Category>Service.
C. Set up Security policy rule to allow SSL communication.
D. Configure an SSL/TLS Profile.

Correct Answer: D

QUESTION 8

Which CLI command enables an administrator to view detail about the firewall including uptime. PAN -OS version, and
serial number?

A. debug system details
B. Show system detalil
C. Show system info

D. Show session info

Correct Answer: C

QUESTION 9

What will be the egress interface if the traffic\\'s ingress interface is Ethernet 1/6 sourcing form 192.168.11.3 and to the
destination 10.46.41.113.during the.
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adminf@lab33-111-PA-38668(active )>show routing fib

id destination nexthop flags interface mtu

47 e.0.0.0/@ 1e.46.40.1 ug ethernetl/3 15e0
46 18.46.40.8/23 €.8.8.8 u ethernetl/3 1588
45 10.46.41.111/32 ¢€.0.0.0 uh ethernetl/3 1509
70 10.46.41,113/32 10.46.40.1 ug ethernetl/3 1500
51 192.168.111.0/24 ¢€.0.0.0 u ethernetl/6 15080
50 192.168.111.2/32 €.0.0.0 uh ethernetl/6 1569

admin@lab33-111-PA-3868(active ) >show virtual-wire all

total virtual-wire shown:

flags: m-multicast firewalling
p=link state pass-through
s-vlan sub-interface
i-ip+vlan sub-interface
t-tenant sub-interface

name interfacel interfacel flags allowed-tags

A. ethernet 1/6
B. ethernet 1/5
C. ethernet 1/3
D. ethernet 1/7

Correct Answer: C

QUESTION 10

Which two action would be part of an automatic solution that would block sites with untrusted certificates without
enabling SSL forward proxy? (Choose two.)

A. Configure an EDL to pull IP Addresses of known sites resolved from a CRL.
B. Create a Security Policy rule with vulnerability Security Profile attached.

C. Create a no-decrypt Decryption Policy rule.
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D. Enable the "Block seasons with untrusted Issuers- setting.
E. Configure a Dynamic Address Group for untrusted sites.

Correct Answer: BD

QUESTION 11

How would an administrator monitor/capture traffic on the management interface of the Palo Alto Networks NGFW?
A. Use the tcpdump command

B. Use the debug dataplane packet-diag set capture stage management file command

C. USe the debug dataplane packet-dia set capture stage firewall file command

D. Enable all four stage of traffic capture (TX, RX, DROP, Firewall)

Correct Answer: A

QUESTION 12

Winch three steps will reduce the CPU utilization on the management plane? (Choose three. )
A. Disable predefined reports.

B. Reduce the traffic being decrypted by the firewall.

C. Disable SNMP on the management interface.

D. Application override of SSL application.

Correct Answer: ABC

QUESTION 13

A web server is hosted in the DMZ and the server re configured to listen for income connections on TCP port 443. A
Security policies rules allowing access from the Trust zone to the DMZ zone needs to be configured to allow web-
browsing access. The web server host its contents over Traffic from Trust to DMZ is being decrypted with a Forward
Proxy rule.

Which combination of service and application, and order of Security policy rules needs to be configured to allow cleaned
web-browsing traffic to the server on tcp/443?

A. Rule# 1 application: ssl; service application-default: action allow Role # 2 application web browsing, service
application default, action allow

B. Rule #lapplication web-browsing, service service imp action allow Rule #2 application ssl. service application
-default, action allow
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C. Rule#1 application web-brows.no service application-default, action allow Rule #2 application ssl. Service application-
default, action allow

D. Rule#lapplication: web-biows.no; service service-https action allow Rule#2 application ssl. Service application-
default, action allow

Correct Answer: C

QUESTION 14

Which two options prevent the firewall from capturing traffic passing through it? (Choose two.)
A. The firewall is in multi-vsys mode.

B. The traffic is offloaded.

C. The traffic does not match the packet capture filter.

D. The firewall\\'s DP CPU is higher than 50%.

Correct Answer: BC

QUESTION 15

Which processing order will be enabled when a panorama administrator selects the setting "Objects defined in
ancestors will takes higher precedence?

A. Descendant objects, will take precedence over ancestor objects.

B. Ancestor will have precedence over descendant objects.

C. Ancestor objects will have precedence over other ancestor objects.

D. Descendant object will take precedence over other descendant objects.

Correct Answer: B
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