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QUESTION 1

An administrator would like to override the default deny action for a given application and instead would like to block the
traffic and send the ICMP code "communication with the destination is administratively prohibited". Which security policy
action causes this?

A. Drop

B. Drop, send ICMP Unreachable

C. Reset both

D. Reset server

Correct Answer: A

QUESTION 2

Which type of administrator account cannot be used to authenticate user traffic flowing through the firewall\\'s data
plane?

A. Kerberos user

B. SAML user

C. local database user
D. local user

Correct Answer: D

QUESTION 3

The PowerBall Lottery has reached a high payout amount and a company has decided to help employee morale by
allowing employees to check the number, but doesn\\'t want to unblock the gambling URL category. Which two methods
will allow the employees to get to the PowerBall Lottery site without the company unlocking the gambling URL category?
(Choose two.)

A. Add all the URLs from the gambling category except powerball.com to the block list and then set the action for the
gambling category to allow.

B. Manually remove powerball.com from the gambling URL category.
C. Add *.powerball.com to the allow list

D. Create a custom URL category called PowerBall and add *.powerball.com to the category and set the action to
allow.
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Correct Answer: CD

QUESTION 4

Which statement is true regarding NAT rules?

A. Static NAT rules have precedence over other forms of NAT.

B. Translation of the IP address and port occurs before security processing.
C. NAT rules are processed in order from top to bottom.

D. Firewall supports NAT on Layer 3 interfaces only.

Correct Answer: C

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/networking/nat/nat-policy- rules/nat-policy-overview

QUESTION 5

Which two statements apply to an Advanced Threat Prevention subscription? (Choose two.)

A. It contains all the features already in a Threat Prevention subscription.

B. It provides the ability to identify evasive and previously unseen command-and-control (C2) threats.
C. When it is active, a WildFire profile is no longer needed.

D. Due to its more advanced signatures, it provides the ability to identify new threats.

Correct Answer: AB

QUESTION 6

Which license must an Administrator acquire prior to downloading Antivirus Updates for use with the firewall?
A. Threat Prevention License

B. Threat Implementation License

C. Threat Environment License

D. Threat Protection License

Correct Answer: A

QUESTION 7
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Which three management interface settings must be configured for functional dynamic updates and administrative
access on a Palo Alto Networks firewall? (Choose three.)

A.NTP

B. IP address
C.MTU

D. DNS server
E. service routes

Correct Answer: ABD

QUESTION 8

Access to which feature requires PAN-OS Filtering licens?
A. PAN-DB database

B. URL external dynamic lists

C. Custom URL categories

D. DNS Security

Correct Answer: A

Reference:https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/getting- started/activate-licenses-and-
subscriptions.html

QUESTION 9

A network administrator is required to use a dynamic routing protocol for network connectivity.

Which three dynamic routing protocols are supported by the NGFW Virtual Router for this purpose? (Choose three.)
A.RIP

B. OSPF

C.IS-IS

D. EIGRP

E. BGP

Correct Answer: ABE

QUESTION 10
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Which solution is a viable option to capture user identification when Active Directory is not in use?
A. Cloud Identity Engine

B. group mapping

C. Directory Sync Service

D. Authentication Portal

Correct Answer: D

QUESTION 11

How is an address object of type IP range correctly defined?
A. 192.168.40.1-192.168.40.255

B. 192.168.40.1-255

C. 192.168.40.1, 192.168.40.255

D. 192.168.40.1/24

Correct Answer: A

QUESTION 12

An administrator is configuring a NAT rule.

At a minimum, which three forms of information are required? (Choose three.)
A. name

B. source zone

C. destination interface

D. destination address

E. destination zone

Correct Answer: ABE

QUESTION 13
What is the maximum volume of concurrent administrative account sessions?
A. Unlimited

B.2
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D.1

Correct Answer: A

QUESTION 14

The firewall sends employees an application block page when they try to access Youtube. Which Security policy rule is
blocking the youtube application?

Source Destination
Name Type Zone Address | Zone Address | Application | Service URL Action | Prefile
Category

1| Deny Universal Inside | Any Outside Any Google- Application-d | Any Derny Noae
Google docs-base

2 | Allowed- Univerzal Inzide | Any Outside Any sSnmpv3 Application-d | Any Allow MNoae
Security Ssh
SErt.. 55l

3 | Intrazone- | Intrazone | Any Any [imtrazone) | Any Any Any Any Allow Nane
default

4 | Interzone- Interzone | Any Any Any Any Any Any Any Deny Noe
default

A. intrazone-default

B. Deny Google

C. allowed-security services
D. interzone-default

Correct Answer: D

QUESTION 15

Which three types of authentication services can be used to authenticate user traffic flowing through the firewalls data
plane? (Choose three )

A. TACACS
B. SAML2

C. SAML10
D. Kerberos
E. TACACS+

Correct Answer: ABD
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