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QUESTION 1

What improves product operationalization by adding visibility into feature utilization and missed opportunities? 

A. Alert Center 

B. Alarm Center 

C. Alarm Advisor 

D. Adoption Advisor 

Correct Answer: D 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud-
administrators/adoption-advisor 

 

QUESTION 2

Which statement is true regarding CloudFormation templates? 

A. Scan support does not currently exist for nested references, macros, or intrinsic functions. 

B. A single template or a zip archive of template files cannot be scanned with a single API request. 

C. Request-Header-Field \\'cloudformation-version\\' is required to request a scan. 

D. Scan support is provided for JSON, HTML and YAML formats. 

Correct Answer: A 

Reference: 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-devops-security/use-the-
prisma-cloud-iac-scan- rest-api.html 

 

QUESTION 3

A customer has a requirement to automatically protect all Lambda functions with runtime protection. What is the process
to automatically protect all the Lambda functions? 

A. Configure a function scan policy from the Defend/Vulnerabilities/Functions page. 

B. Configure serverless radar from the Defend/Compliance/Cloud Platforms page. 

C. Configure a manually embedded Lambda Defender. 

D. Configure a serverless auto-protect rule for the functions. 

Correct Answer: D 
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Reference: https://blog.paloaltonetworks.com/prisma-cloud/protect-serverless-functions/ 

 

QUESTION 4

A customer wants to be notified about port scanning network activities in their environment. Which policy type detects
this behavior? 

A. Network 

B. Port Scan 

C. Anomaly 

D. config 

Correct Answer: C 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly-policies 

 

QUESTION 5

How is the scope of each rule determined in the Prisma Cloud Compute host runtime policy? 

A. By the order in which it is created 

B. By the collection assigned to that rule 

C. By the type of network traffic it controls 

D. By the target workload 

Correct Answer: B 

 

QUESTION 6

What are the three states of the Container Runtime Model? (Choose three.) 

A. Initiating 

B. Learning 

C. Active 

D. Running 

E. Archived 

Correct Answer: BCE 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-
compute/runtime_defense/runtime_defense_containers 
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QUESTION 7

Which two roles have access to view the Prisma Cloud policies? (Choose two.) 

A. Build AND Deploy Security 

B. Auditor 

C. Dev SecOps 

D. Defender Manager 

Correct Answer: BC 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud-
administrators/prisma-cloud-admin-permissions 

 

QUESTION 8

Which type of compliance check is available for rules under Defend > Compliance > Containers and Images > CI? 

A. Host 

B. Container 

C. Functions 

D. Image 

Correct Answer: D 

Concerns CI images compliance policy. 

 

QUESTION 9

DRAG DROP

An administrator needs to write a script that automatically deactivates access keys that have not been used for 30 days.

In which order should the API calls be used to accomplish this task?

(Drag the steps into the correct order from the first step to the last.)

Select and Place:
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Correct Answer:

 

QUESTION 10

An administrator wants to install the Defenders to a Kubernetes cluster. This cluster is running the console on the
default service endpoint and will be exporting to YAML. Console Address: $CONSOLE_ADDRESS Websocket Address:
$WEBSOCKET_ADDRESS User: $ADMIN_USER 

Which command generates the YAML file for Defender install? 

A. /twistcli defender \ --address $CONSOLE_ADDRESS \ --user $ADMIN_USER \ --cluster-address
$CONSOLE_ADDRESS 
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B. /twistcli defender export kubernetes \ --address $WEBSOCKET_ADDRESS \ --user $ADMIN_USER \ --cluster-
address $CONSOLE_ADDRESS 

C. /twistcli defender YAML kubernetes \ --address $CONSOLE_ADDRESS \ --user $ADMIN_USER \ --cluster-address
$WEBSOCKET_ADDRESS 

D. /twistcli defender export kubernetes \ --address $CONSOLE_ADDRESS \ --user $ADMIN_USER \ --cluster-address
$WEBSOCKET_ADDRESS 

Correct Answer: D 

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-
compute/install/install_kubernetes.html 

 

QUESTION 11

Which two attributes are required for a custom config RQL? (Choose two.) 

A. json.rule 

B. cloud.account 

C. api.name 

D. tag 

Correct Answer: AC 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/create-a-policy 

 

QUESTION 12

DRAG DROP

What is the order of steps to create a custom network policy?

(Drag the steps into the correct order of occurrence, from the first step to the last.)

Select and Place:
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Correct Answer:

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/create-a-
policy.html
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QUESTION 13

Given the following information, which twistcli command should be run if an administrator were to exec into a running
container and scan it from within using an access token for authentication? 

Console is located at https://prisma-console.mydomain.local Token is: TOKEN_VALUE Report ID is: REPORT_ID
Container image running is: myimage:latest 

A. twistcli images scan --address https://prisma-console.mydomain.local --token TOKEN_VALUE --containerized
--details myimage:latest 

B. twistcli images scan --console-address https://prisma-console.mydomain.local --auth-token TOKEN_VALUE
--containerized --vulnerability-details REPORT_ID 

C. twistcli images scan --address https://prisma-console.mydomain.local --token TOKEN_VALUE --containerized
--details REPORT_ID 

D. twistcli images scan --console-address https://prisma-console.mydomain.local --auth-token MY_TOKEN --local-scan
--details myimage:latest 

Correct Answer: C 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/tools/twistcli_scan_images 

 

QUESTION 14

What is a benefit of the Cloud Discovery feature? 

A. It does not require any specific permissions to be granted before use. 

B. It enables engineers to continuously monitor all accounts and report on the services that are unprotected. 

C. It offers coverage for serverless functions on AWS only. 

D. It helps engineers find all cloud-native services being used only on AWS. 

Correct Answer: B 

 

QUESTION 15

Taking which action will automatically enable all seventy levels? 

A. Navigate to Policies > Settings and enable all severity levels in the alarm center. 

B. Navigate to Settings > Enterprise Settings and enable all severity levels in the alarm center. 

C. Navigate to Policies > Settings and ensure all severity levels are checked under "auto-enable default policies." 

D. Navigate to Settings > Enterprise Settings and ensure all severity levels are checked under "auto-enable default
policies." 
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Correct Answer: D 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/manage-prisma-cloud-
policies 
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