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QUESTION 1

In which type of cloud computing service does an organization own and control application data, but not the
application? 

A. platform as a service 

B. computing as a service 

C. infrastructure as a service 

D. software as a service 

Correct Answer: D 

 

QUESTION 2

Which action must be taken prior to a successful ransomware attack to enable recovery from the attack? 

A. create a data snapshot on your IDS device 

B. back up all hosts that contain critical data 

C. update all firewall malware signatures 

D. limit external exposure of internal DNS resource records 

Correct Answer: B 

 

QUESTION 3

Which security component can detect command-and-control traffic sent from multiple endpoints within a corporate data
center? 

A. stateless firewall 

B. next-generation firewall 

C. personal endpoint firewall 

D. port-based firewall 

Correct Answer: B 

 

QUESTION 4

Which network security architecture feature is designed to purposely expose some of an organization\\'s services to
untrusted networks? 
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A. network zone 

B. security zone 

C. demilitarized zone 

D. military zone 

Correct Answer: C 

 

QUESTION 5

DRAG DROP 

Match each option with the term it describes. 

Select and Place: 

Correct Answer: 
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QUESTION 6

Which security component should you configure to block viruses not seen and blocked by the perimeter firewall? 

A. strong endpoint passwords 

B. endpoint disk encryption 

C. endpoint antivirus software 

D. endpoint NIC ACLs 

Correct Answer: C 

 

QUESTION 7

What does Palo Alto Networks Traps do first when an endpoint is asked to run an executable? 

A. send the executable to WildFire 

B. run a static analysis 

C. run a dynamic analysis 

D. check its execution policy 

Correct Answer: D 

 

QUESTION 8
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What is an example of a distance-vector routing protocol? 

A. OSPF 

B. BGP 

C. RIP D. IGRP 

Correct Answer: C 

 

QUESTION 9

Which option lists the correct sequence of a TCP three-way handshake? 

A. SYN, ACK, SYN 

B. SYN, SYN+ACK, ACK 

C. SYN, ACK, FIN 

D. SYN, SYN+ACK, FIN 

Correct Answer: B 

 

QUESTION 10

Which well-known port is associated with the Simple Mail Transfer Protocol? 

A. 143 

B. 25 

C. 997 

D. 40 

Correct Answer: B 

 

QUESTION 11

On an endpoint, which method should you use to secure applications against exploits? 

A. full-disk encryption 

B. strong user passwords 

C. software patches 

D. endpoint-based firewall 

Correct Answer: D 
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QUESTION 12

What does a hypervisor enable? 

A. high-speed searching of already aggregated security log files 

B. high-speed aggregation and viewing of security log files 

C. multiple physical machines to be configured into a high-performance cluster 

D. multiple guest operating systems to run on a single physical machine 

Correct Answer: D 

 

QUESTION 13

When accessing an intranet website, a certificate error is received. What can be done to move past the certificate error
and ensure that the error is not received the next time the website is accessed? 

A. install the website certificate into the web browser 

B. request trusted access from the web developer 

C. enable TLS 2.0 in the advanced options of the web browser 

D. trust the web developer for the application 

Correct Answer: A 

 

QUESTION 14

DRAG DROP 

Match the OSI network model Layer 3 function to the correct description. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 15

Assume that it is your responsibility to secure the software functioning at all layers in the exhibit. 

Which cloud service model type is represented? 
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A. software as a service 

B. platform as a service 

C. infrastructure as a service 

D. on-premises 

Correct Answer: D 
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