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QUESTION 1

When a DR Vault Server becomes an active vault, it will automatically fail back to the original state once the Primary
Vault comes back online.

A. True; this is the default behavior

B. False; this is not possible

C. True, if the AllowFailback setting is set to "yes" in the padr.ini file

D. True, if the AllowFailback setting is set to "yes" in the dbparm.ini file

Correct Answer: B

QUESTION 2

You are adding a new application in the Remote Access portal.

Which authentication methods can you use to authenticate users to the PVYWA? (Choose two.)
A. Password

B. OpenID

C. Certificate

D. SAML

E. OTP

Correct Answer: BD

QUESTION 3

Which is the primary purpose of exclusive accounts?

A. Reduced risk of credential theft

B. More frequent password changes

C. Non-repudiation (individual accountability)

D. To force a collusion to commit\\' fraud ensuring no single actor may use a password without authorization

Correct Answer: C

QUESTION 4
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What must you specify when configuring a discovery scan for UNIX? (Choose two.)
A. Vault Administrator

B. CPM Scanner

C. root password for each machine

D. list of machines to scan

E. safe for discovered accounts

Correct Answer: BD

QUESTION 5

If the AccountUploader Utility is used to create accounts with SSH keys, which parameter do you use to set the full or
relative path of the SSH private key file that will be attached to the account?

A. KeyPath

B. KeyFile

C. ObjectName
D. Address
Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/10.10/en/Content/PASIMP/Adding-Accounts-with-
SSH-Keys-using-the-AccountUploader-Utility-Appendix.htm

QUESTION 6

When managing SSH keys, the CPM stored the Private Key

A. In the Vault

B. On the target server

C.Aand B

D. Nowhere because the private key can always be generated from the public key.

Correct Answer: A

QUESTION 7

Which of the following statements are NOT true when enabling PSM recording for a target Windows server? (Choose all
that apply)
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A. The PSM software must be instated on the target server

B. PSM must be enabled in the Master Policy (either directly, or through exception)
C. PSMConnect must be added as a local user on the target server

D. RDP must be enabled on the target server

Correct Answer: AB

QUESTION 8

Which onboarding method would you use to integrate CyberArk with your accounts provisioning process?
A. Accounts Discovery

B. Auto Detection

C. Onboarding RestAPI functions

D. PTA Rules

Correct Answer: B

QUESTION 9

A Logon Account can be specified in the Master Policy.
A. TRUE

B. FALSE

Correct Answer: B

QUESTION 10

Users can be resulted to using certain CyberArk interfaces (e.g.PVWA or PACLI).
A. TRUE

B. FALS

Correct Answer: A

QUESTION 11
The Vault administrator can change the Vault license by uploading the new license to the system Safe.

A. True
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B. False

Correct Answer: A

QUESTION 12

Which item is an option for PSM recording customization?

A. Windows events text recorder with automatic play-back

B. Windows events text recorder and universal keystrokes recording simultaneously
C. Universal keystrokes text recorder with windows events text recorder disabled

D. Custom audio recording for windows events

Correct Answer: C

QUESTION 13

DRAG DROP

A new HTML5 Gateway has been deployed in your organization.

From the PVWA, arrange the steps to configure a PSM host to use the HTML5 Gateway in the correct sequence.

Select and Place:
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Unordered Options

~ Administration>Options

Privileged Session Management

. -

Configured PSM Servers and select existing PSM
host

-
g

Connection Details _J

Add PSM gateway

. -

Ordered Response

Correct Answer:
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Unordered Options

Ordered Response

e

Privileged Session Management

-

Configured PSM Servers and select existing PSM
host

i\

=

Connection Details

e

Add PSM gateway

_

M

Administration=0Options

PAM-DEF VCE Dumps | PAM-DEF Practice Test | PAM-DEF Study Guide


https://www.pass4itsure.com/pam-def.html
https://www.pass4itsure.com/pam-def.html
https://www.pass4itsure.com/pam-def.html

. VCE & PDF https://www.pass4itsure.com/pam-def.html
g 2024 Latest passditsure PAM-DEF PDF and VCE dumps Download

— PassditSure.com

QUESTION 14

What is the configuration file used by the CPM scanner when scanning UNIX/Linux devices?
A. UnixPrompts.ini

B. plink.exe

C. dbparm.ini

D. PVConfig.xml

Correct Answer: A

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PrivCloud/Latest/en/Content/PASIMP/PVWA-Accounts-
Feed.htm#:~:text=When%20scanning%20Unix%2FLinux%20devices,ini%20configuration%20file

QUESTION 15

What are valid ways to invite vendors using the Remote Access portal? (Choose two.)
A. Use the vendor invitation form.

B. Call the vendor users and have them scan a QR code.

C. Use the self-service invitation URL.

D. Add the vendors in PVWA and send them their password.

E. Contact CyberArk support to help invite the vendors.

Correct Answer: AC
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