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QUESTION 1

When a DR Vault Server becomes an active vault, it will automatically fail back to the original state once the Primary
Vault comes back online. 

A. True; this is the default behavior 

B. False; this is not possible 

C. True, if the AllowFailback setting is set to "yes" in the padr.ini file 

D. True, if the AllowFailback setting is set to "yes" in the dbparm.ini file 

Correct Answer: B 

 

QUESTION 2

What is the purpose of the PrivateArk Database service? 

A. Communicates with components 

B. Sends email alerts from the Vault 

C. Executes password changes 

D. Maintains Vault metadata 

Correct Answer: D 

 

QUESTION 3

As long as you are a member of the Vault Admins group, you can grant any permission on any safe that you have
access to. 

A. TRUE 

B. FALSE 

Correct Answer: B 

Being in Vault admins group only give you access to safes which are created during installation (safe created in
installation process )-This is clearly mentioned in documents . 

 

QUESTION 4

How does the Vault administrator apply a new license file? 

A. Upload the license.xml file to the system Safe and restart the PrivateArk Server service 
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B. Upload the license.xml file to the system Safe 

C. Upload the license.xml file to the Vault Internal Safe and restart the PrivateArk Server service 

D. Upload the license.xml file to the Vault Internal Safe 

Correct Answer: B 

 

QUESTION 5

If a customer has one data center and requires high availability, how many PVWA\\'s should be deployed. 

A. Two 

B. One PVWA cluster 

C. One 

D. Two PVWA Cluster 

Correct Answer: A 

 

QUESTION 6

A Reconcile Account can be specified in the Master Policy. 

A. TRUE 

B. FALSE 

Correct Answer: B 

 

QUESTION 7

You are logging into CyberArk as the Master user to recover an orphaned safe. Which items are required to log in as
Master? 

A. Master CD, Master Password, console access to the Vault server, Private Ark Client 

B. Operator CD, Master Password, console access to the PVWA server, PVWA access 

C. Operator CD, Master Password, console access to the Vault server, Recover.exe 

D. Master CD, Master Password, console access to the PVWA server, Recover.exe 

Correct Answer: A 

Reference: https://cyberark-customers.force.com/s/article/How-to-log-in-as-the-Master-user 
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QUESTION 8

You received a notification from one of your CyberArk auditors that they are missing Vault level audit permissions. You
confirmed that all auditors are missing the Audit Users Vault permission. Where do you update this permission for all
auditors? 

A. Private Ark Client > Tools > Administrative Tools > Directory Mapping > Vault Authorizations 

B. Private Ark Client > Tools > Administrative Tools > Users and Groups > Auditors > Authorizations tab 

C. PVWA User Provisioning > LDAP integration > Vault Auditors Mapping > Vault Authorizations 

D. PVWA> Administration > Configuration Options > LDAP integration > Vault Auditors Mapping > Vault Authorizations 

Correct Answer: B 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Managing-Users.htm 

 

QUESTION 9

It is possible to leverage DNA to provide discovery functions that are not available with auto-detection. 

A. TRUE 

B. FALS 

Correct Answer: A 

 

QUESTION 10

When managing SSH keys, the CPM stored the Private Key 

A. In the Vault 

B. On the target server 

C. A and B 

D. Nowhere because the private key can always be generated from the public key. 

Correct Answer: A 

 

QUESTION 11

You have associated a logon account to one your UNIX cool accounts in the vault. When attempting to [b]change [/b]
the root account\\'s password the CPM will..... 

A. Log in to the system as root, then change root\\'s password 

B. Log in to the system as the logon account, then change roofs password 
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C. Log in to the system as the logon account, run the su command to log in as root, and then change root\\'s password. 

D. None of these 

Correct Answer: C 

 

QUESTION 12

Which report could show all accounts that are past their expiration dates? 

A. Privileged Account Compliance Status report 

B. Activity log 

C. Privileged Account Inventory report 

D. Application Inventory report 

Correct Answer: A 

 

QUESTION 13

Assuming a safe has been configured to be accessible during certain hours of the day, a Vault Admin may still access
that safe outside of those hours. 

A. TRUE 

B. FALSE 

Correct Answer: B 

 

QUESTION 14

Target account platforms can be restricted to accounts that are stored m specific Safes using the Allowed Safes
property. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 15

Vault admins must manually add the auditors group to newly created safes so auditors will have sufficient access to run
reports. 

A. TRUE 
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B. FALSE 

Correct Answer: B 
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