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QUESTION 1

Refer to the exhibit. 

Which statement about the command route-tag in the SD-WAN rule is true? 

A. It enables the SD-WAN rule to load balance and assign traffic with a route tag 

B. It tags each route and references the tag in the routing table. 

C. It uses route tags for a BGP community and assigns the SD-WAN rules with same tag. 

D. It ensures route tags match the SD-WAN rule based on the rule order 

Correct Answer: C 

 

QUESTION 2

In which two ways does FortiGate learn the FortiManager IP address or FQDN for zero-touch provisioning? (Choose
two.) 

A. From a FortiGuard definitions update 

B. From the central management configuration configured in FortiDeploy 

C. From a DHCP server configured with options 240 or 241 

D. From another FortiGate device in the same local network 

Correct Answer: BC 

https://www.historiantech.com/zeroish-touch-provisioning-with-fortimanager-explained/ 

 

QUESTION 3
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Refer to exhibits 

Exhibit A shows the system interface with the static routes and exhibit B shows the firewall policies on the managed
FortiGate 

Based on the FortiGate configuration shown in the exhibits, what are two issues you might encounter when creating an
SD-WAN interface on port1 and port2? {Choose two ) 

A. Member interfaces that are administratively down 

B. Member interface that have IP address of 0.0.0.0/0.0.0.0 

C. Member interfaces that are physical interfaces as well as VLAN aggregate, and iPsec interfaces 

D. Member interfaces that are referenced by any other configuration element 

Correct Answer: AD 

 

QUESTION 4

What is the purpose of a predefined template on the FortiAnalyzer? 

A. It can be edited and modified as required 

B. It specifies the report layout which contains predefined texts, charts, and macros 

C. It specifies report settings which contains time period, device selection, and schedule 

D. It contains predefined data to generate mock reports 

Correct Answer: B 

FortiAnalyzer 6.4 Study Guide page 197 
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QUESTION 5

Which two reasons make forward error correction (FEC) ideal to enable in a phase one VPN interface? (Choose two ) 

A. FEC transmits the original payload in full to recover the error in transmission. 

B. FEC improves reliability which overcomes adverse WAN conditions such as noisy links. 

C. FEC is useful to increase speed at which traffic is routed through IPsec tunnels. 

D. FEC transmits additional packets as redundant data to the remote device. 

E. FEC reduces the stress on the remote device jitter buffer to reconstruct packet loss 

Correct Answer: BD 

 

QUESTION 6

Refer to the exhibits. 
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Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member and the static routes
configuration. If port2 is detected dead by FortiGate, which expected behavior is correct? 

A. Port2 becomes alive after one successful probe is detected. 

B. The SD-WAN interface becomes disabled and port1 becomes the WAN interface. 

C. Dead members require manual administrator access to bring them back alive. 

D. Subnets 10.0.20.0/23 and 172.20.0.0/16 are reachable only through port1. 

Correct Answer: D 

 

QUESTION 7

Refer to Exhibit: 
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Which statement is correct it the responder FortiGate is using a dynamic routing protocol over the IPsec VPN interface? 

A. The phase 1 type must be changed to static for dynamic routing. 

B. Only dial-up connections without XAuth can be used for the dynamic routing 

C. add-route must be disabled to prevent FortiGate from installing VPN static routes 

D. peertype must be set to accept only one peer ID for a unique VPN interface 

Correct Answer: C 

 

QUESTION 8

Refer to the exhibit. 

Which conclusion about the packet debug flow output is correct? 

A. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured
in the traffic shaper, and the packet was dropped. 

B. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured
in the firewall policy, and the packet was dropped. 

C. The packet size exceeded the outgoing interface MTU. 
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D. The total number of daily sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured
in the traffic shaper, and the packet was dropped. 

Correct Answer: A 

 

QUESTION 9

What are two reasons for using FortiManager to organize and manage the network for a group of FortiGate devices?
(Choose two ) 

A. It simplifies the deployment and administration of SD-WAN on managed FortiGate devices. 

B. It improves SD-WAN performance on the managed FortiGate devices. 

C. It sends probe signals as health checks to the beacon servers on behalf of FortiGate. 

D. It acts as a policy compliance entity to review all managed FortiGate devices. 

E. It reduces WAN usage on FortiGate devices by acting as a local FortiGuard server. 

Correct Answer: AE 

 

QUESTION 10

Refer to exhibits. 
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Exhibit A shows the performance SLA exhibit B shows the SD-WAN diagnostics output. Based on the exhibits, which
statement is correct? 

A. Both SD-WAN member interfaces have used separate SLA targets. 

B. The SLA state of port1 is dead after five unanswered requests by the SLA servers. 

C. Port1 became dead 1ecause no traffic was offload through the egress of port1. 

D. SD-WAN member interfaces are affected by the SLA state of the inactive interface 

Correct Answer: B 

SD-WAN_6.4_Study_Guide page 57 

 

QUESTION 11

Refer to the exhibits. Exhibit A: 

Exhibit B: 

Exhibit A shows the SD-WAN rules and exhibit B shows the traffic logs. The SD-WAN traffic logs reflect how FortiGate
distributes traffic. Based on the exhibits, what are two expected behaviors when FortiGate processes SD-WAN traffic?
(Choose two.) 

A. The first Vimeo session may not match the Vimeo SD-WAN rule because the session is used for the application
learning phase. 

B. The implicit rule overrides all other rules because parameters widely cover sources and destinations. 

C. The Vimeo SD-WAN rule steers Vimeo application traffic among all SD-WAN member interfaces. 
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D. SD-WAN rules are evaluated in the same way as firewall policies: from top to bottom. 

Correct Answer: AD 

 

 

QUESTION 12

Refer to the exhibit. 

Which two statements about the status of the VPN tunnel are true? shows only bandwidth utilization diagnose sys
sdwan sla-log -> shows packet-loss, latency, jitter, MOS 

 

QUESTION 14

Refer to the exhibit. 

Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.) 

A. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps. 
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B. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps. 

C. The traffic shaper drops packets if the bandwidth is less than 2500 KBps. 

D. The measured bandwidth is less than 100 KBps. 

Correct Answer: AD 

 

QUESTION 15

Which two tasks about using central VPN management are true? (Choose two.) 

A. You can configure full mesh, star, and dial-up VPN topologies. 

B. FortiManager installs VPN settings on both managed and external gateways. 

C. You configure VPN communities to define common IPsec settings shared by all VPN gateways. 

D. You must enable VPN zones for SD-WAN deployments. 

Correct Answer: AC 
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