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QUESTION 1

View the central management configuration shown in the exhibit, and then answer the question below. 

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage? 

A. 10.0.1.240 

B. One of the public FortiGuard distribution servers 

C. 10.0.1.244 

D. 10.0.1.242 

Correct Answer: B 

 

QUESTION 2

View the exhibit, which contains the output of a diagnose command, and then answer the question below. 
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Which statements are true regarding the output in the exhibit? (Choose two.) 

A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response. 

B. Servers with the D flag are considered to be down. 

C. Servers with a negative TZ value are experiencing a service outage. 

D. FortiGate used 209.222.147.3 as the initial server to validate its contract. 

Correct Answer: CD 

 

QUESTION 3

An administrator is running the following sniffer in a FortiGate: 

diagnose sniffer packet any "host 10.0.2.10" 2 

What information is included in the output of the sniffer? (Choose two.) 

A. Ethernet headers. 

B. IP payload. 

C. IP headers. 

D. Port names. 
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Correct Answer: BC 

 

QUESTION 4

View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question 

below. 

Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN? 

A. auto-discovery-sender 

B. auto-discovery-forwarder 

C. auto-discovery-shortcut 

D. auto-discovery-receiver 

Correct Answer: C 

 

QUESTION 5

What global configuration setting changes the behavior for content-inspected traffic while FortiGate is in system
conserve mode? 

A. av-failopen 

B. mem-failopen 

C. utm-failopen 

D. ips-failopen 

Correct Answer: A 

 

QUESTION 6

View the exhibit, which contains the output of a diagnose command, and then answer the question below. 
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What statements are correct regarding the output? (Choose two.) 

A. This is an expected session created by a session helper. 

B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.0.1.10. 

C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.200.1.1. 

D. This is an expected session created by an application control profile. 

Correct Answer: AC 

 

QUESTION 7

A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when
accessing any website. The administrator executes the following debug commands and observes that the n-dns-timeout
counter is increasing: 

What should the administrator check to fix the problem? 

A. The connectivity between the FortiGate unit and the DNS server. 

B. The connectivity between the client workstations and the DNS server. 
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C. That DNS traffic from client workstations is allowed by the explicit web proxy policies. 

D. That DNS service is enabled in the explicit web proxy interface. 

Correct Answer: AB 

 

QUESTION 8

Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.) 

A. Primary unit stops sending HA heartbeat keepalives. 

B. The FortiGuard license for the primary unit is updated. 

C. One of the monitored interfaces in the primary unit is disconnected. 

D. A secondary unit is removed from the HA cluster. 

Correct Answer: AB 

 

QUESTION 9

Which statement is true regarding File description (FD) conserve mode? 

A. IPS inspection is affected when FortiGate enters FD conserve mode. 

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%. 

C. FD conserve mode affects all daemons running on the device. 

D. Restarting the WAD process is required to leave FD conserve mode. 

Correct Answer: B 

 

QUESTION 10

Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the
designated router The second unit is elected as the backup designated router Under normal operation, how many OSPF
full adjacencies are formed to each of the other two units? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: B 
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QUESTION 11

View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below. 

Which statements are correct regarding the output shown? (Choose two.) 

A. There are 0 ephemeral sessions. 

B. All the sessions in the session table are TCP sessions. 

C. No sessions have been deleted because of memory pages exhaustion. 

D. There are 166 TCP sessions waiting to complete the three-way handshake. 

Correct Answer: AD 
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QUESTION 12

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator
noticed that some of the switches in the network continue to send traffic to the former primary unit. The administrator
decides to enable the setting link-failed-signal to fix the problem. Which statement is correct regarding this command? 

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover
occurs. 

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover. 

C. Sends a link failed signal to all connected devices. 

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover. 

Correct Answer: A 

 

QUESTION 13

When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the
browser client does not provide the server name indication (SNI)? 

A. FortiGate uses the Issued To: field in the server\\'s certificate. 

B. FortiGate switches to the full SSL inspection method to decrypt the data. 

C. FortiGate blocks the request without any further inspection. 

D. FortiGate uses the requested URL from the user\\'s web browser. 

Correct Answer: D 

 

QUESTION 14

View the exhibit, which contains the output of a diagnose command, and the answer the question below. 
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Which statements are true regarding the Weight value? 

A. Its initial value is calculated based on the round trip delay (RTT). 

B. Its initial value is statically set to 10. 

C. Its value is incremented with each packet lost. 

D. It determines which FortiGuard server is used for license validation. 

Correct Answer: C 

 

QUESTION 15

Which of the following statements are true about FortiManager when it is deployed as a local FDS? (Choose two.) 

A. Caches available firmware updates for unmanaged devices. 

B. Can be configured as an update server, or a rating server, but not both. 

C. Supports rating requests from both managed and unmanaged devices. 

D. Provides VM license validation services. 

Correct Answer: AD 
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