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QUESTION 1

View the exhibit, which contains the output of a web diagnose command, and then answer the question below.

# diagnose webfilter fortiguard statistics list

Raring Stetistics:

DNS filures

DNS lookups

Data send failures

Data read failures

Wrong package type

Hash table miss

Unknown server

Incorrect CRC

Proxy reguests failures
Request timeout

Total reguests

Reguests to FortiGuard servers
Server errored responses
Relayed reting

Invalid profile

A1 T e

Blocked

Logged

Blocked Errors
Allowed Errors
Monitors
Authenticetes
Warnings

Ovrd request timeout
Ovrd send failures
Ovrd read failures
Ovrd errored responses
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# diagnose webfilter fortiguard statistics list

Cache Statistics:

Maximum memory
Memory usage

Nodes
Leaves
Prefix nodes
Exact nodes

Regquests
Misses

Hits

Prefix hits
Exact hits

No cache directive
Add after prefix
Tnwalid DR put

DB updates

Percert full
Branches
Leaves
Prefix nodes
Exact nodes

Miss rate
Hit rate
Prefix hits
Exact hits

Which one of the following statements explains why the cache statistics are all zeros?

A. The administrator has reallocated the cache memory to a separate process.

B. There are no users making web requests.

C. The FortiGuard web filter cache is disabled in the FortiGate\\'s configuration.

D. FortiGate is using a flow-based web filter and the cache applies only to proxy-based inspection.

Correct Answer: D

QUESTION 2

View the exhibit, which contains a session entry, and then answer the question below.
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session info: proto=1 proto state=00 duration=1 expire=59 timeout=0 flags=00000000
sockflag=00000000 sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=log may dirty none

statistic (bytes/packets/allow err): org=168/2/1 reply=168/2/1 tuples=2

tx speed(Bps/kbps): 97/0 rx speed(Bps/kbps): 97/0

orgin->sink: org pre->post, reply pre->post dev=9->3/3->9 gwy=10.200.1.254/10.1.0.1
hook=post dir=org act=snat 10.1.10.10:40602->10.200.5.1:8(10.200.1.254/10.1.0.1
hook=pre dir=reply act=dnat 10.200.5.1:60430->10.200.1.1:0(10.1.10.10:40602)

misc=0 policy id=1 auth info=0 chk client info=0 vd=0

serial=0002a5c9 tos=ff/ff app 1list=0 app=0 url cat=0

dd type=0 dd mode=0

Which statement is correct regarding this session?

A. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

B. Itis an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Correct Answer: A

QUESTION 3

View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in wvd @
name=VPN ver=1 serial=1 108.2068.5.1:8->10.2080.4.1:8
bound if=3 lpwy=static/1 tun=intf/@ mode=auto/l encap=none/®
proxyid num=1 child num=8 refcnt=15 ilast=18 olast=/92 auto-discovery=8
stat: rxp=0 txp=0 rxb=8 teb=8
dpd: mode=on-demand on=1 idle=20800@ ms retry=3 count=8 segno=0
natt: mode=none draft=0 interval=8 remote port=8
proxyid=VPN proto=0 sa=1 ref=2 serial=l
srcy 8:19.1.2.0/255.255.8:0
dst: 9:18.1.1.8/255.255.255.9:0
SA: ref=3 options=le type=0@ soft=0 mtu=1438 expire=42483/0B replaywin=2848 segno=1 esn=0
replaywin_lastseq=00200000
life: type=01 bytes=8/8 timeout=43177,/43200
dec: spi=ccclfbbd esp=aes key=16 288e5cd6f9bacchb5ac/71556cd64fFbd
ah=shal key=20 c68891d68753578785deba7abb276b586c527efe
enc: spi=dfl4208b esp=aes key=16 b@2a7e9f5542b6%ff6aalf1738ee3q3
ah=shal key2@ 889f7529887c215c25950be2badbebfelab3b/be
dec: pkts/bytes=8/8, enc:pkts/bytes=08/8

Latest NSE7_EFW Dumps | NSE7_EFW Practice Test | NSE7_EFW Study Guide 3/11


https://www.pass4itsure.com/nse7_efw.html
https://www.pass4itsure.com/nse7_efw.html
https://www.pass4itsure.com/nse7_efw.html

VCE & PDF https://www.pass4itsure.com/nse7_efw.html
a 2024 Latest passditsure NSE7_EFW PDF and VCE dumps Download
_ PassditSure.com

Based on the output, which of the following statements is correct?
A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.

D. Remote gateway IP is 10.200.5.1.

Correct Answer: A

QUESTION 4

View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question
below.

Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN?

A. auto-discovery-sender

B. auto-discovery-forwarder

C. auto-discovery-shortcut

D. auto-discovery-receiver

Correct Answer: C

QUESTION 5

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator
has reported that both clusters are using the same HA virtual MAC address. This creates a duplicated
MAC address problem in the network.

What HA setting must be changed in one of the HA clusters to fix the problem?

A. Group ID.

B. Group name.

C. Session pickup.

D. Gratuitous ARPs.

Correct Answer: A

QUESTION 6
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View the exhibit, which contains an entry in the session table, and then answer the question below.

session info: proto=6 proto state=11 duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

user=pALI state=redir log local may dirty npu nlb none acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 73/0 rx speed (Bps/kbps): 542/4

orgin-»>sink: org pre->post, reply pre->post dev=7->6/6->7 qwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 1592.167.1.100:49545->216.58.216,220:443(172.20.121.96:4054%)
hook=pre dir=reply act=dnat 216.58.216.238:443->172,20,121.96:49545 (192.167.1.100:49545)
hook=post dir=reply act=noop 216.58.216.238:443->192,167.1.100:459545 (0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

src mac=08:5b:0e:6ciThiTa

misc=0 pelicy id=21 auth info=0 chk client info=0 vd=0

serial=007f2948 tos=If/ff app list=0 app=0 url cat=4l1

dd type=0 dd mode=0

npu state=00000000

npu info: flag=0x00/0x0(0, offlead=0/0, ips_afflnad:l].'[r,. epid=0/0, ipid=0/0, v1an=0x0000/0x0000
v1ifid=0/0, vtag in=0xC000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, qid=0/0

Which one of the following statements is true regarding FortiGate\\'s inspection of this session?
A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.

C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Correct Answer: B

QUESTION 7

Examine the output of the “get router info bgp summary\\' command shown in the exhibit; then answer the question
below.
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# get router info bgp summary

BGP router identifier 9.0.0.117, local AS number 65117
BGP table wersion is 184

3 BGP AS-PATH entries

8 BGP community entries

Neighbor vV AS MsgRcwd MsgSent ThlVer InQ OutQ Up/Down State/PfxRcd
1@.125.0.68 4 65068 1698 1756 183 2 e B3:82:49 1
1@.127.8.75 4 65875 2286 2358 1l@2 @ @ B2:45:55 1
18.288.3.1 4  B5501 101 115 a 8 2 never Active

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

Correct Answer: AC

QUESTION 8

View the exhibit, which contains the output of a BGP debug command, and then answer the question below.

# gel router info bgp summary

BGP router identifier 0.0.0.117. local AS number 65117
BGP table version is 104

3 BGP A5-PATH entnies

0 BGP community entries

Neighbor V. AS MsgRevd  MsgSemt ThlVer file} Cur) UpDown SmiePriRe
d

10.125.0.60 4 65060 1698 1756 103 ] 0 03:02:49 1

10,127.0.75 4 65073 2206 2250 102 0 0 02:45:55 l

10.200.3.1 4 65501 1ol 115 ] 0 0 never Active

Total mumber of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)
A. For the peer 10.125.0.60, the BGP state of is Established.
B. The local BGP peer has received a total of three BGP prefixes.

C. Since the BGP counters were last reset, the BGP peer 10.200.3.1 has never been down.
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D. The local BGP peer has not established a TCP session to the BGP peer 10.200.3.1.

Correct Answer: BC

QUESTION 9

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the
changes, one network application started to have problems. During the troubleshooting, the administrator noticed that
the FortiGate deletes the sessions after the clients send the SYN packets, and before the arrival of the SYN/ACKs.
When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP
session timer must be increased to fix this problem?

A. TCP half open.

B. TCP half close.

C. TCP time wait.

D. TCP session time to live.

Correct Answer: A

QUESTION 10

View these partial outputs from two routing debug commands:

# get router info kernel
tab=254 wf=8 scope=8 type=1 proto=11 prio=0 8.0.0.86/0.8.0.8/8->0.0.0.8/0 pref=0.8.0.8 gwy=18.288.1.254
dev=2(portl)
tab=254 wf=0 scope=8 type=1 proto=11 prio=0 ©.0.0.06/0.9.8.8/8->0.0.0.8/0 pref=0.0.0.0 gwy=10.2088.2.254
dev=3(port2)
tab=254 wf=8 scope=253 type=1 proto=2 prio=0 ©.8.8.2/6.0.0.8/8->18.8.1.8/24 pref=18.8.1.254 guy=0.8.8.0
dev=4(port3)
# get router info routing-table all
5* 8.8.8.0/0 [18/0] via 18.206.1.254, portl
[18/8] via 10.288.2.254, port2, [18/8]

18.2.1.8/24 is directly connected, port3

18.280.1.8/24 is directly connected, portl

18.28@.2.8/24 is directly connected, port2

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?
A. Both portl and port2

B. port3

C. portl

D. port2

Correct Answer: C
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QUESTION 11

Examine the output of the “diagnose ips anomaly list\\' command shown in the exhibit; then answer the question below.

# disgnose ips anomaly list

list nids meter:

id=ip dst_session ip=192.168.1.18@ dos_id=2 exp=3646 pps=@ freg=0
id=udp dst session ip=192.168.1.18 dos_id=2 exp=3646 pps=@ Treqg=0
id=udp scan ip=192.165.1.118 dos_id=1 exp=649 pps=0 freqg==0
id=udp flood ip=192.168.1.118 dos id=2 exp=653 pps=@ Treq=~0
id=tcp src_session ip=192.168.1.118 dos id=1 exp=5175 pps=4 freg=8
id=tcp port scan ip-192.165.1.118 dos_id-1 exp-175 pps—@ freg-90
id=ip src_session ip=192.168.1.118 dos id=1 exp=5649 pps=@ fregq=38
id=udp src_session ip=192.168.1.118 dos id=1 exp=5649 pps=4 freg=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Correct Answer: A

QUESTION 12

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question
below.

ike 0: comes 10.0.0.2:500->10.0.0.1:500, ifindex=7....

ike 0: IKEv1 exchange=Aggressive id=baf47d0988e9237f/2f405ef3952f6fda len=430

ike 0:in
BAF47D0988E9237F2F405EF3952F6FDA0110040000000000000001AE0400003C000000010000000100
0000300101000

ike 0:RemoteSite:4: initiator: aggressive mode get 1st response... ike 0:RemoteSite:4: VID RFC 3947
4A131c81070358455C5728F20E95452F ike 0:RemoteSite:4: VID DPD AFCAD71368A1F1C96B8696FC77570100

ike 0:RemoteSite:4: VID FORTIGATE 8299031757A36082C6A621DE000502D7

ike 0:RemoteSite:4: peer is FortiGate/Fortios (v5 b727)
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ike 0:RemoteSite:4: VID FRAGMENTATION 4048B7D56EBCE88525E7DE7F00D6C2D3

ike 0:RemoteSite:4: VID FRAGMENTATION 4048B7D56EBCE88525E7DE7F00D6C2D3C0000000

ike 0:RemoteSite:4: received peer identifier FQDN “remore\\'

ike 0:RemoteSite:4: negotiation result

ike 0:RemoteSite:4: proposal id = 1:

ike 0:RemoteSite:4: protocol id = ISAKMP:

ike 0:RemoteSite:4: trans_id = KEY_IKE.

ike 0:RemoteSite:4: encapsulation = IKE/none

ike 0:RemoteSite:4: type=OAKLEY_ENCRYPT_ALG, val=AES_CBC, key ?en=128 ike 0:RemoteSite:4:
type=OAKLEY_HASH_ALG, val=SHA.

ike 0:RemoteSite:4: type-AUTH_METHOD, val=PRESHARED_KEY.

ike 0:RemoteSite:4: type=OAKLEY_GROUP, val=MODP1024.

ike 0:RemoteSite:4: ISAKMP SA lifetime=86400

ike 0:RemoteSite:4: ISAKMP SA baf47d0988e9237f/2f405ef3952f6fda key 16:
B25B6C9384D8BDB24E3DA3DC90CF5E73

ike 0:RemoteSite:4: PSK authentication succeeded

ike 0:RemoteSite:4: authentication OK

ike 0:RemoteSite:4: add INITIAL-CONTACT

ike 0:RemoteSite:4: enc
BAF47D0988E9237F405EF3952F6FDA081004010000000000000080140000181F2E48BFD8E9DE03F
ike 0:RemoteSite:4: out
BAF47D0988E9237F405EF3952F6FDA08100401000000000000008C2E3FCI9BA061816A396F009A12 ike
0:RemoteSite:4: sent IKE msg (agg_i2send): 10.0.0.1:500-10.0.0.2:500, len=140,

id=baf47d0988e9237f/2 ike 0:RemoteSite:4: established IKE SA baf47d0988e9237f/2f405ef3952f6fda Which
statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.
D. The initiator has provided remote as its IPsec peer ID.

Correct Answer: BD
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QUESTION 13

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator
noticed that some of the switches in the network continue to send traffic to the former primary unit. The administrator
decides to enable the setting link-failed-signal to fix the problem. Which statement is correct regarding this command?

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover
occurs.

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover.

C. Sends a link failed signal to all connected devices.

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.

Correct Answer: A

QUESTION 14

View the exhibit, which contains the output of a diagnose command, and then answer the question below.

# diagnose debug rating
Locale . english

License : Contract

Expiration  : Thu Sep 28 17:00:00 20xx

-=- Server List (Thu Apr 19 10:41:32 20xx) —=-

Total Lost

IP
64.26.151.
64.
66. 11
65. 21[] 5. 4[]
209.222.147 36
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06.45.33.65
80.85.69.41
62.209.40.74
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Which statements are true regarding the output in the exhibit? (Choose two.)

A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.

Curr Lost
0
0
0
0
0
(0

0
0
0
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B. Servers with the D flag are considered to be down.
C. Servers with a negative TZ value are experiencing a service outage.
D. FortiGate used 209.222.147.3 as the initial server to validate its contract.

Correct Answer: CD

QUESTION 15

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto state=®1 duration=73 expire=3597 timeout=3688
t1lags=08008080 sockflag-860880000 sockport=R av_idx=8 use=3

origin-shaper=

reply-shaper=

per_ip shape=

ha_id=8 policy dir=8 tunnel=/

state-may_dirty synced none app_ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9@37/15/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4 pwy=10.2080.1.254/18.1.1.18
hook=post dir=org act=snst 10.8.1.10:65464->54.192.15.185:80(10.200.1.1:65464)

pos/ (before, after) @/(0/@), 0/(0/0)

misc=8 policy id=1 aut info=8 chk client info=8 wvd=8

serial=000B0R9E tos=tf/ff ips view=0 app list=0@ app=0@

dd type=0 dd mode=8

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?
A. This session is for HA heartbeat traffic.

B. This session is synced with the slave unit.

C. The inspection of this session has been offloaded to the slave unit.

D. This session cannot be synced with the slave unit.

Correct Answer: B
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