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QUESTION 1

Examine the output of the \\'diagnose debug rating\\' command shown in the exhibit; then answer the question below.

6

koo

b

Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server\\'s time zone and the FortiGate\\'s time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server\\'s round trip delay (RTT) is not used to calculate its weight.

Correct Answer: BC

QUESTION 2

Examine the following partial output from two system debug commands; then answer the question below.
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# diagnose hardware sysinfo memory

MemTotal: 3092728 kB
MemkFree: 1954204 kB
MemShared: O kB
Buffers: 284 kB
Cached: 143004 kB
SwapCached: 0 kB
Active: 34092 kB
Inactive: 109256 kB
HighTotal 1179648 kB
HighFree: 853516 kB
LowTotal: 1913080 kB
LowFree: 1100688 kB
SwapTotal: 0 kB
Swapkree: 0 kB

# diagnose hardware sysinfo shm

SHM counter: 285

SHM allocated: 6823936

SHM total: 623452160
concervemode: 0

shm last entered: n/a
system last entered: n/a

SHM FS total: 639725568
SHM FS free: 632614912

SHM F5 alloc: 7110656

Which of the following statements are true regarding the above outputs? (Choose two.)

A. The unit is running a 32-bit FortiOS

B. The unit is in kernel conserve mode

C. The Cached value is always the Active value plus the Inactive value

D. Kernel indirectly accesses the low memory (LowTotal) through memory paging

Correct Answer: AC

QUESTION 3

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
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ike 0: comes 10.0.0.2:500-> 10.0.0.1:500, ifindex-7..

ike 0: IKEV1 exchange-Rggressive id-bafd7d0988e9237f/2f405ef3952f6fda len 430
ike 0: in
BAFATDO98BE9237F2F405EF3952F6FDAO110040000000000000001AE0400003C0000000100000001000000300101000
ike 0: RemoteSite:4: initiator: aggressive mode get 1°F response

VID RFC 3947 4a131c81070358455C5728F20E95452F

VID DPED AFCADT71368A1F1c96B8696FCT7570100

VID FORTIGATE B8299031757A36082C6A621DEO00502D7

peer is FortiGate/Fortios (vé b932)

VID FRAGMENTATION 4048B7D56EBCES88525ETDETFO00D6C2D3

VID FRAGMENTATION 4048B7TD56EBCES88525E7DETF00D6C2D3C0000000
received peer identifier FQDN ‘remote’

RemoteSite:
RemoteS8ite:
RemoteSite:
RemoteSite:

ike
ike
ike
ike
ike RemoteSite:
ike RemoteSite:
ike RemoteSite:
RemoteSite:
RemoteSite:
RemoteSite:

RemoteSite:

ike
ike
ike
ike

negotiation result
proposal id = 1:
protocol id — ISAKMP:
trans id — KEY IKE.

RemoteSite:
RemoteSite:

ike
ike

encapgulaticn — IKE/none
type=OAKLEY ENCRYPT ALG, val=AES CBC, key-len=128
type—OAKLEY HASH ALG, val-SHA
type=AUTH METHOD, val-=PRESHARED KEY.
type=0AKLEY GROUP, val=MODF1024.
ike RemoteSite: ISAKMP SA lifetime=86400
ike RemoteSite: ISAKMP SA bafd7d0988e9237f/2f405ef3952f6fda key
16:B25B6C9384DBBDB24E3DA3DCY0CFLEET3
ike 0: RemoteSite:d4: PSK authentication succeeded
ike 0: RemoteSite:4: authentication OK
ike 0: RemoteSite:4: add INITIAL-CONTACT
ike 0: RemoteSite:4: enc
BAFATD098BBEY237F2F405EF3952F6FDADB1004010000000000000080140000181F2E4BBFDBESDGO3F
ike 0: RemoteSite:4: out
BAFATD0O98BEY237F2F405EF3952F6FDAOS8100401000000000000008c2E3FCO9BA061B16A396F009A12
ike 0: RemoteSite:4: sent TKE msg (agg 12send) : 10.0.0.1:500 ->10.0.0.2:500, len-140, id-
bafd47d0988e9237£/2
ike 0: RemoteSite:4: established IKE SA baf47d0988e9237f/2f405ef3952f6fda

RemoteSite:
RemoteSite:
RemoteSite:

ike
ike
ike

0:
0:
0:
0:
0:
0:
[
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:

o A N - N N RN - NN -

(=]
(=9

Which statements about this debug output are correct? (Choose two.)
A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.

D. The initiator has provided remote as its IPsec peer ID.

Correct Answer: BD

QUESTION 4

Examine the following partial outputs from two routing debug commands; then answer the question below.
# get router info kernel

tab=254 vf=0 scope=0type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0

gwy=10.200.1.254 dev=2(port1)
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tab=254 vf=0 scope=0type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0
gwy=10.200.2.254 dev=3(port2)

tab=254 vf=0 scope=253type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/.->10.0.1.0/24 pref=10.0.1.254
gwy=0.0.0.0 dev=4(port3)

# get router info routing-table all s*0.0.0.0/0 [10/0] via 10.200.1.254, portl [10/0] via 10.200.2.254, port2,
[10/0] dO.0.1.0/24 is directly connected, port3 d0.200.1.0/24 is directly connected, portl d0.200.2.0/24 is

directly connected, port2 Which outbound interface or interfaces will be used by this FortiGate to route web traffic from
internal users to the Internet?

A. port!

B. port2.

C. Both portl and port2.
D. port3.

Correct Answer: B

QUESTION 5

Refer to the exhibit, which contains partial output from an IKE real-time debug.
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: ifindex=7. "
exc : id bdébb6354401a/06b8
i initiato Jg
VID DED AFCADT13
DPD negotiated
VIiD FORT 3
peer is FortiGate/FortioOs
VID FRAGMENTATION 4048B7DS56EBCES
VID FRAGMENTATION 4043B7DS6EBC
ed pser identifier FQDN
negotiation

proposal id
protocol i ISARMD:
trans id = KEY IEKE.
encapsulation = IEKE/n :
type=0ARLEY ENCRYPT ATLG, val=AES CBC, key—len=12

type=0ARLEY NASI ATG, ¥ 1=CIIA.
type=AUTH METHOD, wval=PRESHARED FEY.
type=0ARLEY GROUE, val=MODP1024.
ISARMP SA lifetime=B86400
NAT-T unavailable
ISARMP SA aZ2fbdébb6394401a/06b89%c022d4dfe82 key
=

)
367891

[

PSKE authentication succeedesd

o

authentication OK
add INITIAL—CONTACT
enc

SC022D4DF6!
out

o
Ve ws

; B100401000000000000005C64D5SCBAS0R8T3F150CBERBSC
sent IKE msg (agg iZsend): 10.0.0.1:500->10.0.0.2:500, len=140,

Which two statements about this debug output are correct? (Choose two.)
A. The remote gateway IP address is 10.0.0.1.

B. The initiator provided remote as its IPsec peer ID.

C. It shows a phase 1 negotiation.

D. The negotiation is using AES128 encryption with CBC hash.

Correct Answer: BC

QUESTION 6

View the exhibit, which contains the output of a debug command, and then answer the question below.
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#dia hardware sysinfo shm
oHM counter: 150
SHM allocated: 0
SHM total: 625057792

conserve mode: on - mem

2024 Latest passditsure NSE7_EFW-6.4 PDF and VCE dumps Download

system last entered: Mon Apr 24 16:36:37 2017
sys fd last entered: n-a
total: 641236992
free: 641208320
avail: 641208320
alloc: 28672

1 U1 1AW
2R
S e

(PR 7 PR

What statement is correct about this FortiGate?

A. Itis currently in system conserve mode because of high CPU usage.

B. Itis currently in FD conserve mode.

C. Itis currently in kernel conserve mode because of high memory usage.
D. Itis currently in system conserve mode because of high memory usage.

Correct Answer: D

QUESTION 7

What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)
A. Reduce the session time to live.

B. Increase the TCP session timers.

C. Increase the FortiGuard cache time to live.

D. Reduce the maximum file size to inspect.

Correct Answer: AD

QUESTION 8
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What events are recorded in the crashlogs of a FortiGate device? (Choose two.)

A. A process crash.

B. Configuration changes.

C. Changes in the status of any of the FortiGuard licenses.

D. System entering to and leaving from the proxy conserve mode.

Correct Answer: AD

diagnose debug crashlog read

275: 2014-08-05 13:03:53 proxy=acceptor service=imap session fail mode=activated276: 2014-08-05

13:03:53 proxy=acceptor service=ftp session fail mode=activated277: 2014-08-05 13:03:53 proxy=acceptor
service=nntp session fail mode=activated278: 2014-08-06 11:05:47 service=kernel conserve=on free="45034 pages"
red="45874 pages" msg="Kernel279: 2014-08-06 11:05:47 enters conserve mode"280: 2014-08-06 13:07:16
service=kernel conserve=exit free="86704 pages" green="68811 pages"281: 2014-08-06 13:07:16 msg="Kernel leaves
conserve mode"282: 2014-08-06

13:07:16 proxy=imd sysconserve=exited total=1008 free=349 marginenter=201283: 2014-08-06 13:07:16
marginexit=302

QUESTION 9

Refer to the exhibit, which contains partial outputs from two routing debug commands.

Why is the port2 default route not in the second command\\'s output?
A. It has a higher priority value than the default route using port1.

B. It is disabled in the FortiGate configuration.

C. It has a lower priority value than the default route using port1.

D. It has a higher distance than the default route using portl.

Correct Answer: D
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QUESTION 10

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported
that both clusters are using the same HA virtual MAC address. This creates a duplicated MAC address problem in the
network. What HA setting must be changed in one of the HA clusters to fix the problem?

A. Group ID.

B. Group name.

C. Session pickup.

D. Gratuitous ARPs.

Correct Answer: A

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-high-availability- 52/HA_failoverVMAC.htm

QUESTION 11

Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.
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Hub # get vpn ipsec tunnel details
gateway
name: ‘HubZSpokel’
type: route-based
local—-gateway: 10.10.1.1:0 ({static)
remote—gateway: 10.10.2.2:0 (static)

mode: ike-—vl
interface: ‘wan2’ (&)
rx packets: 1025 bytes: 524402 errors:
tx packets: 641 bytes: 93 errors: 0
dpd: on-demand/negotiated idle: 20000ms
selectors

name: ‘HubZ2Spo

autc—negatlate.

mode: tunnel

src: 0:192.168.1.0/

dst: 0:10.10.20.0/0.0.0.

L
[}

Based on the output, which two statements are correct? (Choose two.)
A. Phase 2 authentication is set to shal on both sides.

B. Anti-replay is disabled

C. Hub2Spokel is a policy-based VPN.

D. Hub2Spokel is configured on interface wan2.

Correct Answer: AD

QUESTION 12
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A FortiGate\\'s portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is
enabled in portl and only explicit web proxy users can access the Internet. Web cache is NOT enabled. An internal web
proxy user is downloading a file from the Internet via HTTP. Which statements are true regarding the two entries in the
FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate\\'s interfaces.

C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Correct Answer: AD

QUESTION 13

The CLI command set intelligent-mode controls the IPS engine\\'s adaptive scanning behavior. Which of the following
statements describes IPS adaptive scanning?

A. Determines the optimal number of IPS engines required based on system load.

B. Downloads signatures on demand from FDS based on scanning requirements.

C. Determines when it is secure enough to stop scanning session traffic.

D. Choose a matching algorithm based on available memory and the type of inspection being performed.

Correct Answer: C

Configuring IPS intelligenceStarting with FortiOS 5.2, intelligent-mode is a new adaptive detection method. This
command is enabled the default and it means that the IPS engine will perform adaptive scanning so that, for some
traffic, the FortiGate can quickly finish scanning and offload the traffic to NPU or kernel. It is a balanced method which

could cover all known exploits. When disabled, the IPS engine scans every single byte. config ips globalset intelligent-
mode {enable|disable}end

QUESTION 14

View the exhibit, which contains the output of a debug command, and then answer the question below.

# diaor hardware aysinfo conserve

mocie: on

hle:
memory used + freeable threshold extremes:
Wemory u dl thr ld red:
wemory used threshold green:

Which one of the following statements about this FortiGate is correct?

A. Itis currently in system conserve mode because of high CPU usage.
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B. It is currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. Itis currently in memory conserve mode because of high memory usage.

Correct Answer: D

QUESTION 15

In which two states is a given session categorized as ephemeral? (Choose two.)
A. A TCP session waiting to complete the three-way handshake.

B. A TCP session waiting for FIN ACK.

C. A UDP session with packets sent and received.

D. A UDP session with only one packet received.

Correct Answer: AD
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