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QUESTION 1

What is the diagnose test application ipsmonitor 99 command used for? 

A. To enable IPS bypass mode 

B. To provide information regarding IPS sessions 

C. To disable the IPS engine 

D. To restart all IPS engines and monitors 

Correct Answer: D 

 

QUESTION 2

Examine the output of the `diagnose sys session list expectation\\' command shown in the exhibit; than answer the
question below. 

Which statement is true regarding the session in the exhibit? 

A. It was created by the FortiGate kernel to allow push updates from FotiGuard. 

B. It is for management traffic terminating at the FortiGate. 
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C. It is for traffic originated from the FortiGate. 

D. It was created by a session helper or ALG. 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit, which contains the debug output of diagnose dvm device list. 

Which two statements about the output shown in the exhibit are correct? (Choose two.) 

A. ADOMs are disabled on the FortiManager 

B. The FortiGate configuration is in sync with latest running revision history. 

C. There are pending device-level changes yet to be installed on Local-FortiGate. 

D. The policy package has been modified for Local-FortiGate. 

Correct Answer: BC 

Reference: https://docs.fortinet.com/document/fortimanager/7.0.0/upgrade- guide/959309/cli-example-ofdiagnose-dvm-
device-list 

 

QUESTION 4

Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command. 
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Based on the output, which two statements are correct? (Choose two.) 

A. Phase 2 authentication is set to sha1 on both sides. 

B. Anti-replay is disabled. 

C. Hub2Spoke1 is a policy-based VPN. 

D. Hub2Spoke1 is configured on interface wan2. 

Correct Answer: AD 

 

QUESTION 5
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View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 

The administrator does not have access to the remote gateway. Based on the debug output, what configuration
changes can the administrator make to the local gateway to resolve the phase 1 negotiation error? 

A. Change phase 1 encryption to 3DES and authentication to SHA128. 

B. Change phase 1 encryption to AES128 and authentication to SHA512. 
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C. Change phase 1 encryption to AESCBC and authentication to SHA2. 

D. Change phase 1 encryption to AES256 and authentication to SHA256. 

Correct Answer: D 

 

QUESTION 6

Examine the IPsec configuration shown in the exhibit; then answer the question below. 

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn
ike log-filter src-addr4 10.0.10.1 diagnose debug application ike -1 diagnose debug enable The VPN is currently up,
there is no traffic crossing the tunnel and DPD packets are being interchanged 

between both IPsec gateways. However, the IKE real time debug does NOT show any output. Why isn\\'t there any
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output? 

A. The IKE real time shows the phases 1 and 2 negotiations only. It does not show any more output once the tunnel is
up. 

B. The log-filter setting is set incorrectly. The VPN\\'s traffic does not match this filter. 

C. The IKE real time debug shows the phase 1 negotiation only. For information after that, the 

administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1. 

D. The IKE real time debug shows error messages only. If it does not provide any output, it indicates that the tunnel is
operating normally. 

Correct Answer: B 

 

 

QUESTION 7

View the exhibit, which contains a screenshot of some phase-1 settings, and then answer the question below. 

The VPN is up, and DPD packets are being exchanged between both IPsec gateways; however, traffic cannot pass
through the tunnel. To diagnose, the administrator enters these CLI commands: 
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However, the IKE real time debug does not show any output. Why? 

A. The debug output shows phases 1 and 2 negotiations only. Once the tunnel is up, it does not show any more output. 

B. The log-filter setting was set incorrectly. The VPN\\'s traffic does not match this filter. 

C. The debug shows only error messages. If there is no output, then the tunnel is operating normally. 

D. The debug output shows phase 1 negotiation only. After that, the administrator must enable the following real time
debug: diagnose debug application ipsec -1. 

Correct Answer: B 

 

QUESTION 8

An administrator has configured a dial-up IPsec VPN with one phase 2, extended authentication (XAuth) and IKE mode
configuration. The administrator has also enabled the IKE real time debug: 

diagnose debug application ike-1 diagnose debug enable 

In which order is each step and phase displayed in the debug output each time a new dial- up user is connecting to the
VPN? 

A. Phase1; IKE mode configuration; XAuth; phase 2. 

B. Phase1; XAuth; IKE mode configuration; phase2. 

C. Phase1; XAuth; phase 2; IKE mode configuration. 

D. Phase1; IKE mode configuration; phase 2; XAuth. 

Correct Answer: B 

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-ipsecvpn- 54/IPsec_VPN_Concepts/
IKE_Packet_Processing.htm 

 

QUESTION 9

Which of the following statements are correct regarding application layer test commands? (Choose two.) 

A. They are used to filter real-time debugs. 

B. They display real-time application debugs. 

C. Some of them display statistics and configuration information about a feature or process. 
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D. Some of them can be used to restart an application. 

Correct Answer: CD 

Application layer test commands don\\'t display info in real time, but they do show statistics and configuration info about
a feature or process. You can also use some of these commands to restart a process or execute a change in its
operation. 

 

QUESTION 10

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below. 

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output? 

A. This session is for HA heartbeat traffic. 

B. This session is synced with the slave unit. 

C. The inspection of this session has been offloaded to the slave unit. 

D. This session cannot be synced with the slave unit. 

Correct Answer: B 

 

QUESTION 11

Which two conditions must be met for a statistic route to be active in the routing table? (Choose two.) 

A. The link health monitor (if configured) is up. 

B. There is no other route, to the same destination, with a higher distance. 
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C. The outgoing interface is up. 

D. The next-hop IP address is up. 

Correct Answer: AC 

 

QUESTION 12

An administrator added the following Ipsec VPN to a FortiGate configuration: configvpn ipsec phasel -interface edit
"RemoteSite" set type dynamic set interface "portl" set mode main set psksecret ENC LCVkCiK2E2PhVUzZe next end
config vpn ipsec phase2-interface edit "RemoteSite" set phasel name "RemoteSite" set proposal 3des-sha256 next end
However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while 

attempting the Ipsec connection. The output is shown in the exhibit. 

What is causing the IPsec problem in the phase 1 ? 

A. The incoming IPsec connection is matching the wrong VPN configuration 

B. The phrase-1 mode must be changed to aggressive 

C. The pre-shared key is wrong 

D. NAT-T settings do not match 

Correct Answer: C 

 

QUESTION 13

When does a RADIUS server send an Access-Challenge packet? 
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A. The server does not have the user credentials yet. 

B. The server requires more information from the user, such as the token code for two- factor authentication. 

C. The user credentials are wrong. 

D. The user account is not found in the server. 

Correct Answer: B 

 

QUESTION 14

View the exhibit, which contains an entry in the session table, and then answer the question below. 

Which one of the following statements is true regarding FortiGate\\'s inspection of this session? 

A. FortiGate applied proxy-based inspection. 

B. FortiGate forwarded this session without any inspection. 

C. FortiGate applied flow-based inspection. 

D. FortiGate applied explicit proxy-based inspection. 

Correct Answer: A 

https://kb.fortinet.com/kb/viewContent.do?externalId=FD30042 

 

QUESTION 15
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Refer to the exhibit, which contains partial output from an IKE real-time debug. 

Which two statements about this debug output are correct? (Choose two.) 

A. The remote gateway IP address is 10.0.0.1. 

B. The initiator provided remote as its IPsec peer ID. 

C. It shows a phase 1 negotiation. 

D. The negotiation is using AES128 encryption with CBC hash. 

Correct Answer: BC 
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