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QUESTION 1

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 

Which statements about this debug output are correct? (Choose two.) 

A. The remote gateway IP address is 10.0.0.1. 

B. It shows a phase 1 negotiation. 

C. The negotiation is using AES128 encryption with CBC hash. 

D. The initiator has provided remote as its IPsec peer ID. 

Correct Answer: BD 

 

QUESTION 2

View the exhibit, which contains an entry in the session table, and then answer the question below. 
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Which one of the following statements is true regarding FortiGate\\'s inspection of this session? 

A. FortiGate applied proxy-based inspection. 

B. FortiGate forwarded this session without any inspection. 

C. FortiGate applied flow-based inspection. 

D. FortiGate applied explicit proxy-based inspection. 

Correct Answer: A 

https://kb.fortinet.com/kb/viewContent.do?externalId=FD30042 

 

QUESTION 3

Examine the output of the \\'diagnose debug rating\\' command shown in the exhibit; then answer the question below. 
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Which statement are true regarding the output in the exhibit? (Choose two.) 

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate. 

B. The TZ value represents the delta between each FortiGuard server\\'s time zone and the FortiGate\\'s time zone. 

C. FortiGate will send the FortiGuard queries to the server with highest weight. 

D. A server\\'s round trip delay (RTT) is not used to calculate its weight. 

Correct Answer: BC 

 

QUESTION 4

An administrator has enabled HA session synchronization in a HA cluster with two members. Which flag is added to a
primary unit\\'s session to indicate that it has been synchronized to the secondary unit? 

A. redir. 

B. dirty. 

C. synced 

D. nds. 

Correct Answer: C 

The synced sessions have the `synced\\' flag. The command `diag sys session list\\' can be used to see the sessions on
the member, with the associated flags. 

 

QUESTION 5

The logs in a FSSO collector agent (CA) are showing the following error: failed to connect to registry: PIKA1026
(192.168.12.232) 
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What can be the reason for this error? 

A. The CA cannot resolve the name of the workstation. 

B. The FortiGate cannot resolve the name of the workstation. 

C. The remote registry service is not running in the workstation 192.168.12.232. 

D. The CA cannot reach the FortiGate with the IP address 192.168.12.232. 

Correct Answer: C 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD30548 

 

QUESTION 6

View the IPS exit log, and then answer the question below. 

# diagnose test application ipsmonitor 3 

ipsengine exit log" 

pid = 93 (cfg), duration = 5605322 (s) at Wed Apr 19 09:57:26 2017 code = 11, reason: manual 

What is the status of IPS on this FortiGate? 

A. IPS engine memory consumption has exceeded the model-specific predefined value. 

B. IPS daemon experienced a crash. 

C. There are communication problems between the IPS engine and the management database. 

D. All IPS-related features have been disabled in FortiGate\\'s configuration. 

Correct Answer: D 

 

The command diagnose test application ipsmonitor includes many options that are useful for 

troubleshooting purposes. 

Option 3 displays the log entries generated every time an IPS engine process stopped. There are various 

reasons why these logs are generated: 

Manual: Because of the configuration, IPS no longer needs to run (that is, all IPS-releated features have 

been disabled) 

 

QUESTION 7

View the exhibit, which contains the output of get sys ha status, and then answer the question below. 
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Which statements are correct regarding the output? (Choose two.) 

A. The slave configuration is not synchronized with the master. 

B. The HA management IP is 169.254.0.2. 

C. Master is selected because it is the only device in the cluster. 

D. port 7 is used the HA heartbeat on all devices in the cluster. 

Correct Answer: AD 

 

QUESTION 8

Examine the output of the `get router info bgp summary\\' command shown in the exhibit; then answer the question
below. 
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Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect? 

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet. 

B. The TCP session for the BGP connection to 10.200.3.1 is down. 

C. The local peer has received the BGP prefixed from the remote peer. 

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet. 

Correct Answer: B 

http://www.ciscopress.com/articles/article.asp?p=2756480andseqNum=4 

 

QUESTION 9

Refer to the exhibit, which contains partial outputs from two routing debug commands. 

Why is the port2 default route not in the second command\\'s output? 

A. It has a higher priority value than the default route using port1. 

B. It is disabled in the FortiGate configuration. 

C. It has a lower priority value than the default route using port1. 
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D. It has a higher distance than the default route using port1. 

Correct Answer: D 

 

QUESTION 10

Refer to exhibit, which contains the output of a BGP debug command. 

Which statement explains why the state of the 10.200.3.1 peer is Connect? 

A. The local router is receiving BGP keepalives from the remote peer, but the local peer has not received the
OpenConfirm yet. 

B. The TCP session to 10.200.3.1 has not completed the 3-way handshake. 

C. The local router is receiving the BGP keepalives from the peer, but it has not received a BGP prefix yet. 

D. The local router has received the BGP prefixes from the remote peer. 

Correct Answer: B 

BGP neighbor states and how they change: Idle: Initial state Connect: Waiting for a successful three-way TCP
connection Active: Unable to establish the TCP session OpenSent: Waiting for an OPEN message from the peer
OpenConfirm: Waiting for the keepalive message from the peer Established: Peers have successfully exchanged OPEN
and keepalive messages 

 

QUESTION 11

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported
that both clusters are using the same HA virtual MAC address. This creates a duplicated MAC address problem in the
network. 

What HA setting must be changed in one of the HA clusters to fix the problem? 

A. Group ID. 

B. Group name. 
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C. Session pickup. 

D. Gratuitous ARPs. 

Correct Answer: A 

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-high-availability- 52/HA_failoverVMAC.htm 

 

QUESTION 12

A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when
accessing any website. The administrator executes the following debug commands and observes that the n-dns-timeout
counter is increasing: 

What should the administrator check to fix the problem? 

A. The connectivity between the FortiGate unit and the DNS server. 

B. The connectivity between the client workstations and the DNS server. 

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies. 

D. That DNS service is enabled in the explicit web proxy interface. 

Correct Answer: A 

 

QUESTION 13

Examine the partial output from two web filter debug commands; then answer the question below: Based on the above
outputs, which is the FortiGuard web filter category for the web site www.fgt99.com? 

NSE7_EFW-6.2 PDF Dumps | NSE7_EFW-6.2 VCE Dumps | NSE7_EFW-6.2 Braindumps                             9 / 12

https://www.pass4itsure.com/nse7_efw-6-2.html
https://www.pass4itsure.com/nse7_efw-6-2.html
https://www.pass4itsure.com/nse7_efw-6-2.html


https://www.pass4itsure.com/nse7_efw-6-2.html
2023 Latest pass4itsure NSE7_EFW-6.2 PDF and VCE dumps Download

A. Finance and banking 

B. General organization. 

C. Business. 

D. Information technology. 

Correct Answer: C 

 

QUESTION 14

When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the
browser client does not provide the server name indication (SNI) extension? 

A. FortiGate uses CN information from the Subject field in the server\\'s certificate. 

B. FortiGate switches to the full SSL inspection method to decrypt the data. 

C. FortiGate blocks the request without any further inspection. 

D. FortiGate uses the requested URL from the user\\'s web browser. 

Correct Answer: A 

 

QUESTION 15

View the exhibit, which contains a partial web filter profile configuration, and then answer the question 

below. 
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Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as 

File Sharing and Storage? 

A. FortiGate will exempt the connection based on the Web Content Filter configuration. 

B. FortiGate will block the connection based on the URL Filter configuration. 

C. FortiGate will allow the connection based on the FortiGuard category based filter configuration. 

D. FortiGate will block the connection as an invalid URL. 

Correct Answer: B 
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