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QUESTION 1

What advantage does sandboxing provide over traditional virus detection methods?

A. Heuristics detection that can detect new variants of existing viruses.

B. Pattern-based detection that can catch multiple variants of a virus.

C. Full code execution in an isolated and protected environment.

D. Code emulation as packets are handled in real-time.

Correct Answer: A

Heuristic analysis is capable of detecting many previously unknown viruses and new variants of current viruses.

However, heuristic analysis operates on the basis of experience (by comparing the suspicious file to the code and
functions of known viruses Reference: https://en.wikipedia.org/wiki/Heuristic_analysis

QUESTION 2

Examine the scan job report shown in the exhibit, then answer the following question: Which of the following statements
are true regarding this verdict? (Choose two.)

M\ High Risk Trojan

Mark as clean (false positive) B Analysis Details
Received Feb 14 2018 10:29:47 A% WindowsXP
Started Feb 14 2018 10:29:48-05:00
Status Done | & Captured Packets ‘ | & Original File | | & Tracer Package H & Tracer Log |
Rated By VM Engine
Submit Type Sniffer Behavior Chronology Chart
Source IP 10.10.2.254 Suspicious Indicators (6)
Destination IP 10.10.2.100 [ Static Analysis (1)
Digital Signature No Files Created (8
Virus Total Q fles Craated (5]
[# Files Deleted (2)
E More Details Files Modified (1)
B Suspicious Indicators Launched Processes (2)

Registry Changes (3)
Network Behaviors (9)
Behaviors In Sequence (370)

Behavior Summary

Tracker Package Version 02005.00514 Rating Package Version 02005.00507

A. The file contained malicious JavaScipt.

B. The file contained a malicious macro.

C. The file was sandboxed in two-guest VMs.

D. The file was extracted using sniffer-mode inspection.

Correct Answer: AC
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QUESTION 3

Examine the FortiSandbox Scan Profile configuration shown in the exhibit, and then answer the following question:

. Put files/URLs from sniffer, network share and devices of the following types to job queus

‘ [% beatbles @ | [ pocdocuments —® || Office documents @ |[® Flashfiles @ |[T WebPages & |

| {Fs ] Compressed Archives . ® || L Android files . || &  Macfiles L || & User defined extensions ® |

| % URLdetection & |

— winzasouO1s o
21 Installed Applications [

Adobe Flash Player 15 ActiveX 15.0.0.189 -

Adobe ReaderX (10.1.4) “ m m
Adobe ReaderX (10.1.4) 10.1.4

Google Chrome 47.0.2526./73

Google Update Helper

Google Update Helper 1.3.28.15

Java 7 Update 71

= MACOSX [ cloneta | version:1 |
1 |nstalled Applications B scanned File Types
Can not fetch the information for installed 2pplications dmg

Based on the configuration, which of the following statements are true? (Choose two.)
A. PDF files will be inspected in the WIN7X86VM)16 VM.

B. URLs submitted using JSON API will not be inspected.

C. HTM files submitted using the management GUI will be inspected.

D. DMG files will be inspected in the MACOSX VM.

Correct Answer: CD

QUESTION 4

When using FortiSandbox in sniffer-mode, you should configure FortiSandbox to inspect both inbound and outbound
traffic.

What type of threats can FortiSandbox detect on inbound traffic? (Choose two.)
A. Botnet connections

B. Malware

C. Malicious URLs

D. Intrusion attempts
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Correct Answer: AD

QUESTION 5

Which of the following are features of network share scanning of FortiSandbox? (Choose two.)
A. Move clean files to a separate network share.

B. Replace suspicious files with a replacement message.

C. Detect malicious URLs.

D. Detect network attacks.

Correct Answer: AB

Reference: https://help.fortinet.com/fsandbox/olh/2-5-1/Document/900_Scan%20Input/900_Network%
20Share/100_Network%20Share.htm
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