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QUESTION 1

Which statement is true regarding File description (FD) conserve mode?

A. IPS inspection is affected when FortiGate enters FD conserve mode.

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%.
C. FD conserve mode affects all daemons running on the device.

D. Restarting the WAD process is required to leave FD conserve mode.

Correct Answer: B

QUESTION 2

View the exhibit, which contains the output of a diagnose command, and then answer the question below.

# diagnose debug rating
Locale - english
License : Contract
Expiration : Thu Sep 28 17:00:00 20xx
-=- Server List (Thu Apr 19 10:41:32 20xx) -=-
P Weight RTT Flags TZ cet: : S Total Lost
10 45 846
10 46 6806
10 75 275
20 7
20
20
96.45.33.65 60
80.85.69.41 71
62.209.40.74 150
121.111.236.179 45
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Which statements are true regarding the output in the exhibit? (Choose two.)
A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
B. Servers with the D flag are considered to be down.

C. Servers with a negative TZ value are experiencing a service outage.

D. FortiGate used 209.222.147.3 as the initial server to validate its contract.
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Correct Answer: CD

QUESTION 3

Examine the following partial output from two system debug commands; then answer the question below.

# diagnose hardware sysinfo memory
MemTotal: 3092728 kB
MemFree: 1954204 kB
MemShared: 0 kB
Buffers: 284 kB

Cached: 143004 kB
SwapCached: 0 kB
Active: 34092 kB

Inactive: 109256 kB
HighTotal 1179648 kB
HighFree: 853516 kB
LowTotal: 1913080 kB
LowFree: 1100685 kB
SwapTotal O kB
Swapkree: 0 kB

# diagnose hardware sysinfo shm
SHM counter. 285

SHM allocated: 6823936
SHM total: 623452160
concervemode: 0

shm last entered: n/a
system last entered: n/a
SHM FS total: 639725568
SHM FS free: 632614912

SHM F5 alloc: 7110656

Which of the following statements are true regarding the above outputs? (Choose two.)
A. The unit is running a 32-bit FortiOS

B. The unit is in kernel conserve mode

C. The Cached value is always the Active value plus the Inactive value

D. Kernel indirectly accesses the low memory (LowTotal) through memory paging

Correct Answer: AC
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QUESTION 4

What is the purpose of an internal segmentation firewall (ISFW)?

A. It inspects incoming traffic to protect services in the corporate DMZ.

B. It is the first line of defense at the network perimeter.

C. It splits the network into multiple security segments to minimize the impact of breaches.

D. Itis an all-in-one security appliance that is placed at remote sites to extend the enterprise network.

Correct Answer: B

QUESTION 5

What does the dirty flag mean in a FortiGate session?

A. Traffic has been blocked by the antivirus inspection.

B. The next packet must be re-evaluated against the firewall policies.

C. The session must be removed from the former primary unit after an HA failover.
D. Traffic has been identified as from an application that is not allowed.

Correct Answer: B
QUESTION 6

View the exhibit, which contains a partial web filter profile configuration, and then answer the question

below.
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Name default

Default web filtering. | 251

)
N
[8) ]
wn

Comments

@ FortiGuard category based filter

Show | @Allow v

@) Bandwidth Consuming
— @& File Sharing and Storage

& Sstatus URL Filter

Block invalid URLs ¢

URL Filter [ @)
<4 Create Delete
URL Type Action Status
*dropbox.com Wildcard @ Block Enable
Web content filter @)

+ Create new Edit '@ Delete

Pattern Type Pattern Language Action Status

Wildcard |*dropbox* Western I3 Exempt Enable

Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as File Sharing
and Storage?
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A. FortiGate will exempt the connection based on the Web Content Filter configuration.

B. FortiGate will block the connection based on the URL Filter configuration.

C. FortiGate will allow the connection based on the FortiGuard category based filter configuration.
D. FortiGate will block the connection as an invalid URL.

Correct Answer: B

QUESTION 7

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.

responder: main mode get 1st message..
incoming proposal:
: proposal id
protocol id
trans id L
encapsulation = IKE/none
Lype=0AKLEY ENCRYPT ALG, val=3DES CBC.

ISAKMFE SA lifetime=86400

8: my proposal, gw VEN:
: proposal id 3

protocol id = ISAKMP:
trans id = KEY IKE.
- encapsulation = IKE
)0000000000000:278: e=0AKLEY ENCRYPT ALG, val=AES CEC,

)e=OAKLEY HASH ALG, val=S 56.
=AUTH METHOD, val=PRESHARED KEY.
OAKLEY GROUP, Wva 1=MODPZ2048.
ISAKMP SA lifetime=86400

0:c49e59846861b0fe, 000( :278: negotiation failure
ike Negotiate T
proposal chosen

Why didn\\'t the tunnel come up?

A. The pre-shared keys do not match.

B. The remote gateway\\'s phase 2 configuration does not match the local gateway\\'s phase 2 configuration.
C. The remote gateway\\'s phase 1 configuration does not match the local gateway\\'s phase 1 configuration.
D. The remote gateway is using aggressive mode and the local gateway is configured to use man mode.

Correct Answer: C
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QUESTION 8

Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the
designated router The second unit is elected as the backup designated router Under normal operation, how many OSPF
full adjacencies are formed to each of the other two units?

Al

B.2

C.3

D. 4

Correct Answer: B

QUESTION 9

Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?
A. Diagnose debug application radius -1.

B. Diagnose debug application fnbamd -1.

C. Diagnose authd console —log enable.

D. Diagnose radius console —log enable.

Correct Answer: A

QUESTION 10

Examine the output of the “get router info bgp summary\\' command shown in the exhibit; then answer the question
below.

Student# get router info bgp summary
BGP router indentifier 10.200.1.1, local AS number 65500
BGP table version is 2

1 BGF AS-PATH entries
0 BGF community entries

Neighbor V AS MsgRevd MsgSent TblVer InQ OutQ Up/Down State/PixRed
10.200.3.1 4 65501 a2 112 0 0 0 never Connect

Total number of neighbors |
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Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect?

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet.
B. The TCP session for the BGP connection to 10.200.3.1 is down.

C. The local peer has received the BGP prefixed from the remote peer.

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet.

Correct Answer: B

QUESTION 11

View the following FortiGate configuration.

config system global
set snat-route-change disable
end
config router static
edit 1
set gateway 10.200.1.254
set priority 5
set device “portl”
next
cdit 2
set gateway 10.200.2.254
set priority 10
set device “port2”
next
end

All traffic to the Internet currently egresses from portl. The exhibit shows partial session information for Internet traffic
from a user on the internal network:
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# diagnose sys session list
session ulfo plDICI:f) pmtcu St’-ﬂre+ﬂl dur'-itinn=l"' E‘kpll‘E—- timeout=3600

ha_ld—{_.l polle,-*_du:i_l mI]IlEfl—.*

state=may dirty none app ntf
statistic(bytes/packets/allow_err): org=57555/7/1 1'eph-'=;"-_'336'.-',-’191-"1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2
owy=10.200.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnat 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/(0.0), 0/(0,0)

misc:ﬂ polic'i,-' id=1 '-mth_info:{j chk client info=0 vd=0

dd_type=u dd_mc-deZU

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user\\'s session?
A. The session would remain in the session table, and its traffic would still egress from port1.

B. The session would remain in the session table, but its traffic would now egress from both portl and port2.

C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would be deleted, so the client would need to start a new session.

Correct Answer: D

QUESTION 12

An administrator has configured the following CLI script on FortiManager, which failed to apply any

changes to the managed device after being executed.
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conf rout stat
edit 0
set gateway 10.20.121.2
set priority 20
set device “wanl”

next

H= = = S FHe IR s

end

Why didn\\'t the script make any changes to the managed device?
A. Commands that start with the # sign are not executed.

B. CLI scripts will add objects only if they are referenced by policies.
C. Incomplete commands are ignored in CLI scripts.

D. Static routes can only be added using TCL scripts.

Correct Answer: B

QUESTION 13

Examine the output of the “diagnose ips anomaly list\\' command shown in the exhibit; then answer the question below.
# diagnose 1ps anomaly list

list nids meter:

id=ip_dst_session ip=192.168.1.10 dos_id=2 exp=3646 pps=0 freq=0
id=udp_dst_session 1p=192.168.1.10 dos id=2 exp=3646 pps=0 freq=0
id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood 1p=192.168.1.110 dos_1d=2 exp=653 pps=0 freq=0
id=tcp_src_session  1p=192.168.1.110 dos_id=1 exp=5175 pps=0 {freq=§
id=tcp_port_scan ip=192.168.1.110 dos_id=1 exp=175 pps=0 freq=0
id=1p_src_session ip=192.168.1.110 dos_id=1 exp=5649 pps=0 freq=30
id=udp_src_session  ip=192.168.1.110 dos_id=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.
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B. Those whose traffic matches an IPS sensor.
C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Correct Answer: A

QUESTION 14

An administrator has configured a FortiGate device with two VDOMs: root and internal. The administrator has also
created and inter-VDOM link that connects both VDOMSs. The objective is to have each VDOM advertise some routes to
the other VDOM via OSPF through the inter-VDOM link. What OSPF configuration settings must match in both VDOMs
to have the OSPF adjacency successfully forming? (Choose three.)

A. Router ID.

B. OSPF interface area.

C. OSPF interface cost.

D. OSPF interface MTU.

E. Interface subnet mask.

Correct Answer: BDE

QUESTION 15

Examine the output of the “get router info ospf interface\\' command shown in the exhibit; then answer the question
below.
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# get router info ospf interface portd
portd is up, line protocol is up

Internet Address 172.20.121.236/24, Area 0.0.0.0, MTUO 1500

Process ID 0, Router ID 0.0.0.4, Network Type BROADCAST, Cost: 1

Transmit Delay is 1 sec, State DROther, Priority 1

Designated Router (ID) 172.20.140.2, Interface Address 172.20.121.2
Backup Designated Router (ID) 0.0.0.1, Interface Rddress
172.20.121.239
Timer intervals configured, Helleo 10.000, Dead 40, Wait 40, Retransmit
5

Hallo dus in 00:00:05

Neighbor Count is 4, Adjacent neighbor count is 2

Crypt Segquence Number is 411

Helle received 106, sent 27, DD received 7 sent 9

LS-Req received 2 sent 2, LS-Upd received 7 sent 5

LS-Ack received £ sent 3, Discarded 1

Which statements are true regarding the above output? (Choose two.)

A. The port4 interface is connected to the OSPF backbone area.

B. The local FortiGate has been elected as the OSPF backup designated router.
C. There are at least 5 OSPF routers connected to the port4 network.

D. Two OSPF routers are down in the port4 network.

Correct Answer: AD
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