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QUESTION 1

When you create a user or host profile; which three criteria can you use? (Choose three.)
A. An applied access policy

B. Administrative group membership

C. Location

D. Host or user group memberships

E. Host or user attributes

Correct Answer: ACE

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/15797/user-host-profiles

QUESTION 2

With enforcement for network access policies and at-risk hosts enabled, what will happen if a host matches a network
access policy and has a state of "at risk"?

A. The host is provisioned based on the network access policy.

B. The host is provisioned based on the default access defined by the point of connection.
C. The host is isolated.

D. The host is administratively disabled.

Correct Answer: A

Reference: https://docs.fortinet.com/document/fortinac/8.6.0/administration-guide/49701/policy-assignment

QUESTION 3

Which command line shell and scripting language does FortiNAC use for WinRM?
A. Powershell

B. Bash

C. Linux

D. DOS

Correct Answer: A

Open Windows PowerShell or a command prompt. Run the following command to determine if you already have WinRM
over HTTPS configured.
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Reference: https://docs.fortinet.com/document/fortinac/8.7.0/administration-guide/246310/winrm-deviceprofile-
requirements-and-setup

QUESTION 4

Which system group will force at-risk hosts into the quarantine network, based on point of connection?
A. Forced Quarantine

B. Forced Remediation

C. Forced Isolation

D. Physical Address Filtering

Correct Answer: B

A remediation plan is established, including a forensic analysis and a reload of the system. Also, users are forced to
change their passwords as the system held local user accounts.

Reference: https://oit.rice.edu/quarantining-process-used-it-staff-members-introduction

QUESTION 5

What causes a host\\'s state to change to "at risk"?

A. The host has been administratively disabled.

B. The logged on user is not found in the Active Directory.

C. The host has failed an endpoint compliance policy or admin scan.
D. The host is not in the Registered Hosts group.

Correct Answer: C

Failure ?Indicates that the host has failed the scan. This option can also be set manually. When the status is set to
Failure the host is marked";At Ris"; for the selected scan.

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/241168/host-health-andscanning
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