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QUESTION 1

What is the purpose of the Policy Check feature on FortiManager?

A. To find and provide recommendation to combine multiple separate policy packages into one common policy package
B. To find and merge duplicate policies in the policy package

C. To find and provide recommendation for optimizing policies in a policy package

D. To find and delete disabled firewall policies in the policy package

Correct Answer: C

Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and%200bjects/0
800_Managing%?20policy %20packages/2400_Perform%20a%20policy%20consistency%20check.htm

QUESTION 2

An administrator would like to create an SD-WAN default static route for a newly created SD-WAN using the
FortiManager GUI. Both portl and port2 are part of the SD-WAN member interfaces. Which interface must the
administrator select in the static route device drop-down list?

A. port2

B. virtual-wan-link

C. portl

D. auto-discovery

Correct Answer: B

QUESTION 3

View the following exhibit: Which two statements are true if the script is executed using the Remote FortiGate Directly
(via CLI) option? (Choose two.)
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Create New CLI Script

Scrpt Name
Comments
Type

Run Scnpt on

Script Detail

Config |

Write a comment 0/2

L

5

CLI Script

Remote FortiGate Directly(via CLI)
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[View Sample Script]

edit "H25 0"

next
end

edit "H25 0"

set vdom "root”

next
end

set as 65100

setip 172.16.1.12
set remote-ip 172.16.1.254

config router bgp

config vpn tpsec phase l-interface

set auto-discovery-sender enable

config system interface

55255 255255

ot i ! ! i !t i |

set rower-id 172.16.1.1
comnfig neighbor-group

Advanced Device Filters

A. You must install these changes using Install Wizard

B. FortiGate will auto-update the FortiManager\\'s device-level database.

C. FortiManager will create a new revision history.

D. FortiManager provides a preview of CLI commands before executing this script on a managed FortiGate.

Correct Answer: BC

QUESTION 4

Which of the following statements are true regarding schedule backup of FortiManager? (Choose two.)

A. Backs up all devices and the FortiGuard database.
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B. Does not back up firmware images saved on FortiManager
C. Supports FTP, SCP, and SFTP
D. Can be configured from the CLI and GUI

Correct Answer: BC

QUESTION 5

An administrator would like to review, approve, or reject all the firewall policy changes made by the junior administrators.
How should the Workspace mode be configured on FortiManager?

A. Set to workflow and use the ADOM locking feature
B. Set to read/write and use the policy locking feature
C. Set to normal and use the policy locking feature
D. Set to disable and use the policy locking feature
Correct Answer: A

Reference: https://help.fortinet.com/fmgr/50hlp/52/5-2-0/FMG_520_Online_Help/200_What\\'s-New.03.03.html

QUESTION 6

What does a policy package status of Conflict indicate?

A. The policy package reports inconsistencies and conflicts during a Policy Consistency Check.

B. The policy package does not have a FortiGate as the installation target.

C. The policy package configuration has been changed on both FortiManager and the managed device independently.
D. The policy configuration has never been imported after a device was registered on FortiManager.

Correct Answer: C

QUESTION 7

Which two settings are required for FortiManager Management Extension Applications (MEA)? (Choose two.)
A. When you configure MEA, you must open TCP or UDP port 540.

B. You must open the ports to the Fortinet registry

C. You must create a MEA special policy on FortiManager using the super user profile
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D. The administrator must have the super user profile.

Correct Answer: CD

QUESTION 8

In the event that the primary FortiManager fails, which of the following actions must be performed to return the
FortiManager HA to a working state?

A. Secondary device with highest priority will automatically be promoted to the primary role, and manually reconfigure all
other secondary devices to point to the new primary device

B. Reboot one of the secondary devices to promote it automatically to the primary role, and reconfigure all other
secondary devices to point to the new primary device.

C. Manually promote one of the secondary devices to the primary role, and reconfigure all other secondary devices to
point to the new primary device.

D. FortiManager HA state transition is transparent to administrators and does not require any reconfiguration.

Correct Answer: C

FortiManager_6.4_Study_Guide-Online ?page 346

FortiManager HA doesn\\'t support IP takeover where an HA state transition is transparent to administrators. If a failure
of the primary occurs, the administrator must take corrective action to resolve the problem that may include invoking the
state transition. If the primary device fails, the administrator must do the following in order to return the FortiManager HA
to a working state:

1.

Manually reconfigure one of the secondary devices to become the primary device

2.

Reconfigure all other secondary devices to point to the new primary device

QUESTION 9

View the following exhibit, which shows the Download Import Report: Why it is failing to import firewall policy ID 2?
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Start to import config from devices{Remote-FortiGate) vdom (root)to adom (MyADOM),
Package(Remote-FortiGate)

“firewall address”, SUCCESS,"(name=REMOTE_SUBNET,oid=580, new object)”

“firewall policy”, SUCCESS,"{name=1, 0id=530,new object)”

“firewall policy”,FAIL,"(name=1D:2({#2), oid=991, reason=interface(interface binding

Contradiction.detail:any<-portg)binding fail)"”

A. The address object used in policy ID 2 already exist in ADON database with any as interface association and
conflicts with address object interface association locally on the FortiGate

B. Policy ID 2 is configured from interface any to port6 FortiManager rejects to import this policy because any interface
does not exist on FortiManager

C. Policy ID 2 does not have ADOM Interface mapping configured on FortiManager
D. Policy ID 2 for this managed FortiGate already exists on FortiManager in policy package named Remote-FortiGate.
Correct Answer: A

FortiManager_6.4_Study_Guide-Online page 331and; 332

QUESTION 10

You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the
expected result?

A. Any pending device settings will be installed automatically

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically
C. The shared policy package will not be moved to the new ADOM

D. Policy packages will be imported into the new ADOM automaticallyD

Correct Answer: C

Reference: https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objects-to-new-ADOM-on-
FortiManager/ta-p/198342

QUESTION 11

When an installation is performed from FortiManager, what is the recovery logic used between FortiManager and
FortiGate for an FGFM tunnel?

A. After 15 minutes, FortiGate will unset all CLI commands that were part of the installation that caused the tunnel to go
down.
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B. FortiManager will revert and install a previous configuration revision on the managed FortiGate.

C. FortiGate will reject the CLI commands that will cause the tunnel to go down.

D. FortiManager will not push the CLI commands as a part of the installation that will cause the tunnel to go down.
Correct Answer: B

The configuration change will break the fgfm connection, causing the FortiGate unit to attempt to reconnect for 900
seconds. If the FortiGate cannot reconnect, it will rollback to its previous configuration.

QUESTION 12

Refer to the exhibit.

£°% Device Manager + = | & install Wizard
B Device & Groups “hmﬂ
B Scripts

This termplate is assigned to 1 devices/groups. 3
ﬂ Prossioning Templates

I o

P Tunng| Tr'-'11;':.'l.""=

SO-WAN Templates Primary DS Server 1921481111

Static Route Templates CAllow Onverride ©
Certificate Templates
o ¥ Secondary DNG Server 192,1881.112
Threat Weight AR FF
L] Allow Oneerride €
CLI Templates
NSX-T Service Temptate Lol Diceivialn MNam

1
Ll alow Owerride &
& Firmware Templates

2 Monitors 3 Advanced Options >

Almrr Frnnil i

According to the error message why is FortiManager failing to add the FortiAnalyzer device?

A. The administrator must turn off the Use Legacy Device login and add the FortiAnaJyzer device to the same network
as Forti-Manager

B. The administrator must select the Forti-Manager administrative access checkbox on the FortiAnalyzer management
interface

C. The administrator must use the Add Model Device section and discover the FortiAnaJyzer device

D. The administrator must use the correct user name and password of the FortiAnalyzer device
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Correct Answer: B

QUESTION 13

Which two statements regarding device management on FortiManager are true? (Choose two.)

A. FortiGate devices in HA cluster devices are counted as a single device.

B. FortiGate in transparent mode configurations are not counted toward the device count on FortiManager.
C. FortiGate devices in an HA cluster that has five VDOMs are counted as five separate devices.

D. The maximum number of managed devices for each ADOM is 500.

Correct Answer: AC

QUESTION 14

Which of the following statements are true regarding reverting to previous revision version from the revision history?
(Choose two.)

A. To push these changes to a managed device, it required an install operation to the managed FortiGate.

B. Reverting to a previous revision history will generate a new version ID and remove all other history versions.
C. Reverting to a previous revision history will tag the device settings status as Auto-Update.

D. It will modify device-level database

Correct Answer: AD

QUESTION 15

Refer to the exhibit.
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Start to import config from device(Local-FortiGate) vdom(root) to
adom(My_ADOM), package(Local-FortiGate_root)

"firewall service category” , SKIPPED,"(name=General, 0id=697, DUPLICATE)"
“firewall address”,SUCCESS,"(name=LOCAL_SUBNET, 0id=684, new object)"

“firewall service custom”,SUCCESS,"(name=ALL, 0id=863, update previous
object)"

“firewall policy”,SUCCESS,"(name=1, oid = 1090, new object)"

Which statement about the object named ALL is true?
A. FortiManager updated the object ALL using the FortiGate value in its database.
B. FortiManager installed the object ALL with the updated value.

C. FortiManager created the object ALL as a unique entity in its database, which can be only used by this managed
FortiGate.

D. FortiManager updated the object ALL using the FortiManager value in its database.

Correct Answer: A
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