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QUESTION 1

An administrator has enabled Service Access on FortiManager. 

What is the purpose of Service Access on the FortiManager interface? 

A. Allows FortiManager to download IPS packages 

B. Allows FortiManager to respond to request for FortiGuard services from FortiGate devices 

C. Allows FortiManager to run real-time debugs on the managed devices 

D. Allows FortiManager to automatically configure a default route 

Correct Answer: B 

FortiManager 6.2 Study guide page 350 

 

QUESTION 2

Refer to the exhibit. 

An administrator has configured the command shown in the exhibit on FortiManager. A configuration change has been
installed from FortiManager to the managed FortiGate that causes the FGFM tunnel to go down for more than 15
minutes. What is the purpose of this command? 

A. It allows FortiGate to unset central management settings. 

B. It allows FortiGate to reboot and recover the previous configuration from its configuration file. 

C. It allows the FortiManager to revert and install a previous configuration revision on the managed FortiGate. 

D. It allows FortiGate to reboot and restore a previously working firmware image. 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortimanager/6.2.0/fortigate-fortimanager-communicationsprotocol-
guide/141304/fgfm-recovery-logic 

 

QUESTION 3

You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the
expected result? 
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A. Any pending device settings will be installed automatically 

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically 

C. The shared policy package will not be moved to the new ADOM 

D. Policy packages will be imported into the new ADOM automaticallyD 

Correct Answer: C 

Reference: https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objects-to-new-ADOM-on-
FortiManager/ta-p/198342 

 

QUESTION 4

Refer to the exhibit. 

Which two statements about an ADOM set in Normal mode on FortiManager are true? (Choose two.) 

A. It supports the FortiManager script feature 

B. It allows making configuration changes for managed devices on FortiManager panes 

C. FortiManager automatically installs the configuration difference in revisions on the managed FortiGate 

D. You cannot assign the same ADOM to multiple administrators 

Correct Answer: AB 

"FortiGate units in the ADOM will query their own configuration every 5 seconds. If there has been a configuration
change, the FortiGate unit will send a diff revision on the change to the FortiManager using the FGFM protocol." 
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QUESTION 5

View the following exhibit. 

Given the configurations shown in the exhibit, what can you conclude from the installation targets in the Install On
column? 

A. The Install On column value represents successful installation on the managed devices 

B. Policy seq#3 will be installed on all managed devices and VDOMs that are listed under Installation Targets 

C. Policy seq#3 will be installed on the Trainer[NAT] VDOM only 

D. Policy seq#3 will be not installed on any managed device 

Correct Answer: B 

 

QUESTION 6
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Which of the following statements are true regarding VPN Gateway configuration in VPN Manager? (Choose two.) 

A. Managed gateways are devices managed by FortiManager in the same ADOM 

B. External gateways are third-party VPN gateway devices only 

C. Protected subnets are the subnets behind the device that you don\\'t want to allow access to over the IPsec VPN 

D. Managed devices in other ADOMs must be treated as external gateways 

Correct Answer: AD 

Reference: http://help.fortinet.com/fmgr/50hlp/56/5-6-1/FMG-
FAZ/1300_VPN_Manager/0800_IPsec_VPN_Gateway/0400_Create_mngd_gateway.htm 

 

QUESTION 7

An administrator\\'s PC crashes before the administrator can submit a workflow session for approval. After the PC is
restarted, the administrator notices that the ADOM was locked from the session before the crash. How can the
administrator unlock the ADOM? 

A. Restore the configuration from a previous backup. 

B. Log in as Super_User in order to unlock the ADOM. 

C. Log in using the same administrator account to unlock the ADOM. 

D. Delete the previous admin session manually through the FortiManager GUI or CLI. 

Correct Answer: D 

 

QUESTION 8

What is the purpose of the Policy Check feature on FortiManager? 

A. To find and provide recommendation to combine multiple separate policy packages into one common policy package 

B. To find and merge duplicate policies in the policy package 

C. To find and provide recommendation for optimizing policies in a policy package 

D. To find and delete disabled firewall policies in the policy package 

Correct Answer: C 

Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and%20Objects/0
800_Managing%20policy %20packages/2400_Perform%20a%20policy%20consistency%20check.htm 

 

QUESTION 9

Refer to the exhibit. 
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Given the configuration shown in the exhibit, which two statements are true? (Choose two.) 

A. It allows two or more administrators to make configuration changes at the same time, in the same ADOM. 

B. It disables concurrent read-write access to an ADOM. 

C. It allows the same administrator to lock more than one ADOM at the same time. 

D. It is used to validate administrator login attempts through external servers. 

Correct Answer: BC 

Reference: https://docs.fortinet.com/document/fortimanager/6.0.4/administration-guide/86456/concurrentadom-access 

 

QUESTION 10

Which three settings are the factory default settings on FortiManager? (Choose three.) 

A. Username is admin 

B. Password is fortinet 

C. FortiAnalyzer features are disabled 

D. Reports and Event Monitor panes are enabled 

E. port1 interface IP address is 192.168.1.99/24 

Correct Answer: ACE 

 

QUESTION 11

Which two statements about the scheduled backup of FortiManager are true? (Choose two.) 

A. It does not back up firmware images saved on FortiManager. 

B. It can be configured using the CLI and GUI. 

C. It backs up all devices and the FortiGuard database. 

D. It supports FTP, SCP, and SFTP. 

Correct Answer: AD 

Reference: 
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https://docs.ansible.com/ansible/latest/collections/fortinet/fortimanager/fmgr_system_backu p_allsettings_module.html 

 

QUESTION 12

Refer to the exhibit. 

According to the error message why is FortiManager failing to add the FortiAnalyzer device? 

A. The administrator must turn off the Use Legacy Device login and add the FortiAnaJyzer device to the same network
as Forti-Manager 

B. The administrator must select the Forti-Manager administrative access checkbox on the FortiAnalyzer management
interface 

C. The administrator must use the Add Model Device section and discover the FortiAnaJyzer device 

D. The administrator must use the correct user name and password of the FortiAnalyzer device 

Correct Answer: B 

 

QUESTION 13

An administrator configures a new firewall policy on FortiManager and has not yet pushed the changes to the managed
FortiGate. In which database will the configuration be saved? 
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A. Device-level database 

B. Revision history database 

C. ADOM-level database 

D. Configuration-level database 

Correct Answer: C 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD47942 

 

QUESTION 14

Which of the following statements are true regarding schedule backup of FortiManager? (Choose two.) 

A. Backs up all devices and the FortiGuard database. 

B. Does not back up firmware images saved on FortiManager 

C. Supports FTP, SCP, and SFTP 

D. Can be configured from the CLI and GUI 

Correct Answer: BC 

 

QUESTION 15

What does the diagnose dvm check-integrity command do? (Choose two.) 

A. Internally upgrades existing ADOMs to the same ADON version in order to clean up and correct the ADOM syntax 

B. Verifies and corrects unregistered, registered, and deleted device states 

C. Verifies and corrects database schemas in all object tables 

D. Verifies and corrects duplicate VDOM entries 

Correct Answer: BD 

6.2 Study Guide page 305verify and correct parts of the device manager databases, including:?inconsistent device-to-
group and group-to-ADOM memberships?unregistered, registered, and deleted device states?device lock statuses?
duplicate VDOM entries 
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