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QUESTION 1

What is the purpose of a dataset query in FortiAnalyzer? 

A. It sorts log data into tables 

B. It extracts the database schema 

C. It retrieves log data from the database 

D. It injects log data into the database 

Correct Answer: C 

Reference: https://docs2.fortinet.com/document/fortianalyzer/6.0.4/administration-guide/148744/creatingdatasets 

 

QUESTION 2

What are the operating modes of FortiAnalyzer? (Choose two) 

A. Standalone 

B. Manager 

C. Analyzer 

D. Collector 

Correct Answer: CD 

 

QUESTION 3

Consider the CLI command: What is the purpose of the command? 

A. To add a unique tag to each log to prove that it came from this FortiAnalyzer 

B. To add the MD5 hash value and authentication code 

C. To add a log file checksum 

D. To encrypt log communications 

Correct Answer: C 
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https://docs.fortinet.com/document/fortianalyzer/6.2.5/cli-reference/849211/global 

 

QUESTION 4

Which two statements about log forwarding are true? (Choose two.) 

A. Forwarded logs cannot be filtered to match specific criteria. 

B. Logs are forwarded in real-time only. 

C. The client retains a local copy of the logs after forwarding. 

D. You can use aggregation mode only with another FortiAnalyzer. 

Correct Answer: CD 

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/420493/modes
https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/621804/log-forwarding 

 

QUESTION 5

What can the CLI command # diagnose test application oftpd 3 help you to determine? 

A. What devices and IP addresses are connecting to FortiAnalyzer 

B. What logs, if any, are reaching FortiAnalyzer 

C. What ADOMs are enabled and configured 

D. What devices are registered and unregistered 

Correct Answer: A 

https://docs.fortinet.com/document/fortianalyzer/6.2.5/cli- reference/395556/test#test_application 

 

QUESTION 6

What happens when a log file saved on FortiAnalyzer disks reaches the size specified in the device log settings? 

A. The log file is stored as a raw log and is available for analytic support. 

B. The log file rolls over and is archived. 

C. The log file is purged from the database. 

D. The log file is overwritten. 

Correct Answer: B 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/6d9f8fb5-6cf4-11e9-81a400505692
583a/FortiAnalyzer-6.0.5-Administration-Guide.pdf https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-
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guide/355632/log-browse 

 

QUESTION 7

Which two of the following must you configure on FortiAnalyzer to email a FortiAnalyzer report externally? (Choose
two.) 

A. Mail server 

B. Output profile 

C. SFTP server 

D. Report scheduling 

Correct Answer: AB 

Reference: https://docs.fortinet.com/document/fortianalyzer/6.0.2/administration- guide/598322/creatingoutput-profiles 

 

QUESTION 8

You are using RAID with a FortiAnalyzer that supports software RAID, and one of the hard disks on FortiAnalyzer has
failed. 

What is the recommended method to replace the disk? 

A. Shut down FortiAnalyzer and then replace the disk 

B. Downgrade your RAID level, replace the disk, and then upgrade your RAID level 

C. Clear all RAID alarms and replace the disk while FortiAnalyzer is still running 

D. Perform a hot swap 

Correct Answer: A 

 

https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-on-FortiAnalyzer/ ta-
p/194997?externalID=FD41397#:~:text=If%20a%20hard%20disk%20on,process%20know n%20as%
20hot%20swapping 

 

QUESTION 9

On the RAID management page, the disk status is listed as Initializing. 

What does the status Initializing indicate about what the FortiAnalyzer is currently doing? 
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A. FortiAnalyzer is ensuring that the parity data of a redundant drive is valid 

B. FortiAnalyzer is writing data to a newly added hard drive to restore it to an optimal state 

C. FortiAnalyzer is writing to all of its hard drives to make the array fault tolerant 

D. FortiAnalyzer is functioning normally 

Correct Answer: C 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/4cb0dce6-dbef-11e9-89770050569
2583a/FortiAnalyzer-5.6.10-Administration-Guide.pdf (40) 

 

QUESTION 10

Which two statement are true regardless initial Logs sync and Log Data Sync for Ha on FortiAnalyzer? 

A. By default, Log Data Sync is disabled on all backup devise. 

B. Log Data Sync provides real-time log synchronization to all backup devices. 

C. With initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup
device. 

D. When Logs Data Sync is turned on, the backup device will reboot and then rebuilt the log database with the
synchronized logs. 

Correct Answer: CD 

 

QUESTION 11

Which two methods are the most common methods to control and restrict administrative access on FortiAnalyzer?
(Choose two.) 

A. Virtual domains 

B. Administrative access profiles 

C. Trusted hosts 

D. Security Fabric 

Correct Answer: BC 

Reference: https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/219292/administrator-profiles
https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/581222/trusted-hosts 

 

QUESTION 12

Which statement is true regarding Macros on FortiAnalyzer? 
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A. Macros are ADOM specific and each ADOM will have unique macros relevant to that ADOM. 

B. Macros are supported only on the FortiGate ADOM. 

C. Macros are useful in generating excel log files automatically based on the reports settings. 

D. Macros are predefined templates for reports and cannot be customized. 

Correct Answer: A 

Reference: https://docs2.fortinet.com/document/fortianalyzer/6.2.3/administration-guide/617380/creatingmacros 

 

QUESTION 13

If you upgrade your FortiAnalyzer firmware, what report elements can be affected? 

A. Output profiles 

B. Report settings 

C. Report scheduling 

D. Custom datasets 

Correct Answer: D 

 

QUESTION 14

Refer to the exhibit. 
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The exhibit shows "remoteservergroup" is an authentication server group with LDAP and RADIUS servers. 

Which two statements express the significance of enabling "Match all users on remote server" when configuring a new
administrator? (Choose two.) 

A. It creates a wildcard administrator using LDAP and RADIUS servers. 

B. Administrator can log in to FortiAnalyzer using their credentials on remote servers LDAP and RADIUS. 

C. Use remoteadmin from LDAP and RADIUS servers will be able to log in to FortiAnalyzer at anytime. 

D. It allows administrators to use two-factor authentication. 

Correct Answer: AB 

Reference: https://docs.fortinet.com/document/fortimanager/7.0.1/administration-guide/858351/creatingadministrators 

 

QUESTION 15

By default, what happens when a log file reaches its maximum file size? 

A. FortiAnalyzer overwrites the log files. 

B. FortiAnalyzer stops logging. 

C. FortiAnalyzer rolls the active log by renaming the file. 

D. FortiAnalyzer forwards logs to syslog. 
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Correct Answer: C 
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