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QUESTION 1

Which FortiEDR component is required to find malicious files on the entire network of an organization?
A. FortiEDR Aggregator

B. FortiEDR Central Manager

C. FortiEDR Threat Hunting Repository

D. FortiEDR Core

Correct Answer: C

QUESTION 2

Refer to the exhibits.
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DEVICE NAME LAST LOGGED os P

. Windows Server 2016 =
e
CBOO2231106 1106 Admansiralor St ard Evaluat 10 160 6 110

p— - v(]

MAC ADDRESS VERSION STATE LAST SEEN

00-50-56-A1.32-81 00 4 10361 B Disconnecled Today

Bl Admimstrator Command Prompt
Administr
» Connections
Proto LOC
TCP 8.0
TCP 8.8
ICP 2.9,

a C . Foreign Address State

.8.08: 8.8.8.0: LISTENING
. : 8.8.8.8: LISTENING
GHS 2.9.0.8:¢ LISTENING

TCP 8.0.0.0:49692 2.9.8.8:80 LISTENING
TcP 10.160.6.110:139 e.8.8.0: LISTENING
TCP 10.1608.6.110:50853 10.160.6.100:80808 SYN_SENT

TCcP 172.16.9.19:139 9.0.0.0:0 LISTENING
TCP  172.16.9.19:49687 .177.165.30:¢ ESTABLISHED

The exhibits show the collector state and active connections. The collector is unable to connect to aggregator IP
address 10.160.6.100 using default port. Based on the netstat command output what must you do to resolve the
connectivity issue?
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A. Reinstall collector agent and use port 443
B. Reinstall collector agent and use port 8081
C. Reinstall collector agent and use port 555
D. Reinstall collector agent and use port 6514

Correct Answer: B

QUESTION 3

A FortiEDR security event is causing a performance issue with a third-parry application. What must you do first about
the event?

A. Contact Fortinet support

B. Terminate the process and uninstall the third-party application

C. Immediately create an exception

D. Investigate the event to verify whether or not the application is safe

Correct Answer: D

QUESTION 4

What is true about classifications assigned by Fortinet Cloud Sen/ice (FCS)?
A. The core is responsible for all classifications if FCS playbooks are disabled
B. The core only assigns a classification if FCS is not available

C. FCS revises the classification of the core based on its database

D. FCS is responsible for all classifications

Correct Answer: C

QUESTION 5

What is the purpose of the Threat Hunting feature?

A. Delete any file from any collector in the organization

B. Find and delete all instances of a known malicious file or hash in the organization
C. Identify all instances of a known malicious file or hash and notify affected users

D. Execute playbooks to isolate affected collectors in the organization
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Correct Answer: B

"Threat hunting allows management console users to find and remediate dormant threats before they execute.
Essentially it\\'s a search and destroy operation.”

QUESTION 6

Refer to the exhibit.

EVENT EXCEPTIONS

Exceptions for event 44875

Excepton 1 .

Created from Raw Item 641717447 of event 44857
Last updated at 10-Dec-2021, 22:52 By FortinstCloudServices

Collector groups
O (@) All groups

Destinations
& . (#) All destinations

Users

O x
@ All users

Triggered Rules:

0 File Encryptor i

The file Update exe is classified as Good. On the device "CB092231196"

Remote Exception

@ All the Baw Data items are covered

Based on the event exception shown in the exhibit which two statements about the exception are true? (Choose two)

A. A partial exception is applied to this event
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B. FCS playbooks is enabled by Fortinet support
C. The exception is applied only on device C8092231196
D. The system owner can modify the trigger rules parameters

Correct Answer: AC

QUESTION 7

Refer to the exhibit.
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Tentapplication exe e3¢ () events) § wabcieus 15Feb 2022 133133
13 SERuNe @ RIDZ-PvmEd Teugpiatoneseee  § Wakosa FITT 1500 13109 ISFeB2ON2 NN @

O H

X | CLASSIFICATION DETAILS
EOdaTione  RIDI0METornet  Unigned Canerfortinen et
§ Malicious wosrmer

TOre sl name: Urknown

Theeat tamay. Unbngen

Theeat type. Ui rawa

Hitory
@ Mabcious; by Fortinet, on 15-Feb- 2022, 133141

Triggered nules.
- Wiy Efiltration Prevention
@ Tnvakd Checksum - Comnection Atlempt from Application wi.
o @ Malicious File Detected
= @ Suspicious Packer - Attiaty by an Apphication packed by a5
= @ Writeable Code - identified an Evecutable with Writable Code

TestApplication.exe.exe (3 events) # malicious
r 5894314 @ R2D2-kvm63 Testapplicationexeexe B Malicious
>

R2D2-KVM6E3Vorunet R2D2-KVM6E3Vortinet  Unsigned Causersifortinet\Desktc

15-Feb-2022. 13:31:39
8888 15-Feb-2022. 13:31:39  15-Feb-2022. 13:31:39 @
CLASSIFICATION DETAILS

£ Malicious rommner

Threat name: Unknown
Threat family: Unknown
Threat type: Unknown

History

# Malicious, by Fortinet, on 15-Feb-2022, 13:31:41

Triggered Rules
-~ Mgy Exfiltration Prevention

v @ Invalid Checksum - Connection Attempt from Application wi...
v @ Malicious File Detected

v @ Suspicious Packer - Activity by an Application packed by a S..
v @ Writeable Code - Identified an Executable with Writable Code
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Based on the event shown in the exhibit, which two statements about the event are true? (Choose two.)
A. The NGAV policy has blocked TestApplication exe

B. TestApplication exe is sophisticated malware

C. The user was able to launch TestApplication exe

D. FCS classified the event as malicious

Correct Answer: BC

QUESTION 8

A company requires a global exception for a FortiEDR multi-tenant environment.

How can the administrator achieve this?

A. The local administrator can create a new exception and share it with other organizations.

B. A user account can create a new exception and share it with other organizations.

C. The administrator can create a new exception and assign it globally to all organizations.

D. The administrator can create a new exception policy for each organization hosted on FortiEDR.

Correct Answer: C

Fortiedr AdminGuide "For a multi-organization FortiEDR system, an Administrator who is assigned to All organizations

(see Users) can also specify whether the exception applies to all organizations. The All organizations option applies the
exception to all organizations, regardless of whether or not the security event already occurred.”

QUESTION 9

Refer to the exhibits.
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APPLICATIONS
Al v bad MarkAs ¥ 5 Dewte (U sodfyAcon | AdvancedFrer [ Expont w
APPLICATION VENDOR REPUTATION VULNERABILITY
v ) FileZilla Signed Tim Kosse Unknown Unknown
(2} 3.50.0 Unknown Unknown
- FileZilla Signed FileZilla Project Unknown Unknown
COLLECTOR GROUP NAME DEVICE NAME

3 High Securty Collector Group
(1)

o an (1/1)
C8092231196

Detault Collector Group
(0/D)
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APPLICATION DETAILS

Policies

Policy Action
E Default Communication Control ... =omnner - Alow Accolding o policy
@ Servers Pﬂt}t FOATINET ""I DH'W According o palicy
[E] Finance Policy «| Deny  Manually
ﬁ Simulabon Commumnication Control Palbcy 1= Alow Acconding 1o policy
[Z] 1solation Policy memmner @l Deny  Accordingto policy

ASSIGNED COLLECTOR GROUPS
Finance Policy

ﬂ Linassgn GIoup

The exhibits show application policy logs and application details Collector C8092231196 is a member of the Finance
group What must an administrator do to block the FileZilia application?

A. Deny application in Finance policy

B. Assign Finance policy to DBA group

C. Assign Finance policy to Default Collector Group

D. Assign Simulation Communication Control Policy to DBA group

Correct Answer: B

QUESTION 10
FortiXDR relies on which feature as part of its automated extended response?

A. Playbooks
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B. Security Policies
C. Forensic
D. Communication Control

Correct Answer: A

NSE5_EDR-5.0 Practice NSE5_EDR-5.0 Study NSE5_ EDR-5.0 Exam
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