
https://www.pass4itsure.com/nse5.html
2023 Latest pass4itsure NSE5 PDF and VCE dumps Download

 

 

 

NSE5Q&As

Fortinet Network Security Expert 5 Written Exam (500)

Pass Fortinet NSE5 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4itsure.com/nse5.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Fortinet
Official Exam Center

 

 

Latest NSE5 Dumps | NSE5 PDF Dumps | NSE5 VCE Dumps                                1 / 8

https://www.pass4itsure.com/nse5.html
https://www.pass4itsure.com/nse5.html
https://www.pass4itsure.com/nse5.html


https://www.pass4itsure.com/nse5.html
2023 Latest pass4itsure NSE5 PDF and VCE dumps Download

QUESTION 1

An organization wishes to protect its SIP Server from call flooding attacks. Which of the following configuration changes
can be performed on the FortiGate unit to fulfill this requirement? 

A. Apply an application control list which contains a rule for SIP and has the "Limit INVITE Request" option configured. 

B. Enable Traffic Shaping for the appropriate SIP firewall policy. 

C. Reduce the session time-to-live value for the SIP protocol by running the configure system session-ttl CLI command. 

D. Run the set udp-idle-timer CLI command and set a lower time value. 

Correct Answer: A 

 

QUESTION 2

FortiGate units are preconfigured with four default protection profiles. These protection profiles are used to control the
type of content inspection to be performed. 

What action must be taken for one of these profiles to become active? 

A. The protection profile must be assigned to a firewall policy. 

B. The "Use Protection Profile" option must be selected in the Web Config tool under the sections for AntiVirus, IPS,
WebFilter, and AntiSpam. 

C. The protection profile must be set as the Active Protection Profile. 

D. All of the above. 

Correct Answer: A 

 

QUESTION 3

Which Fortinet products and features could be considered part of a comprehensive solution to monitor and prevent the
leakage of sensitive data? (Select all that apply.) 

A. Archive non-compliant outgoing e-mails using FortiMail. 

B. Restrict unofficial methods of transferring files such as P2P using Application Control lists on a FortiGate. 

C. Monitor database activity using FortiAnalyzer. 

D. Apply a DLP sensor to a firewall policy. 

E. Configure FortiClient to prevent files flagged as sensitive from being copied to a USB disk. 

Correct Answer: ABD 
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QUESTION 4

For Data Leak Prevention, which of the following describes the difference between the block and quarantine actions? 

A. A block action prevents the transaction. A quarantine action blocks all future transactions, regardless of the protocol. 

B. A block action prevents the transaction. A quarantine action archives the data. 

C. A block action has a finite duration. A quarantine action must be removed by an administrator. 

D. A block action is used for known users. A quarantine action is used for unknown users. 

Correct Answer: A 

 

QUESTION 5

Which of the following statements describes the method of creating a policy to block access to an FTP site? 

A. Enable Web Filter URL blocking and add the URL of the FTP site to the URL Block list. 

B. Create a firewall policy with destination address set to the IP address of the FTP site, the Service set to FTP, and the
Action set to Deny. 

C. Create a firewall policy with a protection profile containing the Block FTP option enabled. 

D. None of the above. 

Correct Answer: B 

 

QUESTION 6

Which of the following statements is correct regarding a FortiGate unit operating in NAT/Route mode? 

A. The FortiGate unit requires only a single IP address for receiving updates and configuring from a management
computer. 

B. The FortiGate unit must use public IP addresses on both the internal and external networks. 

C. The FortiGate unit commonly uses private IP addresses on the internal network but hides them using network
address translation. 

D. The FortiGate unit uses only DHCP-assigned IP addresses on the internal network. 

Correct Answer: C 

 

QUESTION 7

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. 

Exhibit A: Exhibit B: 
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What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine? 

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected. 

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message. 

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed. 

D. The FortiGate unit will reject the infected email and notify the sender. 
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Correct Answer: B 

 

QUESTION 8

Which of the following items does NOT support the Logging feature? 

A. File Filter 

B. Application control 

C. Session timeouts 

D. Administrator activities 

E. Web URL filtering 

Correct Answer: C 

 

QUESTION 9

Which two statements are correct regarding FortiGuard features on FortiManager? (Choose two.) 

A. FortiManager can function as a local FortiGuard Distribution Server (FDS). 

B. In FortiManager HA only master FortiManager can act as an FDS server. 

C. When FortiManager is configured for closed network operation, it can connect to public FDS servers to obtain
managed device information and sync packages. 

D. FortiGuard information is not synchronized across a FortiManager cluster. 

Correct Answer: AB 

 

QUESTION 10

Which two statements are correct regarding header and footer policies? (Choose two.) 

A. Header and footer policies can only be created in the root ADOM. 

B. Header and footer policies can only be created in the global ADOM. 

C. Header and footer policies are created in policy packages and assigned to ADOM policy packages. 

D. Header and footer policies can be modified in the assigned ADOM policy package. 

Correct Answer: BC 

 

QUESTION 11

Latest NSE5 Dumps | NSE5 PDF Dumps | NSE5 VCE Dumps                                5 / 8

https://www.pass4itsure.com/nse5.html
https://www.pass4itsure.com/nse5.html
https://www.pass4itsure.com/nse5.html


https://www.pass4itsure.com/nse5.html
2023 Latest pass4itsure NSE5 PDF and VCE dumps Download

Which of the following statements are TRUE for Port Pairing and Forwarding Domains? (Select all that apply.) 

A. They both create separate broadcast domains. 

B. Port Pairing works only for physical interfaces. 

C. Forwarding Domains only apply to virtual interfaces. 

D. They may contain physical and/or virtual interfaces. 

E. They are only available in high-end models. 

Correct Answer: AD 

 

QUESTION 12

What is the effect of using CLI "config system session-ttl" to set session_ttl to 1800 seconds? 

A. Sessions can be idle for no more than 1800 seconds. 

B. The maximum length of time a session can be open is 1800 seconds. 

C. After 1800 seconds, the end user must reauthenticate. 

D. After a session has been open for 1800 seconds, the FortiGate unit will send a keepalive packet to both client and
server. 

Correct Answer: A 

 

QUESTION 13

FSSO provides a single sign on solution to authenticate users transparently to a FortiGate unit using credentials stored
in Windows Active Directory. 

Which of the following statements are correct regarding FSSO in a Windows domain environment when NTLM and
Polling Mode are not used? (Select all that apply.) 

A. An FSSO Collector Agent must be installed on every domain controller. 

B. An FSSO Domain Controller Agent must be installed on every domain controller. 

C. The FSSO Domain Controller Agent will regularly update user logon information on the FortiGate unit. 

D. The FSSO Collector Agent will retrieve user information from the Domain Controller Agent and will send the user
logon information to the FortiGate unit. 

E. For non-domain computers, the only way to allow FSSO authentication is to install an FSSO client. 

Correct Answer: BD 

 

QUESTION 14
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Each UTM feature has configurable UTM objects such as sensors, profiles or lists that define how the 

feature will function. 

An administrator must assign a set of UTM features to a group of users. 

Which of the following is the correct method for doing this? 

A. Enable a set of unique UTM features under "Edit User Group". 

B. The administrator must enable the UTM features in an identify-based policy applicable to the user group. 

C. When defining the UTM objects, the administrator must list the user groups which will use the UTM object. 

D. The administrator must apply the UTM features directly to a user object. 

Correct Answer: B 

 

QUESTION 15

What statements are true regarding FortiAnalyzer\\'s treatment of high availability (HA) clusters? (Choose two.) 

A. FortiAnalyzer distinguishes different devices by their serial number. 

B. FortiAnalyzer receives logs from all devices in a cluster. 

C. FortiAnalyzer receives logs only from the primary device in the cluster. 

D. FortiAnalyzer only needs to know the serial number of the primary device in the cluster--it automatically discovers the
other devices. 

Correct Answer: AC 
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