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QUESTION 1

Examine this FortiGate configuration: 

Examine the output of the following debug command: 

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection? 

A. It is allowed, but with no inspection 

B. It is allowed and inspected as long as the inspection is flow based 

C. It is dropped. 

D. It is allowed and inspected, as long as the only inspection required is antivirus. 

Correct Answer: A 

 

QUESTION 2

Which of the following statements are best practices for troubleshooting FSSO? (Choose two.) 

A. Include the group of guest users in a policy. 

B. Extend timeout timers. 
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C. Guarantee at least 34 Kbps bandwidth between FortiGate and domain controllers. 

D. Ensure all firewalls allow the FSSO required ports. 

Correct Answer: AD 

 

QUESTION 3

What three FortiGate components are tested during the hardware test? (Choose three.) 

A. CPU 

B. Administrative access 

C. HA heartbeat 

D. Hard disk 

E. Network interfaces 

Correct Answer: ADE 

 

QUESTION 4

Which statements about DNS filter profiles are true? (Choose two.) 

A. They can inspect HTTP traffic. 

B. They can redirect blocked requests to a specific portal. 

C. They can block DNS requests to known botnet command and control servers. 

D. They must be applied in firewall policies with SSL inspection enabled. 

Correct Answer: BC 

 

QUESTION 5

If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to? 

A. A CRL 

B. A person 

C. A subordinate CA 

D. A root CA 

Correct Answer: D 
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QUESTION 6

Which of the following statements correctly describes FortiGates route lookup behavior when searching for a suitable
gateway? (Choose two) 

A. Lookup is done on the first packet from the session originator 

B. Lookup is done on the last packet sent from the responder 

C. Lookup is done on every packet, regardless of direction 

D. Lookup is done on the first reply packet from the responder 

Correct Answer: AB 

 

QUESTION 7

Which two static routes are not maintained in the routing table? (Choose two.) 

A. Dynamic routes 

B. Policy routes 

C. Named Address routes 

D. ISDB routes 

Correct Answer: CD 

Reference: https://help.fortinet.com/fadc/4-8-0/olh/Content/FortiADC/handbook/routing_static.htm 

 

QUESTION 8

Examine the network diagram shown in the exhibit, and then answer the following question: 

A firewall administrator must configure equal cost multipath (ECMP) routing on FGT1 to ensure both port1 and port3
links are used at the same time for all traffic destined for 172.20.2.0/24. Which of the following static routes will satisfy
this requirement on FGT1? (Choose two.) 
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A. 172.20.2.0/24 (1/0) via 10.10.1.2, port1 [0/0] 

B. 172.20.2.0/24 (25/0) via 10.30.3.2, port3 [5/0] 

C. 172.20.2.0/24 (25/0) via 10.10.1.2, port1 [5/0] 

D. 172.20.2.0/24 (1/150) via 10.30.3.2, port3 [10/0] 

Correct Answer: BC 

 

QUESTION 9

Which of the following features is supported by web filter in flow-based inspection mode with NGFW mode set to profile-
based? 

A. FortiGuard Quotas 

B. Static URL 

C. Search engines 

D. Rating option 

Correct Answer: B 

 

QUESTION 10

Which of the following conditions are required for establishing an IPSec VPN between two FortiGate devices? (Choose
two.) 

A. If XAuth is enabled as a server in one peer, it must be enabled as a client in the other peer. 

B. If the VPN is configured as route-based, there must be at least one firewall policy with the action set to IPSec. 

C. If the VPN is configured as DialUp User in one peer, it must be configured as either Static IP Address or Dynamic
DNS in the other peer. 

D. If the VPN is configured as a policy-based in one peer, it must also be configured as policy-based in the other peer. 

Correct Answer: BC 

 

QUESTION 11

Which statement regarding the firewall policy authentication timeout is true? 

A. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source IP. 

B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this timer has
expired. 
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C. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source MAC. 

D. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this timer
has expired. 

Correct Answer: A 

 

QUESTION 12

Which of the following statements are true when using WPAD with the DHCP discovery method? (Choose two.) 

A. If the DHCP method fails, browsers will try the DNS method. 

B. The browser needs to be preconfigured with the DHCP server\\'s IP address. 

C. The browser sends a DHCPINFORM request to the DHCP server. 

D. The DHCP server provides the PAC file for download. 

Correct Answer: AC 

 

QUESTION 13

View the exhibit. 

Why is the administrator getting the error shown in the exhibit? 

A. The administrator must first enter the command edit global. 
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B. The administrator admin does not have the privileges required to configure global settings. 

C. The global settings cannot be configured from the root VDOM context. 

D. The command config system global does not exist in FortiGate. 

Correct Answer: C 

 

QUESTION 14

How does FortiGate verify the login credentials of a remote LDAP user? 

A. FortiGate regenerates the algorithm based on the login credentials and compares it to the algorithm stored on the
LDAP server. 

B. FortiGate sends the user-entered credentials to the LDAP server for authentication. 

C. FortiGate queries the LDAP server for credentials. 

D. FortiGate queries its own database for credentials. 

Correct Answer: B 

 

QUESTION 15

View the exhibit: 

The client cannot connect to the HTTP web server. The administrator ran the FortiGate built-in sniffer and got the
following output: 

What should be done next to troubleshoot the problem? 

A. Run a sniffer in the web server. 
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B. Execute another sniffer in the FortiGate, this time with the filter "host 10.0.1.10". 

C. Capture the traffic using an external sniffer connected to port1. 

D. Execute a debug flow. 

Correct Answer: D 
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