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QUESTION 1

Which statements about HA for FortiGate devices are true? (Choose two.) 

A. Sessions handled by proxy-based security profiles cannot be synchronized. 

B. Virtual clustering can be configured between two FortiGate devices that have multiple VDOMs. 

C. HA management interface settings are synchronized between cluster members. 

D. Heartbeat interfaces are not required on the primary device. 

Correct Answer: BC 

 

QUESTION 2

Which configuration objects can be selected for the Source field of a firewall policy? (Choose two.) 

A. Firewall service 

B. User or user group 

C. IP Pool 

D. FQDN address 

Correct Answer: BC 

 

QUESTION 3

Which Statements about virtual domains (VDOMs) arc true? (Choose two.) 

A. Transparent mode and NAT/Route mode VDOMs cannot be combined on the same FortiGate. 

B. Each VDOM can be configured with different system hostnames. 

C. Different VLAN sub-interface of the same physical interface can be assigned to different VDOMs. 

D. Each VDOM has its own routing table. 

Correct Answer: CD 

 

QUESTION 4

Examine this PAC file configuration. 
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Which of the following statements are true? (Choose two.) 

A. Browsers can be configured to retrieve this PAC file from the FortiGate. 

B. Any web request to the 172.25.120.0/24 subnet is allowed to bypass the proxy. 

C. All requests not sent to Fortinet.com or the 172.25.120.0/24 subnet, have to go through altproxy.corp.com: 8060. 

D. Any web request fortinet.com is allowed to bypass the proxy. 

Correct Answer: AD 

 

QUESTION 5

Which of the following statements about central NAT are true? (Choose two.) 

A. IP tool references must be removed from existing firewall policies before enabling central NAT. 

B. Central NAT can be enabled or disabled from the CLI only. 

C. Source NAT, using central NAT does not require a central SNAT policy. 

D. Destination NAT, using central NAT, requires a VIP object as the destination address in a firewall. 

Correct Answer: AB 

 

QUESTION 6

Which of the following statements about virtual domains (VDOMs) are true? (Choose two.) 

A. The root VDOM is the management VDOM by default. 

B. A FortiGate device has 64 VDOMs, created by default. 

C. Each VDOM maintains its own system time. 

D. Each VDOM maintains its own routing table. 

Correct Answer: AD 
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QUESTION 7

If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to? 

A. A CRL 

B. A person 

C. A subordinate CA 

D. A root CA 

Correct Answer: D 

 

QUESTION 8

During the digital verification process, comparing the original and fresh hash results satisfies which security
requirement? 

A. Authentication. 

B. Data integrity. 

C. Non-repudiation. 

D. Signature verification. 

Correct Answer: D 

 

QUESTION 9

An administrator is attempting to allow access to https://fortinet.com through a firewall policy that is configured with a
web filter and an SSL inspection profile configured for deep inspection. Which of the following are possible actions to
eliminate the certificate error generated by deep inspection? (Choose two.) 

A. Implement firewall authentication for all users that need access to fortinet.com. 

B. Manually install the FortiGate deep inspection certificate as a trusted CA. 

C. Configure fortinet.com access to bypass the IPS engine. 

D. Configure an SSL-inspection exemption for fortinet.com. 

Correct Answer: AD 

 

QUESTION 10

Which of the following conditions are required for establishing an IPSec VPN between two FortiGate devices? (Choose
two.) 

Latest NSE4_FGT-6.0 Dumps | NSE4_FGT-6.0 PDF Dumps | NSE4_FGT-6.0 Study Guide                               4 / 7

https://www.pass4itsure.com/nse4_fgt-6-0.html
https://www.pass4itsure.com/nse4_fgt-6-0.html
https://www.pass4itsure.com/nse4_fgt-6-0.html


https://www.pass4itsure.com/nse4_fgt-6-0.html
2023 Latest pass4itsure NSE4_FGT-6.0 PDF and VCE dumps Download

A. If XAuth is enabled as a server in one peer, it must be enabled as a client in the other peer. 

B. If the VPN is configured as route-based, there must be at least one firewall policy with the action set to IPSec. 

C. If the VPN is configured as DialUp User in one peer, it must be configured as either Static IP Address or Dynamic
DNS in the other peer. 

D. If the VPN is configured as a policy-based in one peer, it must also be configured as policy-based in the other peer. 

Correct Answer: BC 

 

QUESTION 11

What FortiGate configuration is required to actively prompt users for credentials? 

A. You must enable one or more protocols that support active authentication on a firewall policy. 

B. You must position the firewall policy for active authentication before a firewall policy for passive authentication 

C. You must assign users to a group for active authentication 

D. You must enable the Authentication setting on the firewall policy 

Correct Answer: C 

 

QUESTION 12

An administrator is running the following sniffer command: 

diagnose sniffer packet any "host 10.0.2.10" 3 

What information will be included in the sniffer output? (Choose three.) 

A. IP header 

B. Ethernet header 

C. Packet payload 

D. Application header 

E. Interface name 

Correct Answer: ABC 

 

QUESTION 13

How does FortiGate select the central SNAT policy that is applied to a TCP session? 

A. It selects the SNAT policy specified in the configuration of the outgoing interface. 
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B. It selects the first matching central SNAT policy, reviewing from top to bottom. 

C. It selects the central SNAT policy with the lowest priority. 

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic. 

Correct Answer: B 

 

QUESTION 14

Examine this output from a debug flow: Which statements about the output are correct? (Choose two.) 

A. FortiGate received a TCP SYN/ACK packet. 

B. The source IP address of the packet was translated to 10.0.1.10. 

C. FortiGate routed the packet through port 3. 

D. The packet was allowed by the firewall policy with the ID 00007fc0. 

Correct Answer: AC 

 

QUESTION 15

Which statements about DNS filter profiles are true? (Choose two.) 

A. They can inspect HTTP traffic. 

B. They can redirect blocked requests to a specific portal. 

C. They can block DNS requests to known botnet command and control servers. 

D. They must be applied in firewall policies with SSL inspection enabled. 

Correct Answer: BC 
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