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QUESTION 1

Which file names will match the *.tiff file name pattern configured in a data leak prevention filter? 

(Choose two.) 

Response: 

A. tiff.tiff 

B. tiff.png 

C. tiff.jpeg 

D. gif.tiff 

Correct Answer: AD 

 

QUESTION 2

To which remote devices can FortiGate send logs? 

(Choose three.) 

Response: 

A. Syslog 

B. FortiAnalyzer 

C. Hard drive 

D. Memory 

E. FortiCloud 

Correct Answer: ABC 

 

QUESTION 3

Which of the following statements are true regarding the SD-WAN feature on FortiGate? 

(Choose two.) 

Response: 

A. An SD-WAN static route does not require a next-hop gateway IP address. 

B. Each member interface requires its own firewall policy to allow traffic. 

C. SD-WAN provides route failover protection, but cannot load-balance traffic. 
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D. FortiGate supports only one SD-WAN interface per VDOM. 

Correct Answer: AD 

 

QUESTION 4

Which of the following configuration settings are global settings? 

(Choose two.) 

Response: 

A. FortiGuard settings 

B. HA settings 

C. Firewall policies 

D. Security profiles 

Correct Answer: AB 

 

QUESTION 5

Which file names will match the *.tiff file name pattern configured in a DLP filter? 

(Choose two.) 

Response: 

A. tiff.jpeg 

B. tiff.tiff 

C. gif.tiff 

D. tiff.png 

Correct Answer: BC 

 

QUESTION 6

View the Exhibit. 
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The administrator needs to confirm that FortiGate 2 is properly routing that traffic to the 10.0.1.0/24 subnet. 

The administrator needs to confirm it by sending ICMP pings to FortiGate 2 from the CLI of FortiGate 1. 

What ping option needs to be enabled before running the ping? 

Response: 

A. Execute ping-options source port1 

B. Execute ping-options source 10.200.1.1. 

C. Execute ping-options source 10.200.1.2 

D. Execute ping-options source 10.0.1.254 

Correct Answer: D 

 

QUESTION 7

Which statement is true about split tunneling in SSL VPN? Response: 

A. It is supported in web-only mode. 

B. It can be enabled by the SSL VPN user, after connecting to the SSL VPN. 

C. If enabled, Internet traffic uses the local gateway of the connecting host. 

D. If disabled, SSL VPN users must authenticate using FortiToken. 

Correct Answer: C 

 

QUESTION 8

Which statements about high availability (HA) for FortiGates are true? 

(Choose two.) 

Response: 

A. Virtual clustering can be configured between two FortiGate devices with multiple VDOM. 

B. Heartbeat interfaces are not required on the primary device. 

C. HA management interface settings are synchronized between cluster members. 

D. Sessions handled by UTM proxy cannot be synchronized. 

Correct Answer: AC 

 

QUESTION 9
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Examine this output from the diagnose sys top command: 

Which statements about the output are true? 

(Choose two.) 

Response: 

A. sshd is the process consuming most memory 

B. sshd is the process consuming most CPU 

C. All the processes listed are in sleeping state 

D. The sshd process is using 123 pages of memory 

Correct Answer: BC 

 

QUESTION 10

An administrator needs to offload logging to FortiAnalyzer from a FortiGate with an internal hard drive. 

Which statements are true? 

(Choose two.) 

Response: 

A. Logs must be stored on FortiGate first, before transmitting to FortiAnalyzer 

B. FortiGate uses port 8080 for log transmission 

C. Log messages are transmitted as plain text in LZ4 compressed format (store-and-upload method). 

D. FortiGate can encrypt communications using SSL encrypted OFTP traffic. 

Correct Answer: CD 

 

QUESTION 11
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An administrator is using the FortiGate built-in sniffer to capture HTTP traffic between a client and a server, however,
the sniffer output shows only the packets related with TCP session setups and disconnections. Why? 

Response: 

A. The administrator is running the sniffer on the internal interface only. 

B. The filter used in the sniffer matches the traffic only in one direction. 

C. The FortiGate is doing content inspection. 

D. TCP traffic is being offloaded to an NP6. 

Correct Answer: D 

 

QUESTION 12

Which are the different types of memory conserve mode that can occur on a FortiGate device? 

(Choose two.) 

Response: 

A. System 

B. Device 

C. Kernel 

D. Flow 

Correct Answer: AC 

 

QUESTION 13

Which statements about FortiGate inspection modes are true? 

(Choose two.) 

Response: 

A. The default inspection mode is proxy based. 

B. Switching from proxy-based mode to flow-based, then back to proxy-based mode, will not result in the original
configuration. 

C. Proxy-based inspection is not available in VDOMs operating in transparent mode. 

D. Flow-based profiles must be manually converted to proxy-based profiles before changing the inspection mode from
flow based to proxy based. 

Correct Answer: AC 
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QUESTION 14

Examine the log message attributes. Which statements are correct? 

(Choose two.) 

hostname=www.youtube.com profiletype="Webfilter_Profile" 

profile="default" 

status="passthrough" 

msg="URL belongs to a category with warnings enabled" 

Response: 

A. The website was allowed on the first attempt 

B. The user failed authentication 

C. The category action was set to warning. 

D. The user was prompted whether to proceed or go back. 

Correct Answer: CD 

 

QUESTION 15

What is the purpose of the Policy Lookup feature? Response: 

A. It searches the matching policy based on input criteria. 

B. It creates packet flow over FortiGate by sending real-time traffic. 

C. It finds duplicate objects in firewall policies. 

D. It creates a new firewall policy based on input criteria. 

Correct Answer: A 
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