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QUESTION 1

The command structure of the CLI on a FortiGate unit consists of commands, objects, branches, tables and parameters.
Which of the following items describes port1? 

A. A command 

B. An object 

C. A table 

D. A parameter 

Correct Answer: C 

 

QUESTION 2

Which of the following statements are correct differences between NAT/route and transparent mode? (Choose two.) 

A. In transparent mode, interfaces do not have IP addresses. 

B. Firewall polices are only used in NAT/ route mode. 

C. Static routers are only used in NAT/route mode. 

D. Only transparent mode permits inline traffic inspection at layer 2. 

Correct Answer: AC 

 

QUESTION 3

To which remote device can the FortiGate send logs? (Choose three.) 

A. Syslog 

B. FortiAnalyzer 

C. Hard drive 

D. Memory 

E. FortiCloud 

Correct Answer: ABE 

 

QUESTION 4

There are eight (8) log severity levels that indicate the importance of an event. Not including Debug, which is only
needed to log diagnostic data, what are both the lowest AND highest severity levels? 
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A. Notification, Emergency 

B. Information, Critical 

C. Error, Critical 

D. Information, Emergency 

E. Information, Alert 

Correct Answer: D 

 

QUESTION 5

Which statements are true about offloading antivirus inspection to a Security Processor (SP)? (Choose two.) 

A. Both proxy-based and flow-based inspection are supported. 

B. A replacement message cannot be presented to users when a virus has been detected. 

C. It saves CPU resources. 

D. The ingress and egress interfaces can be in different SPs. 

Correct Answer: BC 

 

QUESTION 6

A FortiGate administrator with the super_admin profile configures a virtual domain (VDOM) for a new customer. After
creating the VDOM, the administrator is unable to reassign the dmz interface to the new VDOM as the option is greyed
out 

in the GUI in the management VDOM. 

What would be a possible cause for this problem? 

A. The administrator does not have the proper permissions to reassign the dmz interface. 

B. The dmz interface is referenced in the configuration of another VDOM. 

C. Non-management VDOMs cannot reference physical interfaces. 

D. The dmz interface is in PPPoE or DHCP mode. 

Correct Answer: B 

 

QUESTION 7

Review to the network topology in the exhibit. The workstation, 172.16.1.1/24, connects to port2 of the FortiGate device,
and the ISP router, 172.16.1.2, connects to port1. Without changing IP addressing, which configuration changes are
required to properly forward users traffic to the Internet? (Choose two) 
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A. At least one firewall policy from port2 to port1 to allow outgoing traffic. 

B. A default route configured in the FortiGuard devices pointing to the ISP\\'s router. 

C. Static or dynamic IP addresses in both ForitGate interfaces port1 and port2. 

D. The FortiGate devices configured in transparent mode. 

Correct Answer: AD 

 

QUESTION 8

A FortiGate is configured with the 1.1.1.1/24 address on the wan2 interface and HTTPS Administrative Access, using
the default tcp port, is enabled for that interface. Given the SSL VPN settings in the exhibit. 

Which of the following SSL VPN login portal URLs are valid? (Choose two.) 

A. http://1.1.1.1:443/Training 

B. https://1.1.1.1:443/STUDENTS 

C. https://1.1.1.1/login 

D. https://1.1.1.1/ 

Correct Answer: BD 
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QUESTION 9

If a FortiGate unit has a dmz interface IP address of 210.192.168.2 with a subnet mask of 255.255.255.0, what is a valid
dmz DHCP addressing range? 

A. 172.168.0.1 - 172.168.0.10 

B. 210.192.168.3 - 210.192.168.10 

C. 210.192.168.1 - 210.192.168.4 

D. All of the above. 

Correct Answer: B 

 

QUESTION 10

Which profile could IPS engine use on an interface that is in sniffer mode? (Choose three) 

A. Antivirus (flow based 

B. Web filtering (PROXY BASED) 

C. Intrusion Protection 

D. Application Control 

E. Endpoint control 

Correct Answer: ABD 

 

QUESTION 11

Which statements about an IPv6-over-IPv4 IPsec configuration are correct? (Choose two.) 

A. The remote gateway IP must be an IPv6 address. 

B. The source quick mode selector must be an IPv4 address. 

C. The local gateway IP must an IPv4 address. 

D. The destination quick mode selector must be an IPv6 address. 

Correct Answer: CD 

 

QUESTION 12

View the exhibit. 
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When a user attempts to connect to an HTTPS site, what is the expected result with this configuration? 

A. The user is required to authenticate before accessing sites with untrusted SSL certificates. 

B. The user is presented with certificate warnings when connecting to sites that have untrusted SSL certificates. 

C. The user is allowed access all sites with untrusted SSL certificates, without certificate warnings. 

D. The user is blocked from connecting to sites that have untrusted SSL certificates (no exception provided). 

Correct Answer: B 

 

QUESTION 13

An administrator has configured a FortiGate unit so that end users must authenticate against the firewall using digital
certificates before browsing the Internet. What must the user have for a successful authentication? (Select all that
apply.) 

A. An entry in a supported LDAP Directory. 

B. A digital certificate issued by any CA server. 

C. A valid username and password. 

D. A digital certificate issued by the FortiGate unit. 

E. Membership in a firewall user group. 

Correct Answer: BE 

 

QUESTION 14

Which of the following authentication types are supported by FortiGate units? (Select all that apply.) 

A. Kerberos 

B. LDAP 

C. RADIUS 

D. Local Users 
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Correct Answer: BCD 

 

QUESTION 15

Because changing the operational mode to Transparent resets device (or vdom) to all defaults, which precautions
should an Administrator take prior to performing this? (Select all that apply.) 

A. Backup the configuration. 

B. Disconnect redundant cables to ensure the topology will not contain layer 2 loops. 

C. Set the unit to factory defaults. 

D. Update IPS and AV files. 

Correct Answer: AB 
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