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QUESTION 1

A technician is troubleshooting a connectivity issue with an end user. The end user can access local network shares
and intranet pages but is unable to access the internet or remote resources. Which of the following needs to be
reconfigured? 

A. The IP address 

B. The subnet mask 

C. The gateway address 

D. The DNS servers 

Correct Answer: C 

 

QUESTION 2

A systems administrator is configuring a firewall using NAT with PAT. Which of the following would be BEST suited for
the LAN interface? 

A. 172.15.0.0/18 

B. 172.18.0.0/10 

C. 172.23.0.0/16 

D. 172.28.0.0/8 

E. 172.32.0.0/14 

Correct Answer: C 

 

QUESTION 3

A company requires a disaster recovery site to have equipment ready to go in the event of a disaster at its main
datacenter. The company does not have the budget to mirror all the live data to the disaster recovery site. Which of the
following concepts should the company select? 

A. Cold site 

B. Hot site 

C. Warm site 

D. Cloud site 

Correct Answer: C 
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QUESTION 4

A network technician needs to implement a network security control on a switch. The solution needs to be non-invasive
and prevent guests and unauthorized users from accessing the company\\'s network Which of the following would BEST
meet these requirements? 

A. Upgrading the firmware 

B. Disabling unused ports 

C. Reconfiguring the router access list 

D. Patching and updating 

Correct Answer: B 

 

QUESTION 5

A new office space is being designed. The network switches are up. but no services are running yet A network engineer
plugs in a laptop configured as a DHCP client to a switch. Which ol the following IP addresses should be assigned to the
laptop? 

A. 10.1.1.1 

B. 169.254.1.128 

C. 172 16 128 128 

D. 192 168.0.1 

Correct Answer: B 

Explanation: When a DHCP client is connected to a network and no DHCP server is available, the client can
automatically configure a link-local address in the 169.254.0.0/16 range using the Automatic Private IP Addressing
(APIPA) feature. So, the correct answer is option B, 169.254.1.128. This is also known as an APIPA address.
Reference: CompTIA Network+ Study Guide, Exam N10-007, Fourth Edition, by Todd Lammle (Chapter 4: IP
Addressing) 

 

QUESTION 6

An employee reports to a network administrator that internet access is not working. Which of the following should the
administrator do FIRST? 

A. Establish a theory of probable cause. 

B. Identify symptoms. 

C. Determine if anything has changed. 

D. Ask the user to restart the computer. 

Correct Answer: C 
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QUESTION 7

Which of the following devices Is used to configure and centrally manage access points Installed at different locations? 

A. Wireless controller 

B. Load balancer 

C. Proxy server 

D. VPN concentrator 

Correct Answer: A 

 

QUESTION 8

A security engineer is installing a new IOS on the network. The engineer has asked a network administrator to ensure
all traffic entering and leaving the router interface is available for the IDS. Which of the following should the network
administrator do? 

A. Install a network tap for the IDS 

B. Configure ACLs to route traffic to the IDS. 

C. Install an additional NIC into the IDS 

D. Install a loopback adapter for the IDS. 

E. Add an additional route on the router for the IDS. 

Correct Answer: A 

 

QUESTION 9

A technician is documenting an application that is installed on a server and needs to verify all existing web and
database connections to the server. Which of the following tools should the technician use to accomplish this task? 

A. tracert 

B. ipconfig 

C. netstat 

D. nslookup 

Correct Answer: C 

 

QUESTION 10
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A network technician has just implemented a new wireless network that requires clients to use a WEP key for access.
The technician is now required to make changes to ensure the network uses the strongest encryption available. After
the changes are implemented, several users report being unable to connect. Which of the following is the MOST likely
cause? 

A. RADIUS server failure 

B. Security type mismatch 

C. Wrong passphrase 

D. Incorrect SSID 

Correct Answer: B 

 

QUESTION 11

Several WIFI users are reporting the inability to connect to the network. WLAN users on the guest network are able to
access all network resources without any performance issues. The following table summarizes the findings after a site
survey of the area in question: 

Which of the following should a wireless technician do NEXT to troubleshoot this issue? 

A. Reconfigure the channels to reduce overlap 

B. Replace the omni antennas with directional antennas 

C. Update the SSIDs on all the APs 

D. Decrease power in AP 3 and AP 4 

Correct Answer: A 

 

 

QUESTION 12

A false camera is installed outside a building to assist with physical security. Which of the following is the device
assisting? 

A. Detection 

B. Recovery 

C. Identification 
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D. Prevention 

Correct Answer: A 

 

QUESTION 13

A network administrator wants to test the throughput of a new metro Ethernet circuit to verify that its performance
matches the requirements specified m the SLA. Which of the following would BEST help measure the throughput? 

A. iPerf 

B. Ping 

C. NetFlow 

D. Netstat 

Correct Answer: A 

 

QUESTION 14

A network technician is installing new software on a Windows-based server in a different geographical location. Which
of the following would be BEST for the technician to use to perform this task? 

A. RDP 

B. SSH 

C. FTP 

D. DNS 

Correct Answer: A 

 

 

QUESTION 15

A network technician wants to ensure the backup configuration files for the network devices are not being altered after
they are stored. Which of the following tasks should the network technician perform to achieve this goal? 

A. Compute the checksum of the backup file and document it separately. 

B. Store the backup files on a thumb drive and keep it in a desk drawer. 

C. Encrypt the drive the files are stored on using AES-256. 

D. Upload the backup files to a cloud storage service. 

Correct Answer: A 
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