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QUESTION 1

After completing your reconnaissance and scanning,which of the following would be the next logical step performed bye
the Pen Tester? 

A. Vulnerability Assessment 

B. Enumeration 

C. Privilege Escalation 

D. Clean up 

Correct Answer: B 

 

QUESTION 2

One of the challenges when doing large scale security tests is the time required. 

If you have to scan a class B network it might take you a very long time. Scanrand is a tool that has been optimized to
scan a large number of hosts in very little time.It was reported that it was used to scan about 8300 web servers in less
than 4 seconds. 

How does scanrand achieve such an impressive benchmark? 

A. It does not maintain any state 

B. It makes use of multiple Network Interface Cards (NIC) 

C. It has a probabilistic algorithm that can predict if a port is open or not 

D. It does not attempt to use UDP due to the overhead involved 

Correct Answer: A 

 

QUESTION 3

When dealing with Wireless Local Area Networks a client will associate with the closest access point.What does the
closest access point mean in such a case? 

A. The access point that is geographically located the closest to the client 

B. The access point that has the strongest signal received by the client 

C. The access point that has a frequency that is the closest to the frequency used by the client 

D. The access point that has the least number of client connected at the specific time. 

Correct Answer: B 
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QUESTION 4

Looking at the graphic presented below,what destination port is highlighted in the Hex dump presented? Extract the
information from the Hex dump packet captured below. 

A. 53 

B. 69 

C. 50 

D. 80 

Correct Answer: D 

 

QUESTION 5

Automated tools are not always adept at identifying remote applications.By inspecting banners presented when
connecting to a specific port,it is possible to gather more information.Considering the graphic below,what type of web
server is running on the remot server that you attempted to connect to? 

A. IIS 4.0 

B. IIS 5.0 

C. Netscape Enterprise 

D. Apache 

Correct Answer: D 

 

QUESTION 6

There are multiples ways that passwords could be cracked. Which of the following is not a password cracking method? 

A. Salami 

B. Brute Force 

C. Dictionary 

D. Hybrid 

E. Pre-Computed Hashes 

Correct Answer: A 

 

QUESTION 7

Which of the following would best describe the meaning of steganography? 
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A. The art and science of hiding information by embedding messages within other,seemingly harmless messages 

B. The art and science of hiding information by encrypting it with a symmetric cipher where the key will be used only
once 

C. The art and science of hiding information by encrypting it using a public key encryption system where the key pair will
be used only once 

D. The art and science of hiding information by embedding redundant data within the primary data and then using XOR
against the stream 

Correct Answer: A 

 

QUESTION 8

Pieces of malware code are getting smarter all the time. 

It seems it always finds a way of reinstalling itself on a system after it has been removed. 

If you wish to look for malicious registry entries that could be used to restart such malware on a Windows 

XP computer,which of the following entries would you be looking for? (Choose two from the list below) 

A. HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce 

B. HKLM\Software\Microsoft\windows\CurrentVersion\XP\Startup 

C. HKLM\Software\Microsoft\Windows\CurrentVersion\Run 

D. HKLM\Software\Microsoft\Windows\CurrentVersion\XP\Run 

Correct Answer: AC 

 

QUESTION 9

When a digital certificate has been revoked before its expiry date,how will the Certification Authority (CA) that issued the
certificate inform other CAs that the specific certificate is no longer valid. 

A. By posting it on the CA web site 

B. By sending on email message to the other CAs 

C. By posting it on the certificate revocation list 

D. By posting it on the certificate expiry list 

Correct Answer: C 

 

QUESTION 10

One key skill a penetration Tester must possess is documentation. 

Latest MK0-201 Dumps | MK0-201 Practice Test | MK0-201 Exam Questions                                4 / 7

https://www.pass4itsure.com/MK0-201.html
https://www.pass4itsure.com/MK0-201.html
https://www.pass4itsure.com/MK0-201.html


https://www.pass4itsure.com/MK0-201.html
2023 Latest pass4itsure MK0-201 PDF and VCE dumps Download

There are different documents that will be produced in the course of doing a penetration test,out of the documents listed
below which one would be the most important document that a Penetration Tester must have in order to be performing a
test? 

A. Network Diagram 

B. Host and services list 

C. Written Authorization 

D. Security Policies 

Correct Answer: C 

 

QUESTION 11

Spyware is either hardware or software installed on a computer which gather information about the user for later
retrieval by whoever controls the Spyware. 

It is installed without the users knowledge. 

What are the two categories of Spyware that exist?(Choose two from the list below) 

A. Surveillance 

B. Screen capture 

C. key loggers 

D. Advertising 

Correct Answer: AD 

 

QUESTION 12

Which of the following scan types would be the least accurate scan considering that may other network conditions could
indicate that the port is open even though it might not be open? 

A. Vanilla TCP Port Scan 

B. UDP Port Scan 

C. Half-Open Scan 

D. Inverse TCP Scan 

Correct Answer: B 

 

QUESTION 13

From the items listed below,which would be expected from a cracker or hacker but NOT from an Ethical Hacker or
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Certified Penetration tester? 

A. Code of ethics 

B. Signed Authorization 

C. Disregard for potential losses 

D. Presentation of a detailed report 

Correct Answer: C 

 

QUESTION 14

Assuming SNMP Agent devices are IPSec-capable,why would implementing IPSec help protect SNMP Agents?Choose
three. 

A. SNMP is installed by default on Windows computers 

B. SNMP v.2 sends the community name in cleartext 

C. SNMP v.2 does not encrypt any data 

D. IPSec would protect against an attacker spoofing the IP address of the SNMP Management station 

Correct Answer: BCD 

 

QUESTION 15

What is one possible method that hackers can use to sniff SSL connections?Choose the best answer. 

A. Use dsniff 

B. Act as a man in the middle between the client and the webserver and send the client a fake certificate that the user
will accept as legitimate 

C. Use SSLSniff to sniff the session key exchange 

D. Use SSL Relay 

Correct Answer: B 
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