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QUESTION 1

You have a Microsoft 365 E5 subscription and 25 Apple iPads. 

You need to enroll the iPads in Microsoft Intune by using the Apple Configurator enrollment method. 

What should you do first? 

A. Configure an Apply MDM push certificate. 

B. Add your user account as a device enrollment manager (DEM). 

C. Modify the enrollment restrictions. 

D. Upload a file that has the device identifiers for each iPad. 

Correct Answer: A 

Set up iOS/iPadOS device enrollment with Apple Configurator 

Prerequisites 

Physical access to iOS/iPadOS devices 

Set MDM authority 

An Apple MDM push certificate 

Device serial numbers (Setup Assistant enrollment only) 

USB connection cables 

macOS computer running Apple Configurator 2.0 

Note: 

Upload and renew your Apple MDM push certificates in Microsoft Intune. An Apple MDM Push certificate is required to
manage iOS/iPadOS and macOS devices in Microsoft Intune, and enables devices to enroll via: 

The Intune Company Portal app. 

Apple bulk enrollment methods, such as the Device Enrollment Program, Apple School Manager, and Apple
Configurator. 

Certificates must be renewed annually. 

Reference: 

https://learn.microsoft.com/en-us/mem/intune/enrollment/apple-mdm-push-certificate-get 

 

QUESTION 2

Which user can enroll Device6 in Intune? 
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A. User4 and User1 only 

B. User4 and User2 only 

C. User4, User1, and User2 only 

D. User1, User2, User3, and User4 

Correct Answer: D 

All the users can enroll devices to Intune. 

 

QUESTION 3

You have a Microsoft 365 subscription that contains 500 Android Enterprise devices. 

All the devices are enrolled in Microsoft Intune. 

You need to deliver bookmarks to the Chrome browser on the devices. 

What should you create? 

A. a compliance policy 

B. a configuration profile 

C. an app protection policy 

D. an app configuration policy 

Correct Answer: D 

An app configuration policy is a better way to deliver bookmarks to the Chrome browser on Android devices than a
configuration profile. 

To deliver bookmarks to the Chrome browser on Android devices, you would create an app configuration policy that
specifies the bookmarks that you want to be added to the browser. The policy would then be assigned to your managed
devices. Once the policy is applied, the bookmarks will be added to Chrome automatically. To deliver bookmarks using
a configuration profile, you would need to create a file that contains the bookmark data. The file would then be pushed
to your managed devices. Once the file is on the device, you would need to use a script to 

import the bookmarks into Chrome. 

This process is more complex and time-consuming than using an app configuration policy. It also requires you to create
and maintain a bookmark file, which can be cumbersome if you have a large number of bookmarks or if you need to
frequently update them. https://learn.microsoft.com/en-us/mem/intune/apps/apps-configure-chrome-android 

 

QUESTION 4

You have a Microsoft 365 E5 subscription and 100 computers that run Windows 10. 

You need to deploy Microsoft Office Professional Plus 2019 to the computers by using Microsoft Office Deployment Tool
(ODT). 
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What should you use to create a customization file for ODT? 

A. the Microsoft 365 admin center 

B. the Microsoft Intune admin center 

C. the Microsoft Purview compliance portal 

D. the Microsoft 365 Apps admin center 

Correct Answer: D 

To work with configuration files in the cloud, sign in to the Microsoft 365 Apps admin center and go to the Device
Configuration page under Customization. From that page, you can do the following actions: 

To create a new file, select Create, create a configuration file, and then select Done. The configuration file is
automatically saved to the cloud as part of your tenant. 

To edit an existing file, select the name of the file, make your changes, and then select Done. 

To get a link to a configuration file, select the file, select Get Link, and then select Copy. You can use the link to refer to
the configuration file when you use the Office Deployment Tool. 

Reference: 

https://learn.microsoft.com/en-us/deployoffice/admincenter/overview-office-customization-tool 

 

QUESTION 5

You have a Microsoft 365 subscription that contains a user named User1 and uses Microsoft Intune Suite. 

You use Microsoft Intune to manage devices that run Windows 11. 

User provides remote support for 75 devices in the marketing department. 

You need to add User1 to the Remote Desktop Users group on each marketing department device. 

What should you configure? 

A. an app configuration policy 

B. a device compliance policy 

C. an account protection policy 

D. a device configuration profile 

Correct Answer: C 

https://learn.microsoft.com/en-us/mem/intune/protect/endpoint-security-account-protection-policy#manage-local-groups-
on-windows-devices 

 

QUESTION 6
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Your network contains an Active Directory domain named contoso.com. The domain contains a computer named
Computer1 that runs Windows 10. You have the groups shown in the following table. 

Which groups can you add to Group4? 

A. Group2 only 

B. Group1 and Group2 only 

C. Group2 and Group3 only 

D. Group1, Group2, and Group3 

Correct Answer: A 

A similar question was on the learn.microsoft.com website. 

"You can add only domain security groups as members to Windows local groups. You cannot nest local Windows
groups, and you cannot add domain distribution groups as members of local Windows groups. " 

https://learn.microsoft.com/windows/win32/ad/adding-domain-objects-to-local-groups 

Group 4 is a local group therefore Universal Distribution Groups cannot be nested. 

Group 4 is a local group therefore other local Groups cannot be nested. 

 

QUESTION 7

You install a feature update on a computer that runs Windows 10. How many days do you have to roll back the update? 

A. 5 

B. 10 

C. 14 

D. 30 

Correct Answer: B 

Microsoft has changed the time period associated with operating system rollbacks with Windows 10 version 1607,
decreasing it to 10 days. Previously, Windows 10 had a 30-day rollback period. 

Reference: https://redmondmag.com/articles/2016/08/04/microsoft-shortens-windows-10-rollback-period.aspx 
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QUESTION 8

Your company implements Azure AD, Microsoft 365, Microsoft Intune, and Azure Information Protection. 

The company\\'s security policy states the following: 

1. 

Personal devices do not need to be enrolled in Intune. 

2. 

Users must authenticate by using a PIN before they can access corporate email data. 

3. 

Users can use their personal iOS and Android devices to access corporate cloud services. 

4. 

Users must be prevented from copying corporate email data to a cloud storage service other than Microsoft OneDrive
for Business. 

You need to configure a solution to enforce the security policy. 

What should you create? 

A. a device configuration profile from the Microsoft Intune admin center 

B. a data loss prevention (DLP) policy from the Microsoft Purview compliance portal 

C. an insider risk management policy from the Microsoft Purview compliance portal 

D. an app protection policy from the Microsoft Intune admin center 

Correct Answer: D 

By implementing app-level policies, you can restrict access to company resources and keep data within the purview of
your IT department. 

Note: The important benefits of using App protection policies are the following: 

Protecting your company data at the app level. Because mobile app management doesn\\'t require device management,
you can protect company data on both managed and unmanaged devices. The management is centered on the user
identity, which removes the requirement for device management. 

End-user productivity isn\\'t affected and policies don\\'t apply when using the app in a personal context. The policies are
applied only in a work context, which gives you the ability to protect company data without touching personal data. 

App protection policies makes sure that the app-layer protections are in place. For example, you can: 

Require a PIN to open an app in a work context Control the sharing of data between apps Prevent the saving of
company app data to a personal storage location MDM, in addition to MAM, makes sure that the device is protected. For
example, you can require a PIN to access the device, or you can deploy managed apps to the device. You can also
deploy apps to devices through your MDM solution, to give you more control over app management. 

Reference: https://docs.microsoft.com/en-us/intune/app-protection-policy 
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QUESTION 9

You have an on-premises server named Server1 that hosts a Microsoft Deployment Toolkit (MDT) deployment share
named MDT1. 

You need to ensure that MDT1 supports multicast deployments. 

What should you install on Server1? 

A. Multipath I/O (MPIO) 

B. Multipoint Connector 

C. Windows Deployment Services (WDS) 

D. Windows Server Update Services (WSUS) 

Correct Answer: C 

Multicast requires that Windows Deployment Services (WDS) is running on Windows Server 2008 or later. 

Reference: https://learn.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/deploy-a-windows-10-image-
using-mdt 

 

QUESTION 10

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. 

You use Microsoft Intune to manage Windows 11 devices. 

You need to implement passwordless authentication that requires users to use number matching. 

Which authentication method should you use? 

A. Microsoft Authenticator 

B. voice calls 

C. FIDO2 security keys 

D. text messages 

Correct Answer: A 

How number matching works in multifactor authentication (MFA) push notifications for Authenticator - Authentication
methods policy This topic covers how number matching in Microsoft Authenticator push notifications improves user sign-
in security. Number matching is a key security upgrade to traditional second factor notifications in Authenticator.
Beginning May 8, 2023, number matching is enabled for all Authenticator push notifications. As relevant services
deploy, users worldwide who are enabled for Authenticator push notifications will begin to see number matching in their 

approval requests. Users can be enabled for Authenticator push notifications either in the Authentication methods policy
or the legacy multifactor authentication policy if Notifications through mobile app is enabled. 
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Reference: 

https://learn.microsoft.com/en-us/azure/active-directory/authentication/how-to-mfa-number-match 

 

QUESTION 11

You have a Microsoft 365 tenant that uses Microsoft Intune. 

You use the Company Portal app to access and install published apps to enrolled devices. 

From the Microsoft Intune admin center, you add a Microsoft Store app. 

Which two App information types are visible in the Company Portal? 

NOTE: Each correct selection is worth one point. 

A. Privacy URL 

B. Information URL 

C. Developer 

D. Owner 

Correct Answer: AB 

In the Microsoft Store App information page available through Microsoft Endpoint Manager admin center, the app details
include: 

*

 Privacy URL: Optionally, enter the URL of a website that contains privacy information for this app. The URL is displayed
to users in the company portal. 

*

 Developer: Optionally, enter the name of the app developer. 

Information URL or Owner are not included. 

Reference: 

https://docs.microsoft.com/en-us/mem/intune/apps/store-apps-windows 

 

QUESTION 12

You have a Microsoft 365 subscription that includes Microsoft Intune. 

You have 500 corporate-owned Android devices enrolled as fully managed devices. 

You need to prepare an app named App1 for deployment to the devices. 

Which two actions should you perform? Each correct answer presents part of the solution. 
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NOTE: Each correct selection is worth one point. 

A. From the Intune Company Portal, download App1. 

B. Sync App1 with Intune. 

C. From the Managed Google Play Store, approve App1. 

D. Create an OEMConfig profile. 

Correct Answer: BC 

C: Add a Managed Google Play store app in the Managed Google Play console (Alternative) 

If you prefer to synchronize a Managed Google Play app with Intune rather than adding it directly using Intune, use the
following steps. 

1.

 Go to the Managed Google Play store. Sign in with the same account you used to configure the connection between
Intune and Android Enterprise. 

2.

 Search the store and select the app you want to assign by using Intune. 

3.

 On the page that displays the app, click Approve. 

In the following example, the Microsoft Excel app has been chosen. 

A window for the app opens asking you to give permissions for the app to perform various operations. 

4.

 Select Approve to accept the app permissions and continue. 

5.

 Select an option for handling new app permission requests, and then select Save. 

(B) The app is approved, and it is displayed in your IT admin console. Next, you can Sync a Managed Google Play app
with Intune. 

Reference: 

https://learn.microsoft.com/en-us/mem/intune/apps/apps-add-android-for-work 

 

QUESTION 13

You have a Microsoft 365 subscription that contains a user named User1. User1 is assigned a Windows 10/11
Enterprise E3 license. 

You use Microsoft Intune Suite to manage devices. 
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User1 activates the following devices: 

1. 

Device1: Windows 11 Enterprise 

2. 

Device2: Windows 10 Enterprise 

3. 

Device3: Windows 11 Enterprise How many more devices can User1 activate? 

A. 2 

B. 3 

C. 7 

D. 8 

Correct Answer: A 

When you purchase Windows 10/11 Enterprise E3 via a partner, you get the following benefits: 

*

 Deploy on up to five devices. For each user covered by the license, you can deploy Windows 10 Enterprise edition on
up to five devices. 

*

 Etc. 

Reference: https://learn.microsoft.com/en-us/windows/deployment/windows-10-enterprise-e3-overview 

 

QUESTION 14

You use Microsoft Defender for Endpoint to protect computers that run Windows 10. 

You need to assess the differences between the configuration of Microsoft Defender for Endpoint and the Microsoft-
recommended configuration baseline. 

Which tool should you use? 

A. Microsoft Defender for Endpoint Power BI app 

B. Microsoft Secure Score 

C. Endpoint Analytics 

D. Microsoft 365 Defender portal 

Correct Answer: B 

MD-102 VCE Dumps | MD-102 Practice Test | MD-102 Exam Questions                             10 / 12

https://www.pass4itsure.com/md-102.html
https://www.pass4itsure.com/md-102.html
https://www.pass4itsure.com/md-102.html


https://www.pass4itsure.com/md-102.html
2024 Latest pass4itsure MD-102 PDF and VCE dumps Download

 

 

QUESTION 15

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. 

You use Microsoft Intune to manage devices. 

You use Windows Autopilot to deploy Windows 11 to devices. 

A support engineer reports that when a deployment fails, they cannot collect deployment logs from failed device. 

You need to ensure that when a deployment fails, the deployment logs can be collected. 

What should you configure? 

A. the automatic enrollment settings 

B. the Windows Autopilot deployment profile 

C. the enrollment status page (ESP) profile 

D. the device configuration profile 

Correct Answer: C 

Troubleshooting the Enrollment Status Page 

To troubleshoot ESP issues, it\\'s important to get more information about the ESP settings that are received by the
device, and the applications and policies that are tracked at each stage. All ESP settings and tracking information are
logged in 

the device registry. 

Collect logs 

You can enable the ability for users to collect ESP logs in the ESP policy. When a timeout occurs in the ESP, the user
can select the option to Collect logs. 

Note: Windows Autopilot diagnostics page 

On Windows 11, you can open the Autopilot diagnostic page to view additional detailed troubleshooting information
about the Autopilot provisioning process. To enable the Autopilot diagnostics page: 

Go to the ESP profile where the Autopilot diagnostics page needs to be enabled. 

Make sure that Show app and profile configuration progress is selected to Yes. 

Make sure that Turn on log collection and diagnostics page for end users is selected to Yes. 

Reference: 

https://learn.microsoft.com/en-us/troubleshoot/mem/intune/device-enrollment/understand-troubleshoot-esp 
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