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QUESTION 1

Which of the following is required to leverage Kerberos for authentication to internal resources from an external mobile
device? 

A. MDM 

B. Firewall 

C. SHA 

D. Gateway 

Correct Answer: D 

 

QUESTION 2

An MDM client was recently installed on a device. The user has reported decreased battery life. Which of the following
can be edited to increase battery life? 

A. OS version 

B. Email push settings 

C. Password requirements 

D. Speaker settings 

Correct Answer: B 

 

QUESTION 3

A user is concerned with device availability while traveling. Which of the following would MOST likely help to conserve
battery life? (Select TWO). 

A. Read email less often 

B. Lower screen brightness 

C. Lower volume levels 

D. Turn off location services 

E. Turn off phone between calls 

Correct Answer: BD 

 

QUESTION 4
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When configuring user groups that use separate applications managed by the MDM solution, it is important that each
group has its own: 

A. Policy 

B. AUP 

C. APNS 

D. High availability 

Correct Answer: A 

 

QUESTION 5

Which of the following helps ensure that a correct channel is configured for an access point? 

A. Geo-fencing analysis 

B. Directory analysis 

C. Firewall analysis 

D. Spectrum analysis 

Correct Answer: D 

 

QUESTION 6

Which of the following is the BEST practice to create groups within MDM server? 

A. Manually create groups 

B. Use VLANS 

C. Use ACL 

D. Use directory services 

Correct Answer: D 

 

QUESTION 7

The correct sequence for deploying a new security profile in an MDM server is: 

A. deploy to test group, observe results, create policy, deploy profile. 

B. create policy, deploy to test group, observe results, deploy profile. 

C. observe results, deploy profile, create policy, deploy to test group. 
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D. deploy profile, observe results, create policy, deploy to test group. 

Correct Answer: B 

 

QUESTION 8

An organization is going to deploy a BYOD model to allow users to provision their personally owned devices to receive
email on their mobile devices. Which of the following should be completed before allowing users to self provision their
devices? (Select TWO). 

A. Directory service setup 

B. Profile creation 

C. Mobile application distribution 

D. Administrative permissions 

E. Device activation 

Correct Answer: AB 

 

QUESTION 9

Users are having trouble connecting to the intranet site from one area of the network using mobile devices. Where
should the mobile device administrator begin the troubleshooting process? 

A. Contact the firewall administrator and have them examine the firewall logs 

B. Contact the network administrator and ask them to reboot the router 

C. Contact the webmaster and ask them to restart services on Intranet web server 

D. Contact an end user and attempt to duplicate the problem 

Correct Answer: D 

 

QUESTION 10

An administrator has been tasked with correlating system logs to identify brute force attacks. Which of the following
would allow for this as well as a centralized location to review system logs? 

A. NIDS 

B. SIEM 

C. NIPS 

D. DLP 

Correct Answer: B 
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QUESTION 11

Ann, a user, reports that her touch screen enabled device is activating various icons and randomly calling people. Which
of the following is the MOST likely cause of the issue? 

A. Incomplete backup 

B. The screen is dirty 

C. Sync issues 

D. RF interference 

Correct Answer: B 

 

QUESTION 12

Which of the following can be applied to a mobile device to support a corporate mandate which does not allow Internet
gambling activities? 

A. Network IDS 

B. Host IDS 

C. Software antivirus 

D. Content filtering 

Correct Answer: D 

 

QUESTION 13

Which of the following is the BEST way to ensure users de-provisioned from directory services are also de-provisioned
from the MDM solution? 

A. Remove user certificate 

B. LDAP to MDM 

C. SCEP sync with MDM 

D. Re-enroll in MDM 

Correct Answer: B 

 

QUESTION 14

While connected to the company\\'s wireless network, users are experiencing connection issues and reporting slow
network speeds. Which of the following actions is the BEST method to identify the issue? 
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A. Perform wireless survey for wireless network coverage 

B. Perform firmware updates on all affected wireless devices 

C. Perform wireless network upgrade to resolve connectivity issues 

D. Perform airspace scanning with a spectrum analyzer for interference 

Correct Answer: D 

 

QUESTION 15

Executive management asks about threats that can affect multiple mobile devices. Which of the following needs to be
addressed? (Select TWO). 

A. Data loss 

B. Travel 

C. DLP 

D. Device cloning 

E. IPS 

Correct Answer: AD 
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