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QUESTION 1

A help desk technician needs to gain admin rights to the ENS local client interface for troubleshooting. Which of the
following is a policy setting within the ENS Common Options policy that could be used to temporarily allow admin rights
to the local client? 

A. Unlock Client Interface Password 

B. Standard Access 

C. One-time Password 

D. Time-based Password 

Correct Answer: A 

 

QUESTION 2

A hospital in another county just received a new variant of ransom ware that infected 70% of its systems. After learning
the characteristics of this ransom ware, the security team wants to implement a protection policy to stop certain files
from being modified and new registry keys from being created that are relevant to the ransom ware. Which of the
following policies meets this requirement? 

A. Exploit prevention policy 

B. Block and allow list policy 

C. Access protection policy 

D. Firewall rules policy 

Correct Answer: C 

 

QUESTION 3

A user is reporting a functional issue with the ENS client. Which of the following logs should be checked? 

A. ExploitPrevention_Debug.log 

B. OnDemandScan_Debug.log 

C. EndpointSecurityPlatform_Errors.log 

D. AdaptiveThreatProtection_Debug.log 

Correct Answer: C 

 

QUESTION 4
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An ENS administrator wants to dynamically create firewall rules required for the environment. In Enable Firewall
Policies/Options, which of the following should be utilized? 

A. Retain existing user added rules 

B. Adaptive mode 

C. Log all blocked traffic 

D. Log all allowed traffic 

Correct Answer: C 

 

QUESTION 5

A. DEP 

B. MD5 hash 

C. API 

D. Caller module 

Correct Answer: B 

 

QUESTION 6

Which of the following methods should an administrator enable to address possible buffer overflow conditions? 

A. On-demand Scan 

B. Exploit Prevention 

C. Access Protection rules 

D. McAfee GTI feedback 

Correct Answer: B 

 

QUESTION 7

When planning for a policy migration, in which of the following circumstances should automatic migration be used,
rather than manual migration? 

A. When fine-tuning assignments 

B. When migrating smaller environments 

C. When migrating settings to single-platform policies 

D. When using multiple custom policies 
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Correct Answer: D 

 

QUESTION 8

Which of the following is the MAIN benefit of using Threat Intelligence Exchange (TIE) and Data Exchange Layer
(DXL)? 

A. They enable centralized management of adaptive-threat-protection policies. 

B. They store and pass file reputation to managed endpoints and McAfee products. 

C. They distribute signature-based content to managed systems. 

D. They conduct scanning of files on managed systems for threats. 

Correct Answer: B 

 

QUESTION 9

Which of the following describes the role of a cloud-based Real Protect scanner? 

A. It sends environmental variables to the cloud for analysis. 

B. It sends potentially malicious code to the cloud for analysis. 

C. It sends behavior information to the cloud for analysis. 

D. It sends personally identifiable information to the cloud for analysis. 

Correct Answer: B 

 

QUESTION 10

In which of the following ways does Dynamic App Containment protect against malware? 

A. It checks for spyware, unwanted programs, and viruses based on known patterns. 

B. It monitors communication between the computer and the network. 

C. It detects malicious files and activities using machine-learning techniques. 

D. It limits the actions unknown applications can take on the end system. 

Correct Answer: C 

 

QUESTION 11

An ePO administrator is experiencing issues installing an ENS module on a client machine and decides to investigate by
analyzing the install log. In which of the following locations will the administrator find the install log, assuming it is in its
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default location on the endpoint? 

A. %programdata%\mcafee\datreputation\logs 

B. **\program files\mcafee\ 

C. %temp%\mcafeelogs 

D. %programdata%\mcafee\Agent\logs 

Correct Answer: D 

 

QUESTION 12

Which of the following server roles has a McAfee-defined policy bundled with the product? 

A. Exchange 

B. Internet Information Services (IIS) 

C. Active Directory 

D. SQL 

Correct Answer: B 

 

QUESTION 13

After enabling a timed group in the firewall policy, in which of the following ways does the user enable the group? 

A. Moving the mouse to the upper-right corner of the screen 

B. Running MFEtime.exe from the start menu 

C. From the McAfee system tray icon 

D. Inside the ENS console 

Correct Answer: C 

 

QUESTION 14

An ePO administrator needs to add exclusions for a folder. The folder has been created in several locations, including
C:\Program Files\Custom\Acme or C:\Program Files\Acme, but the folder could be located in other subfolders in the
Program Files folder. 

Which of the following is the correct way to write an exclusion for the Acme folder? 

A. \Program Files\?\Acme 

B. \Program Files\**\Acme 
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C. \Program Files\*\Acme 

D. \Program Files\??\Acme 

Correct Answer: C 

 

QUESTION 15

The security team wants to schedule an on-demand scan to run at noon every day for all workstations. However, the
team would like to ensure system performance is not impacted because users may be working. Which of the following is
a system utilization setting that meets this criteria? 

A. Below normal 

B. Low 

C. Scan only when the system is idle 

D. Normal 

Correct Answer: D 
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