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QUESTION 1

Which of the following McAfee tools are useful to collect McAfee product data from a computer so that the problem can
be analyzed and resolved by McAfee Technical Support? 

A. ePO-MVT (McAfee Virtual Technician) 

B. Minimum Escalation Requirements (MER) tools 

C. McAfee Profiler 

D. extra DAT 

Correct Answer: B 

 

QUESTION 2

Which of the following is NOT a DLPe incident task? 

A. Mail notification task 

B. Purge task 

C. Set reviewer task 

D. Purge client task 

Correct Answer: D 

 

QUESTION 3

Which of the following ePO server tasks schedules and runs tasks setup in DLP incident manager? 

A. DLP Incident Tasks Runner 

B. DLP Incident Tasks Executer 

C. DLP Policy Push Task 

D. DLP Incident Reporting Tasks Runner 

Correct Answer: A 

 

QUESTION 4

An employee attempts to copy sensitive data from the Oracle HR database into a Microsoft Word document. To prevent
a violation of employee privacy, what actions should the administrator define in the DLPe rule? 

A. The paste should be blocked 
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B. The paste should be monitored, and the employee notified 

C. The paste should be encrypted and stored pending further evaluation of the data being copied 

D. The file access protection should be blocked and the employee\\'s system locked down 

Correct Answer: A 

 

QUESTION 5

How can the use of USB drives be identified? 

A. Enable plug and play device rule to monitor USB plugs 

B. Enable unmanageable device classes to monitor USB plugs 

C. Enable fixed hard drive rule to monitor USB plugs 

D. Enable removable file storage access to monitor USB plugs 

Correct Answer: A 

 

QUESTION 6

Prior to editing the production DLP Endpoint Policy a backup copy should be taken as a precaution. Which method can
the DLP Administrator use to backup rules based on User Assignment Groups? 

A. The DLP Policy, File, Export Policy to HTML feature 

B. The DLP Policy, File, Synchronize Templates feature 

C. The McAfee ePolicy Orchestrator Policy Catalog feature 

D. The DLP Policy, File, Save as feature 

Correct Answer: D 

 

QUESTION 7

What does DLP Endpoint client use to send operational events and incidents to ePO? 

A. DLPe Windows Communication Foundation (WCF) service 

B. McAfee Agent 

C. ePO Event Parser 

D. DLP Endpoint Event Parser 

Correct Answer: B 
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QUESTION 8

The DLPe Administrator configures a Web Post Protection rule with a blocking reaction. The administrator does not
configure a Web Destination definition. What is the result? 

A. Uploads containing protected information are blocked for both internal and external websites 

B. Uploads containing protected information are blocked only for external websites 

C. Uploads containing protected information are blocked only for internal websites 

D. None of the uploads containing protected information are blocked 

Correct Answer: A 

 

QUESTION 9

Applications in which of the following groups will NOT have their Disk Activity scanned for sensitive data? 

A. Editor 

B. Archiver 

C. Installer 

D. Trusted 

Correct Answer: D 

 

QUESTION 10

McAfee DLP Agent functionality in Windows Safe Mode is controlled by which of the following? 

A. DLP Agent Configuration policy 

B. ePO Server Settings Page 

C. Agent watchdog 

D. DLP Global Policy 

Correct Answer: A 

 

QUESTION 11

When detected, which of the following must be categorized with the highest severity? 

A. User makes a purchase online with personal credit cards 
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B. User emails a copy of a spreadsheet with credit card numbers of all customers to personal email to continue work
from home 

C. User copies a spreadsheet with credit card numbers of all customers to an encrypted device to continue work from
home 

D. User files an online form and includes their own personally identifiable information 

Correct Answer: B 

 

QUESTION 12

An organization\\'s security policy prohibits the use of Internet based file sharing and storage applications. To monitor
violation of this policy, which rule can the DLP Endpoint administrator configure? 

A. Email Protection Rule 

B. File System Protection Rule 

C. Application File Access Protection Rule 

D. Cloud Protection Rule 

Correct Answer: D 

 

QUESTION 13

Which of the following is an authorized method to remove the McAfee DLPe Agent? 

A. ePO product deployment task 

B. Agent override 

C. Add the computer to a privileged user group 

D. ePO server task 

Correct Answer: A 

 

QUESTION 14

Which of the following advanced security settings are the minimum required for replicating files to the Evidence folder? 

A. Full control 

B. Read/write 

C. Create files/write data and create folders/append data 

D. List folder/read data 
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Correct Answer: C 

 

QUESTION 15

Which of the following organizational structures demonstrates strict compliance to Segregation of Duties? 

A. Separate teams for Administration, Operations, Support, and Incident Management 

B. Same team for Administration, Operations, Support, and Incident Management 

C. Same team for Administration and Operations. Separate teams for Support, and Incident Management 

D. Separate teams for Administration, and Operations. Same team for Support and Incident Management 

Correct Answer: A 
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