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QUESTION 1

Ceste has been working for the client services department at a local bank in Richmond, Virginia for over a year. He is
responsible for client connectivity to the corporate network backbone. Ceste is a member of the DHCP Users group and
uses his privileges as a member of this group to gauge the status of DHCP leases and available IP addresses. Jamie is
a systems engineer for the same bank, and is responsible for the back-end configuration of all DHCP servers and scope
configuration. He is a member of both the Domain Users and DHCP Administrators groups. On Monday morning,

SERVERZ2, the DHCP server servicing the first and second floor of the bank, crashes. SERVER?2 sits on the same
network segment as the first floor users

Correct Answer: A

QUESTION 2

You work as a network administrator for ABC.com. The ABC.com network consists of a single Active Directory domain
named ABC.com. There are currently 120 Web servers running Windows Server and are contained in an Organizational
Unit (OU) named ABC_WebServers

ABC.com management took a decision to uABCrade all Web servers to Windows Server. You disable all services on
the Web servers that are not required. After running the 1S Lockdown Wizard on a recently deployed web server, you
discover that services such as NNTP that are not required are still enabled on the Web server.

How can you ensure that the services that are not required are forever disabled on the Web servers without affecting
the other servers on the network? (Choose two.)

A. Set up a GPO that will change the startup type for the services to Automatic.

B. By linking the GPO to the ABC_WebServers OU.

C. Set up a GPO with the Hisecws.inf security template imported into the GPO.

D. By linking the GPO to the domain.

E. Set up a GPO in order to set the startup type of the redundant services to Disabled.
F. By linking the GPO to the Domain Controllers OU.

G. Set up a GPO in order to apply a startup script to stop the redundant services.

Correct Answer: BE

QUESTION 3

You have recently added a Windows Server Web Edition system to your company\\'s private network. The server is
used to host the company\\'s private Web site. Users are complaining that response time is often slow. You want to
analyze the

traffic coming to and from the Web server.

What should you do?
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A. Open Task Manager and use the Networking tab to gather network statistics.

B. Open System Monitor to capture and analyze network traffic.

C. Open Network Diagnostics to analyze the traffic coming to and from the Web server.
D. Install Network Monitor on the Web server to capture and analyze network traffic.

Correct Answer: D

QUESTION 4
All the servers on the network run Windows Server server and all the client computers run Windows XP.

The network contains three domain controllers named ABC-DC1, ABC-DC2 and ABC-DC3. The System State Data of
each domain controller is backed up on a nightly basis.

Recently an organizational unit (OU) has been mistakenly deleted from the AD.
What is the quickest way to restore the deleted OU?
A. Reboot the domain controller in Safe Mode then use Windows Backup.

B. Reboot the domain controller in Directory Services Restore Mode then perform an authoritative restore of the subtree
where the OU was deleted using the Ntdsutil utility.

C. Reboot the domain controller in Directory Services Restore Mode then perform a non-authoritative restore of the
subtree where the OU was deleted using the Ntdsutil utility.

D. Reboot the domain controller using the Last Known Good Configuration.
E. Use Active Directory Sites and Services to force replication from another domain controller.

Correct Answer: B

QUESTION 5

You need to create several subnets for your corporate network. Each subnet should have no more than two host
addresses available per subnet. You have a subnet with the address of 136.42.255.0/24.What are the first two subnet
addresses that would be created in this configuration?

A. 136.42.255.0/31, 136.42.255.4/31

B. 136.42.255.2/30, 136.42.255.4/30

C. 136.42.255.4/29, 136.42.255.8/29

D. 136.42.255.0/30, 136.42.255.4/30

Correct Answer: D
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QUESTION 6

Katherine has been asked for her opinion on increasing the fault tolerance of the corporate network, which uses TCP/IP,
Active Directory, and Windows 2000 computers. Specifically, the one DNS server on subnet A. Users may run into
serious problems if that machine ever experiences downtime, or if the link between the two subnets goes down. Each
subnet has its own Windows domain controller. What would you suggest to provide fault tolerance for the network?

A. Set up a secondary DNS server on subnet B Configure the primary DNS server on subnet A to send notifications of
zone changes to the secondary DNS server.

B. Configure DNS on both domain controllers using Active Directory Integrated zones.
C. Install a caching-only DNS server on subnet B.

D. Set up a secondary DNS server on subnet B and configure it to request refreshes from the master DNS server on
subnet A.

Correct Answer: B

QUESTION 7

You are a network administrator for your company. The company network consists of two Active Directory forests.
Verigon.com is the single-domain forest that contains all user accounts and resources for the corporate network, except
the

resources that are allocated to the Development department. Dev.corp is the single-domain forest that is used only by
the Development department. You configure an external trust between the two domains.

Developers must be able to log on from their computers to the verigon.com domain. In the verigon.com forest, you
create a new user principal name (UPN) suffix of dev.corp and configure UPNs for the developers\\' user accounts in
the

verigon.com domain with this suffix. Developers report that they cannot log on to the verigon.com domain from their
computers, which belong to the dev.corp domain, by using their UPNs. You must enable developers to log on to the

verigon.com domain from their computers by using UPNSs.

What should you do?

A. Replace the external trust with a forest trust.

B. Change the UPN suffix for the developers\\' user accounts to verigon.com.
C. Configure selective authentication on the trust.

D. Configure domain-wide authentication on the trust.

Correct Answer: A

QUESTION 8

The ABC.com network consists of a single Active Directory domain named ABC.com. All client computers on the
ABC.com network run Windows XP Professional.
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You use your client computer named ABC-WS294. You want to use Microsoft Baseline Security Analyzer (MBSA) on
ABC-WS294 to analyze network servers for security vulnerabilities.

Which of the following services are the minimum required to be running on the network servers for you to scan them
with MBSA? (Choose all that apply.)

A. Remote Registry.

B. Workstation service.
C. Server service.

D. Print Spooler service.

Correct Answer: AC

QUESTION 9

The ABC.com network consists of a single Active Directory domain named ABC.com.

You deploy an enterprise certification authority (CA) on a Windows Server computer named ABC-CA1. The primary
purpose of the CA is issue company users with digital certificates to enable them to authenticate with the new company
Intranet website. You create a new certificate template named Web Authentication. You enable the Web Authentication
certificate template on ABC-CAL1 and configure the default domain group policy so that users who log on to the domain
receive a Web

Authentication certificate.

The following morning users complain that they do not have certificates which can be used to authenticate to the
Intranet Web site.

How can you ensure the users are issued with a certificate?
A. By configuring ABC-CAL1 to be an Enterprise Subordinate CA of a public CA such as Verisign.
B. By modifying the permissions of the Web Authentication certificate template to give the Domain Users group the

Allow

Correct Answer: B

QUESTION 10

Mark works as a Network Administrator for ABC.com. The company has a Windows Active Directorybased single
domain single forest network. The network contains five member servers and 110 Windows XP Professional client
computers.

The client computers in the network receive IP addresses from the DHCP server.

One of the member servers named DBSERV works as a database server. Mark configures the DHCP server to lease

the reserved IP address 192.168.1.10 to DBSERYV. He also creates an A record for DBSERV on the DNS server that
uses
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the IP address 192.168.1.10.

Users complain that they are unable to access DBSERV. Mark runs the IPCONFIG /all command from the command
prompt on DBSERYV. He finds the following results:

C:\'WINNTADY system32) ondexe

Fhysical Addrees T _— : BB -8N-EH-54-42-9F

DHCP Enabled. =
Autoecont tgurat lon Enabled
IP Address.

Subnet Mask

Default Gateway

DHCP Server

DHSE Server:s

Now, Mark wants to ensure that DBSERYV receives the IP address 192.168.1.10. What will he do to accomplish this?
A. Write the MAC address of the DBSERV network adapter with dashes in the client reservation.

B. Change the MAC address in the client reservation setting.

C. Authorize the DHCP server.

D. Remove the A record for DBSERV from the DNS server.

Correct Answer. B

QUESTION 11

You are working as the administrator at ABC.com. The network consists of a single Active Directory domain named
ABC.com with the domain functional level set at Windows Server. All network servers run Windows Server and all client
computers run Windows XP Professional.

The ABC.com domain is divided into organizational units (OU). All the resource servers are contained in an OU named
ABC_SERVERS and the workstations are contained in an OU named ABC_CLIENTS. All resource servers operate at
near capacity during business hours. All workstations have low resource usage during business hours.

You received instructions to configure baseline security templates for the resource servers and the workstations. To this
end you configured two baseline security templates named ABC_SERVERS.inf and ABC_CLIENTS.inf respectively.
The ABC_SERVERS.inf template contains many configuration settings. Applying the ABC_SERVERS.inf template
would have a performance impact on the servers. The ABC_CLIENTS.inf contains just a few settings so applying this
template would not adversely affect the performance of the workstations.

How would you apply the security templates so that the settings will be periodically enforced whilst ensuring that the
solution reduces the impact on the resource servers? (Choose three.)

A. By setting up a GPO named SERVER-GPO and link it to the ABC_SERVERS OU.
B. By having the ABC_SERVERS.inf template imported into SERVER-GPO.

C. By having the ABC_SERVERS.inf and the ABC_CLIENTS.inf templates imported into the Default Domain Policy
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GPO.

D. By scheduling SECEDIT on each resource server to regularly apply the ABC_SERVERS.inf settings during off-peak
hours.

E. By having a GPO named CLIENT-GPO created and linked to the ABC_CLIENTS OU.
F. By having the ABC_CLIENTS.inf template imported into CLIENT-GPO.
G. By having SERVER-GPO and CLIENT-GPO linked to the domain.

Correct Answer: DEF

QUESTION 12

Your network is running three DNS servers, NS1, NS2, and NS3. NS1 is running Windows Server, whereas NS2 and
NS3 are still running Windows NT 4.0. In reviewing the error log on NS1, you notice an error that lists NOTIMPL(4)
being returned by NS3.What does this error indicate?

A. NS3 does not support extended DNS (EDNSO).

B. NS1 does not support extended DNS (EDNSO).

C. The OPT record received from NS3 contained an illegal Time-To-Live.

D. The OPT record needs to be added to all three name servers.

Correct Answer: A

QUESTION 13
Jim is configuring the IP security policy for a computer running Windows Server.

Some of the client computers on the network are not IPSec aware, while others are. Jim wants all data to be encrypted
and still allow those computers that do not support IPSec to authenticate.

Which of the following settings should he select? (Choose all that apply.)
A. Server (request security)

B. Client (request security)

C. Client (respond only)

D. Server Secure (require security)

Correct Answer: AC

QUESTION 14

You work as the network administrator at ABC.com. The ABC.com network has a domain named ABC.com. The servers
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at the ABC.com network run Windows Server and the workstations, Windows XP Professional.

The ABC.com network has two servers, named ABC-SR30 and ABC-SR31, which contain file with sensitive company
information. You create a new OU named SenSrv and move ABC-SR30 and ABC-SR31 to the new OU. You then
create a

new GPO that and configure it to encrypt all network connections. You then link the GPO to the SenSrv OU.

How would you check to see if encrypted connections to ABC-SR30 and ABC-SR31 are taking place?

A. By opening the Resultant Set of Policy console.

B. By running the Microsoft Baseline Security Analyzer (MBSA).

C. By applying the hisecdc.inf predefined security template.

D. By opening the IP Security Monitor console.

Correct Answer: D

QUESTION 15

Your company\\'s corporate security policy is very strict. No username or password information may be passed over the
Internet without using the strongest encryption available. Your company does not yet have a certificate infrastructure in
place. Which of these methods would be the best choice for VPN authentication to ensure that you are within your
company\\'s corporate security policy requirements?

A. MS-CHAP v2

B. PAP

C. CHAP

D. SPAP

Correct Answer: A
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