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QUESTION 1

You are designing an Internet security gateway (ISG) for your company and are considering a centralized versus a
distributed model for ISGs.

Which two statements are correct in this scenario? (Choose two.)

A. Distributed ISGs typically have less latency compared to centralized 1ISGs
B. Distributed ISGs reduce bandwidth for end users

C. Distributed ISGs typically require extra bandwidth for management

D. Distributed ISGs are harder to manage compared to centralized ISGs

Correct Answer: AD

QUESTION 2

You are asked to deploy a security solution in your data center that ensures all traffic flows through the SRX Series
devices.

Which firewall deployment method meets this requirement?
A. one-arm

B. two-arm

C. transparent

D. inline

Correct Answer: D

Reference: https://www.juniper.net/us/en/local/pdf/implementation-guides/8010046-en.pdf

QUESTION 3

Which two steps should be included in your security design process? (Choose two.)
A. Identify external attackers

B. Define safety requirements for the customer\\'s organization

C. Identify the firewall enforcement points

D. Define overall security policies

Correct Answer: CD

Reference: https://www.juniper.net/assets/us/en/local/pdf/whitepapers/2000591-en.pdf
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QUESTION 4

Your customer is getting ready to deploy a new WAN architecture. It must be simple to set up, address hub scaling
concerns, and allow the automatic addition of new sites without requiring changes to the hub site. They want to deploy
either AutoVPN or Auto Discovery VPN.

In this scenario, why would you propose Auto Discovery VPN as a solution?

A. Your customer requires direct spoke-to-spoke communication

B. OSPF support is required

C. Only Auto Discovery VPN supports the automatic addition of valid spokes

D. Your customer needs to configure the hub site only once

Correct Answer: A

QUESTION 5

You are designing a data center security architecture. The design requires automated scaling of security services
according to real-time traffic flows.

Which two design components will accomplish this task? (Choose two.)
A. telemetry with an SDN controller

B. JFlow traffic monitoring with event scripts

C. VNF security devices deployed on x86 servers

D. VRF segmentation on high-capacity physical security appliances
Correct Answer: BC

Reference: https://www.juniper.net/documentation/en_US/learn-about/LearnAbout_NFV.pdf

QUESTION 6

Which two features are used to stop IP spoofing in and out of your network? (Choose two.)
A. GeolP

B. firewall filters

C. unicast reverse path forwarding

D. IPS

Correct Answer: CD
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Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-attackerevasion-
technique.html

QUESTION 7

You want to deploy JATP in your network that uses SRX Series devices.

In this scenario, which feature must you enable on the SRX Series devices?
A. SSL forward proxy

B. AppSecure

C. UTM antivirus

D. IPS

Correct Answer: A

Reference: https://www.juniper.net/documentation/en_US/release-independent/jatp/topics/concept/jatpsrx-integration-
getting-started.html

QUESTION 8

Your customer needs help designing a single solution to protect their combination of various Junos network devices
from unauthorized management access.

Which Junos OS feature will provide this protection?

A. Use a firewall filter applied to the fxpO interface

B. Use a security policy with the destination of the junos-host zone
C. Use the management zone host-inbound-traffic feature

D. Use a firewall filter applied to the 00 interface

Correct Answer: A

Reference: https://www.juniper.net/documentation/en_US/junos/topics/concept/junos-software-routersecurity-supported-
features.html

QUESTION 9

What are two reasons for using cSRX over vSRX? (Choose two.)
A. cSRX loads faster

B. cSRX uses less memory

C. cSRX supports the BGP protocol
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D. cSRX supports IPsec
Correct Answer: AB

Reference: https://www.juniper.net/documentation/en_US/csrx/information-products/pathway-pages/ security-csrx-linux-
bm-guide-pwp.pdf

QUESTION 10

You are designing an enterprise WAN network that must connect multiple sites. You must provide a design proposal for
the security elements needed to encrypt traffic between the remote sites.

Which feature will secure the traffic?
A.BFD

B. OSPF

C.GRE

D. IPsec

Correct Answer: D

QUESTION 11

A hosting company is migrating to cloud-based solutions. Their customers share a physical firewall cluster, subdivided
into individual logical firewalls for each customer. Projection data shows that the cloud service will soon deplete all the
resources within the physical firewall. As a consultant, you must propose a scalable solution that continues to protect all
the cloud customers while still securing the existing physical network.

In this scenario, which solution would you propose?

A. Deploy a VSRX cluster in front of each customer\\'s servers while keeping the physical firewall cluster

B. Deploy a software-defined networking solution

C. Remove the physical firewall cluster and deploy vSRX clusters dedicated to each customer\\'s servers

D. Replace the physical firewall cluster with a higher-performance firewall

Correct Answer: C

QUESTION 12

You are deploying Security Director with the logging and reporting functionality for VMs that use SSDs. You expect to
have approximately 20,000 events per second of logging in your network.

In this scenario, what is the minimum number of log receiver devices that you should use?

A 4
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B.3
C.2
D.1
Correct Answer: D

Reference: https://www.juniper.net/documentation/en_US/junos- spacel7.1/topics/task/multi-task/junosspace-sd-log-
collector-installing.html

QUESTION 13

You are working with a customer to create a design proposal using SRX Series devices. As part of the design, you must
consider the requirements shown below:

1.

You must ensure that every packet entering your device is independently inspected against a set of rules.
2.

You must provide a way to protect the device from undesired access attempts.

3.

You must ensure that you can apply a different set of rules for traffic leaving the device than are in use for traffic
entering the device.

In this scenario, what do you recommend using to accomplish these requirements?
A. firewall filters

B. intrusion prevention system

C. unified threat management

D. screens

Correct Answer: A

Reference: https://www.juniper.net/documentation/en_US/junos/topics/example/firewall-filter-statelessexample-trusted-
source-block-telnet-and-ssh-access.html

QUESTION 14
Policy Enforcer provides which benefit?
A. log management

B. command and control protection

C. centralized management of security devices
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D. IPsec encryption

Correct Answer: C

QUESTION 15

You are concerned about users downloading malicious attachments at work while using encrypted Web mail. You want
to block these malicious files using your SRX Series device.

In this scenario, which two features should you use? (Choose two.)
A. SSL reverse proxy

B. SSL forward proxy

C. Sky ATP SMTP scanning

D. Sky ATP HTTP scanning

Correct Answer: BC
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