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QUESTION 1

You are working with a customer to create a design proposal using SRX Series devices. As part of the design, you must
consider the requirements shown below: 

1.

 You must ensure that every packet entering your device is independently inspected against a set of rules. 

2.

 You must provide a way to protect the device from undesired access attempts. 

3.

 You must ensure that you can apply a different set of rules for traffic leaving the device than are in use for traffic
entering the device. 

In this scenario, what do you recommend using to accomplish these requirements? 

A. firewall filters 

B. intrusion prevention system 

C. unified threat management 

D. screens 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/example/firewall-filter-statelessexample-trusted-
source-block-telnet-and-ssh-access.html 

 

QUESTION 2

You are asked to install a mechanism to protect an ISP network from denial-of-service attacks from a small number of
sources. 

Which mechanism will satisfy this requirement? 

A. RTBH 

B. UTM 

C. Sky ATP 

D. GeoIP 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/day-one-books/DO_BGP_FLowspec.pdf 
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QUESTION 3

You have multiple SRX chassis clusters on a single broadcast domain. Why must you assign different cluster IDs in this
scenario? 

A. to avoid MAC address conflicts 

B. to avoid control link conflicts 

C. to avoid node numbering conflicts 

D. to avoid redundancy group conflicts 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/release-independent/nce/topics/example/ chassis-cluster-srx-
full-mesh-configuring.html#:~:text=If%20you%20have%20multiple%20SRX,other% 20device%20is%2 0node%201. 

 

QUESTION 4

Your customer needs help designing a single solution to protect their combination of various Junos network devices
from unauthorized management access. 

Which Junos OS feature will provide this protection? 

A. Use a firewall filter applied to the fxp0 interface 

B. Use a security policy with the destination of the junos-host zone 

C. Use the management zone host-inbound-traffic feature 

D. Use a firewall filter applied to the lo0 interface 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/concept/junos-software-routersecurity-supported-
features.html 

 

QUESTION 5

Which statement about IPsec tunnels is true? 

A. They are used to provide in-depth packet inspection for traffic leaving your network 

B. They are used to prevent routing loops in a Layer 2 environment 

C. They are used to secure and encrypt traffic between tunnel endpoints 

D. They are used to combine multiple interfaces into a single bundle 

Correct Answer: C 
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QUESTION 6

You are asked to design a security solution for your client\\'s new two-tier data center. The client has a need for some
flows to bypass firewall inspection entirely. 

Where should the firewall be deployed in this data center? 

A. inline, between the core switches and the access switches 

B. inline, between the core switches and the edge routers 

C. one-arm configuration, connected to the core switches 

D. one-arm configuration, connected to each access switch 

Correct Answer: C 

Reference: https://www.juniper.net/us/en/local/pdf/implementation-guides/8010046-en.pdf 

 

QUESTION 7

Policy Enforcer provides which benefit? 

A. log management 

B. command and control protection 

C. centralized management of security devices 

D. IPsec encryption 

Correct Answer: C 

 

QUESTION 8

You will be managing 1000 SRX Series devices. Each SRX Series device requires basic source NAT to access the
Internet. 

Which product should you use to manage these NAT rules on the SRX Series devices? 

A. Security Director 

B. CSO 

C. Contrail 

D. JSA 

Correct Answer: A 

 

QUESTION 9
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You are working on a network design that will use EX Series devices as Layer 2 access switches in a campus
environment. You must include Junos Space in your design. You want to take advantage of security features supported
on the devices. 

Which two security features would satisfy this requirement? (Choose two.) 

A. SDSN 

B. Stateful Firewall 

C. Access Control 

D. ALG 

Correct Answer: BC 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/concept/ex-series-securityoverview.html 

 

QUESTION 10

You are designing a new campus Internet access service that implements dynamic NAT for customer IP addressing.
The customer requires services that allow peer-to-peer networking and online gaming. 

In this scenario, what will accomplish this task? 

A. EVPN over IPsec 

B. one-to-one NAT 

C. stacked VLAN tagging 

D. endpoint independent mapping 

Correct Answer: C 

 

QUESTION 11

You are asked to provide a design proposal for a campus network. As part of the design, the customer requires that all
end user devices must be authenticated before being granted access to their Layer 2 network. 

Which feature meets this requirement? 

A. IPsec 

B. 802.1X 

C. NAT 

D. ALGs 

Correct Answer: B 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/802-1x- authenticationswitching-
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devices.html 

 

QUESTION 12

You are creating a security design proposal for a customer who is connecting their headquarters to a remote branch site
over an unsecured Internet connection. As part of your design, you must recommend a solution to connect these sites
together and ensure that the communication is secured and encrypted. 

In this scenario, which solution do you recommend? 

A. GRE 

B. XMPP 

C. IPsec 

D. MPLS 

Correct Answer: C 

 

QUESTION 13

You work for an ISP that wants to implement remote-triggered black hole (RTBH) filters. What are three considerations
in this scenario? (Choose three.) 

A. Source RTBH can block legitimate traffic on the network 

B. BGP FlowSpec improves the RTBH model by implementing dynamic firewall filters 

C. Source RTBH requires uRPF to be implemented on the service provider\\'s network core 

D. Destination RTBH requires uRPF to be implemented on the service provider\\'s network edge 

E. Destination RTBH essentially completes the attack on the victim\\'s IP 

Correct Answer: ABC 

 

QUESTION 14

You are asked to design a VPN solution between 25 branches of a company. The company wants to have the sites talk
directly to each other in the event of a hub device failure. The solution should follow industry standards. 

Which solution would you choose in this scenario? 

A. AutoVPN 

B. Auto Discovery VPN 

C. Group VPN 

D. full mesh VPN 
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Correct Answer: B 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html 

 

QUESTION 15

You are deploying a data center Clos architecture and require secure data transfers within the switching fabric. 

In this scenario, what will accomplish this task? 

A. MACsec encryption 

B. LAG Layer 2 hashing 

C. IRB VLAN routing between hosts D. stacked VLAN tagging on the core switches 

Correct Answer: C 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/example/private-vlans-irbinterfaces-mx-series-
l2ng-configuring.html 
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